SECURECOM

IPR-5000

Internet-based SIA DC-09

monitoring receiver

User manual v1.0

IPR-5000 monitoring receiver v1.0



Table of contents

1 BasiCinfOrMation ...ooc.eoiiiiiiie ettt aeeere e 3
1.1 IMLAIN FEATUIES ...ttt ettt sttt et e b e she e sat e st e bt e b e beesmeesaeeeneeenneens 3
1.2 The IPR-5000 receiver’s role in the signal transfer process.......ccoccvvvcieeeecciee e 3

2 InSTAllation MANUAL......ooiiieee ettt e e e e b e e nane s 4
2.1 S AT U e 4
2.2 INternal NETWOIK SETEINGS .....vvieiiieee et e e e e e bae e e e abae e e e eares 5
2.3 External NetWOrk SEEHINGS ...vviii i e 6
2.4 Connection setup With @ MONItOriNG PC .....coi ittt saree s 6
2.5 OWN BVENTS ..ttt e e et e e e e s s st e e e e e s e s rrr e e e e e e e e as 8
2.6 CommuUNICAtioN ENCIYPLION. ..o i 8
2.7 ACCOUNT SBTEINGS e 9

3 CoNntents Of the PACKAEZE ..cccocuviiee ittt e st e e e s ee e e e s bae e e s sbtaeeesnraeeeeans 9

IPR-5000 monitoring receiver v1.0



1 Basic information

The IP-based monitoring receiver uses one of the most widely-used standardized protocol, SIA DC-09.
It translates signals received from the alarm system (with the exception of test signals) into serial line
SIA DC-07 data and forwards it to the monitoring PC. It also sends back the monitoring PC’s
acknowledgement (called “kiss-off”) to the alarm. Connection is made possible through USB, so even
though a serial protocol is used, there is no need for a serial line card in the monitoring PC.

1.1 Main features

e Monitoring and signal reception from up to 5000 endpoints (through TCP or UDP connection)
e Shutting down IP connections after signal transfer finishes

e Continuous monitoring of Internet/network connections

e Monitoring test signals

e Incdication of devices and their status (ONLINE if they are active/OFFLINE if they lost connection)
e Blocking individual end devices to filter out unwanted communication

e Encryption (AES-128 or AES-256)

e Configuration at the spot or through network by a web browser

e Static or dynamic (DHCP-based) IP addressing

e USB port / USB connector for PC connection

e SECURECOM IP communicators’ signal receiver

1.2  The IPR-5000 receiver’s role in the signal transfer process

STANDARDIZED SUCCESSFUL SIGNAL TRANSFER PROCESS

ALARM PANEL COMMUNICATOR SIA RECEIVER MONITORING PC

Signaling to receiver 1 through the primary trasfer path

(K Acknowledgement of the successful signaling
CONTACT ID PROTOCOL IP PROTOCOL SOROS PROTOCOL
SlA DC-@5 SlA DC-@9 SiA DC-@7
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2 Installation manual

2.1 Startup

Requierements for successful startup:

- PC monitor with HDMI port and cable

- USB keyboard

- USB mouse

- UTP cable with RJ-45 connectors for local network access
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The receiver is a small computer, so peripherals must be connected to it for configuration. After the
initial configuration, when the receiver becomes accessable from the local network, peripherals are no
longer necessary.

The power supply and the USB cable in the package are also needed for configuration. Startup is
possible after all cables are connected.

Important: The device has a Linux-based operating system and therefore needs to be shut down
properly everytime to avoid permanent damage in the software! It is highly advised to connect the
device to an uninterruptable power supply.

After startup, the following login screen appears:

LOGIN TO YOUR ACCOUNT

Usermname: |[admin

Password: |eesss

LOGIN
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The factory settings are the following:
Username: admin

Password: admin

These settings can be changed after login.

) X » SNy m—
ACCOUNT: adml ez —
SYSTEM INFORMATION

Number of devices: 273

Online devices: 5

Offline devices: 268
Banned devices: 1

Firmware version: 1.1.23

LAN IP: 172.31.3.77
Serial port out: Ignored

User ID for own events: 2223

eelieffeoie

Encryption: -

2.2 Internal network settings

The installation process of the receiver is conducted on remote management’s private network (usually
by using an IP address from the 192.168.x.x address pool). Configuration varies on networks with static
or dinamic IP address allocation schemes. Static IP addressing requires the IP address to be specified
manually for the device. Dynamic IP addressing uses a DHCP server to allocate IP addresses.

IP address configuration is possible through the LAN IP menu item on the main screen.

) X J SN —
' ACCOUNT: admi LOGOUT 2 e —
‘ SYSTEM INFORMATION
Number of devices: 273
Online devices: 5
Offline devices: 268
Banned devices: 1
Firmware version: 1.1.23 @
—o
LAN IP: 172.31.3.77 )]
=
Serial port out: Ignored @}
User ID for own events: 2223 (@)
Encryption: - ()
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NETWORK SETTIGNS

IP Addressing: |DHCP

Static IP: 192.168.0.100

Subnet mask:  |255.255.255.0

Gateway: '192.168,0.1

DNS 1: 8888

DNS 2: l8.8.4.4

2.3 External network settings

External access to the IPR-5000 receiver is possible through port forwarding. Port forwarding must be
enabled and configured for the port used by the receiver on remote management’s router. Practically
this means that requests received from the end devices are directed towards the receiver’s private IP
address through specified ports.

(Example: 52.28.118.208:7777 -> 192.168.1.100:9999)

The IPR-5000 receiver uses the following ports:

TCP: 9999 or 19999

UDP: 9998 or 19998

Important: redirection uses either TCP or UDP protocol and its respective ports. Using both at the
same time is not possible.

2.4 Connection setup with a monitoring PC

A USB cable is enclosed for making communication possible between the IPR-5000 receiver and the
monitoring PC. The cable is a USB-SERIAL-USB converter made for this specific purpose. After the
connection is established, the PC’'s operating system creates a COM port, which needs to be configured
by the monitoring software in order to be able to access the receiver. Communication will be
conducted through this connection. The connection must also be enabled on the IPR-5000 receiver’s
interface in the ,,Serial port output” menu item.
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'ACCOUNT: admin /' [ERelc ol ==
| SYSTEM INFORMATION

User ID for own events: 2223

Number of devices: 273
Online devices: 5}
Offline devices: 268
Banned devices: 1
Firmware version: 1123 o))
LAN IP: 172.31.3.77 o))
p—
Serial port out: Ignored @)
S
S
(e

Encryption: -

SERIAL PORT SETTINGS

Serial port OUT: DISABLED
Baud rate: 115200
Data bits: 8

Parity:

Stop bit: 1

ACK signal: os ‘

Receiver number: ‘ [

Line card number: 4 ‘

HeartBeat rate (sec): {20—‘

Change quality bit: NO

Transfer speed can be set between 1200 and 230400 baud.

In case the serial output is disabled, the computer acknowledges each endpoint as an individual
receiver. Test signals are acknowledged by the IPR-5000 receiver, so under normal circumstances, they
are not forwarded through the serial line. When the receiver doesn’t receive a test signal from an end
device, it sends an error message from connection loss containing the endpoint’s client ID to the
monitoring PC through the serial line. It does the same when connection is restored.
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2.5 Own events

In the ,,User ID from own events” menu, signals generated by the receiver and sent to the monitoring
PC can be edited. A client ID (similar to the end points’) must be assigned to the receiver. Reports
coming with the receiver’s client ID contain the receiver’s own events (usually reports come in pairs:
the first one is from an error, the second one is from restoration).

' ACCOUNT: admin ¢/ =
i

1 SYSTEM INFORMATION

Number of devices: 273

Online devices: 5

Offline devices: 268
Banned devices: 1

Firmware version: 1.1.23

LAN IP: 172.31.3.77
Serial port out: Ignored

User ID for own events: 2223

@[@]@@@

Encryption: -

OWN EVENT SETTINGS

User ID from own events: ‘2223 J

Test report timeout: E 3»360 ‘ ‘Test report timeout

Test report restored: R‘SSO | iTest report restored

IP connection lost: E {362 J EIP connection lost

IP connection restored: R ‘362 [iP connection restored
[

User ID deleted: E[364 | [user D deleted

User ID banned: EE366 ‘ ‘UserID banned

User ID enabled: R[366 | [UserID enavled

Serial connection lost: E }369 ‘ iSenak connection lost

Serial connection restored: R !369 }Ser\al connection restored

SAVE
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2.6 Communication encryption

In the ,,Encryption” menu, AES-128 and AES-256 options are available to make communication safer.

o - N NP, —
'ACCOUNT: admin ¢ [Eelelell}; D) e —
|
| SYSTEM INFORMATION

: Number of devices: 273
Online devices: 5
| Offline devices: 268
j Banned devices: 1
Firmware version: 1.1.23
LAN IP: 172.31.3.77
| Serial port out: Ignored

User ID for own events: 2223

Encryption: -

@ [lfee)e

ENCRYPTION SETTINGS

New AES key:

Examples

Disable encryption: <Leave empty=
AES128: 000102030405060708090A0B0CODOEOF
AES256: 000102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F

When an encrypted message is received, the acknowledgement will also be encrypted if encryption is
active. Non-encrypted messages will be acknowledged according to the SIA protocol.
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2.7  Account settings

The end devices’ test signals can be individually monitored or blocked using the graphical menu next
to the devices’ client IDs.

DEVICES EVENT LIST _

UserID § Heartbeatrate Online & =  Date/time Event ciD Serial port =
0000 [3mins | o 2019.02.16 18:27:55  User ID enabled 000218336600000  Ignored
0001 |_é,ﬁns v | 2019.02.16 18:27:53  User ID banned 000218136600000  Ignored
0002 Smins v ‘ 2019.02.01 10:22:55  Test report timeout 000218136000000  Ignored
0003 JW‘ 2019.02.01 10:10:09  Test report restored 000218336000000  Ignored
0004 @T‘ 2018.07.30 13:07:43  Test report timeout 000218136000000  Ignored

— 2018.07.30 07:43:54  Test report restored 000218336000000  Ignored

0006 |3mins v |
— 2018.07.18 11:45:14  Test report timeout 000218136000000  Ignored

0007 |3mins v |
2018.07.18 09:50:27  Test report restored 000218336000000  Ignored

0008 |3mins v
2018.07.18 09:42:42  Test report timeout 000218136000000  Ignored

3 Contents of the package

e |PR-5000 receiver
e Power supply
e USB-SERIAL converter cable
e User manual

Additional information and services:

http://puloware.com

http://siatest.securecom.eu
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