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SENSORMATIC ELECTRONICS CORPORATION
KANTECH - TYCO SAFETY PRODUCTS
END-USER LICENSE AGREEMENT

FOR KANTECH Software Provided With or Without Products or Components

IMPORTANT - READ CAREFULLY
KANTECH Software purchased with or without Products and Components is copyrighted and is purchased
under the following license terms:

This End-User License Agreement (“EULA”) is a legal agreement between You (the company, individual or entity
who acquired the Software and any related Hardware) and Sensormatic Electronics Corporation (‘KANTECH”),
the manufacturer of the integrated security systems and the developer of the software and any related products
or components (“HARDWARE”) which You acquired.

If the KANTECH software product (“SOFTWARE PRODUCT” or “SOFTWARE”) is intended to be accompanied
by HARDWARE, and is NOT accompanied by new HARDWARE, You may not use, copy or install the SOFT-
WARE PRODUCT. The SOFTWARE PRODUCT includes computer software, and may include associated
media, printed materials, and “online” or electronic documentation.

Any software provided along with the SOFTWARE PRODUCT that is associated with a separate end-user
license agreement is licensed to You under the terms of that license agreement.

By installing, copying, downloading, storing, accessing or otherwise using the SOFTWARE PRODUCT, You
agree unconditionally to be bound by the terms of this EULA, even if this EULA is deemed to be a modification of
any previous arrangement or contract. If You do not agree to the terms of this EULA, KANTECH is unwilling to
license the SOFTWARE PRODUCT to You, and You have no right to use it.

SOFTWARE PRODUCT LICENSE
The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.
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GRANT OF LICENSE - This EULA grants You the following rights:
Software Installation and Use - For each license You acquire, You may have only one copy of the
SOFTWARE PRODUCT installed.
Storage/Network Use - The SOFTWARE PRODUCT may not be installed, accessed, displayed, run,
shared or used concurrently on or from different computers, including a workstation, terminal or other digital
electronic device (“Device”). In other words, if You have several workstations, You will have to acquire a
license for each workstation where the SOFTWARE will be used.
Backup Copy - You may make back-up copies of the SOFTWARE PRODUCT, but You may only have one
copy per license installed at any given time. You may use the back-up copy solely for archival purposes.
Except as expressly provided in this EULA, You may not otherwise make copies of the SOFTWARE
PRODUCT, including the printed materials accompanying the SOFTWARE.

DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS
Limitations on Reverse Engineering, Decompilation and Disassembly - You may not reverse engineer,
decompile, or disassemble the SOFTWARE PRODUCT, except and only to the extent that such activity is
expressly permitted by applicable law notwithstanding this limitation. You may not make any changes or
modifications to the Software, without the written permission of an officer of KANTECH. You may not
remove any proprietary notices, marks or labels from the Software Product. You shall institute reasonable
measures to ensure compliance with the terms and conditions of this EULA.
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b Separation of Components - The SOFTWARE PRODUCT is licensed as a single product. Its component
parts may not be separated for use on more than one HARDWARE unit.

c Single INTEGRATED PRODUCT - If You acquired this SOFTWARE with HARDWARE, then the SOFT-
WARE PRODUCT is licensed with the HARDWARE as a single integrated product. In this case, the SOFT-
WARE PRODUCT may only be used with the HARDWARE as set forth in this EULA.

d Rental - You may not rent, lease or lend the SOFTWARE PRODUCT. You may not make it available to oth-
ers or post it on a server or web site.

e Software Product Transfer - You may transfer all of Your rights under this EULA only as part of a permanent

sale or transfer of the HARDWARE, provided You retain no copies, You transfer all of the SOFTWARE
PRODUCT (including all component parts, the media and printed materials, any upgrades and this EULA),
and provided the recipient agrees to the terms of this EULA. If the SOFTWARE PRODUCT is an upgrade,
any transfer must also include all prior versions of the SOFTWARE PRODUCT

f Termination - Without prejudice to any other rights, KANTECH may terminate this EULA if You fail to com-
ply with the terms and conditions of this EULA. In such event, You must destroy all copies of the SOFT-
WARE PRODUCT and all of its component parts.

g Trademarks - This EULA does not grant You any rights in connection with any trademarks or service marks
of KANTECH or its suppliers.

3 COPYRIGHT

All title and intellectual property rights in and to the SOFTWARE PRODUCT (including but not limited to any
images, photographs, and text incorporated into the SOFTWARE PRODUCT), the accompanying printed
materials, and any copies of the SOFTWARE PRODUCT, are owned by KANTECH or its suppliers. You may
not copy the printed materials accompanying the SOFTWARE PRODUCT. All title and intellectual property
rights in and to the content, which may be accessed through use of the SOFTWARE PRODUCT, are the prop-
erty of the respective content owner and may be protected by applicable copyright or other intellectual prop-
erty laws and treaties. This EULA grants You no rights to use such content. All rights not expressly granted
under this EULA are reserved by KANTECH and its suppliers.

4 EXPORT RESTRICTIONS

You agree that You will not export or re-export the SOFTWARE PRODUCT to any country, person, or entity
subject to US export restrictions.

5 CHOICE OF LAW

This Software License Agreement is governed by the laws of the State of New York.

6 LIMITED WARRANTY

a NO WARRANTY
KANTECH PROVIDES THE SOFTWARE “AS IS” WITHOUT WARRANTY. KANTECH DOES NOT WAR-
RANT THAT THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR THAT OPERATION OF THE
SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE.

b CHANGES IN OPERATING ENVIRONMENT
KANTECH shall not be responsible for problems caused by changes in the operating characteristics of the
HARDWARE, or for problems in the interaction of the SOFTWARE PRODUCT with non-KANTECH SOFT-
WARE or HARDWARE PRODUCTS.

c LIMITATION OF LIABILITY; WARRANTY REFLECTS ALLOCATION OF RISK
IN ANY EVENT, IF ANY STATUTE IMPLIES WARRANTIES OR CONDITIONS NOT STATED IN THIS
LICENSE AGREEMENT, KANTECH'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS LICENSE
AGREEMENT SHALL BE LIMITED TO THE GREATER OF THE AMOUNT ACTUALLY PAID BY YOU TO
LICENSE THE SOFTWARE PRODUCT AND FIVE US DOLLARS (USD$5.00). BECAUSE SOME JURIS-
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DICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL
OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

d DISCLAIMER OF WARRANTIES
THIS WARRANTY CONTAINS THE ENTIRE WARRANTY AND SHALL BE IN LIEU OF ANY AND ALL
OTHER WARRANTIES, WHETHER EXPRESSED OR IMPLIED (INCLUDING ALL IMPLIED WARRAN-
TIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE) AND OF ALL OTHER
OBLIGATIONS OR LIABILITIES ON THE PART OF KANTECH. KANTECH MAKES NO OTHER WAR-
RANTIES. KANTECH NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON PURPORTING
TO ACT ON ITS BEHALF TO MODIFY OR TO CHANGE THIS WARRANTY, NOR TO ASSUME FOR IT
ANY OTHER WARRANTY OR LIABILITY CONCERNING THIS SOFTWARE PRODUCT.

e EXCLUSIVE REMEDY AND LIMITATION OF WARRANTY
UNDER NO CIRCUMSTANCES SHALL KANTECH BE LIABLE FOR ANY SPECIAL, INCIDENTAL, CON-
SEQUENTIAL OR INDIRECT DAMAGES BASED UPON BREACH OF WARRANTY, BREACH OF CON-
TRACT, NEGLIGENCE, STRICT LIABILITY, OR ANY OTHER LEGAL THEORY. SUCH DAMAGES
INCLUDE, BUT ARE NOT LIMITED TO, LOSS OF PROFITS, LOSS OF THE SOFTWARE PRODUCT OR
ANY ASSOCIATED EQUIPMENT, COST OF CAPITAL, COST OF SUBSTITUTE OR REPLACEMENT
EQUIPMENT, FACILITIES OR SERVICES, DOWN TIME, PURCHASERS TIME, THE CLAIMS OF THIRD
PARTIES, INCLUDING CUSTOMERS, AND INJURY TO PROPERTY.

WARNING: KANTECH recommends that the entire system be completely tested on a regular basis. However,
despite frequent testing, and due to, but not limited to, criminal tampering or electrical disruption, it is possi-
ble for this SOFTWARE PRODUCT to fail to perform as expected.
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Chapter 1 ¢ Introduction

Welcome to EntraPass, a powerful multi-user access control system that provides all the features
required in the most demanding applications.

What is EntraPass? EntraPass is a comprehensive, menu-driven access control software
package. Among the many features, EntraPass offers:
Remote communication capability

Configurable desktops

Integrated Badging capability

Multiple reader technology

Interactive floor plans

Time and Attendance reporting

Visual diagnostics

SmartLink interface

Elevator control

Video

Local anti-passback

What is access control? Access control consists of a set of components (door readers, exit
detectors, motion detectors, etc.) that are professionally installed and electronically controlled.
System workstations are used to receive event messages, acknowledge alarms, modify the system
database, etc. A supporting advantage of access control is that all system events are carefully
archived and can be easily retrieved for inspection purposes.
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Some EntraPass Features

Visual Diagnostics. EntraPass offers on-screen real-time visual representation of the system
devices, with conditions updated in real-time, including high resolution floor plans that can be
imported and displayed on screen. Interactive system icons can be added to the graphic to display
component status in real-time. Manual operations may be performed from the real-time system
graphic.

Express Setup. The Express Setup utility enables installers to automatically define and
configure the most standard system components. This saves installation time and prevents setup
errors. With Express Setup, the system is fully functional and ready to test the hardware and
wiring before the installer makes the customized changes necessary for a particular site.

Integrated Badging. The Integrated Badging feature was added to EntraPass to allow users to
design and print badges. Pictures and signatures can be imported or, with the necessary devices,
captured and incorporated into cards for printing badges.

Vocabulary Editor. The system is multilingual. It is available in English, French, Spanish and
German. It can also be translated in up to 99 languages.

Time and Attendance feature. The Time and Attendance feature is a low-cost alternative to
high-priced dedicated Time and Attendance systems. It enables operators to print or download
time sheets in a CSV format to a payroll system.

SmartLink feature. EntraPass enables organizations to interface to most intelligent devices
such as CCTV multiplexers, alphanumeric pager systems, LCD panels, video matrix switchers,
etc., using an RS-232 link cabled between one of the EntraPass SmartLink workstation and the
external device. This feature can also be used to create, in real time, text or CSV files containing
specific information concerning an event. These files can then be used with third party Time and
Attendance systems, spreadsheet programs, etc.

Elevator Control capability. EntraPass allows installers to program up to 64 floors per
elevator cab using expansion devices such as KT-PC4216, KT-PC4204 or REB-8.

This indispensable feature in a multi-tenant building allows facility managers to restrict specific
floor access to authorized cardholders.

Video Integration. EntraPass adds real-time monitoring capability to the Corporate and
Global series as a response to the growing importance of video in access control systems. From
EntraPass Corporate and Global Edition user interfaces, operators can configure viewing
parameters for digital video applications.

Redundant Server & Mirror Database. The Redundant Server & Mirror Database option
provides an alternative duplication mechanism in case of failures and errors of the Primary Server.

Using KT-100, KT-200 and KT-300 controllers. EntraPass is compatible with Kantech’s
KT-200 controller, KT-100 and KT-3000 controllers when using a Corporate Gateway. This has an
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added benefit when upgrading existing sites that require more flexibility and improved user
interfaces. It also allows installers to select the controller that best suits their customers’ needs and

budget.

Interfacing with external alarm panels. KT-100 and KT-300 controllers allow users to
arm, disarm, and postpone the arming of an external alarm panel through a Corporate Gateway.
This allows EntraPass to easily integrate with an external alarm system.
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EntraPass Manual and Help

Using the Reference Manual
The Reference Manual is designed for EntraPass system installers, administrators and users. You
may refer to the hard copy of the manual or to the on-line version in pdf format.
To download an updated version of Acrobat Reader, browse to http://www.adobe.com.

Getting Help

Our window-level help will provide you with immediate and context-related help. Press [F1] on
your keyboard to display the help related to the active window or select [Help] [Contents] from the
EntraPass menu.

For immediate help, use the Help button, found in all the system window. You may also use the
right-click option; it may either display a shortcut menu or the help file of the active window.

Technical Support

If you cannot find the answer to your question in this manual or in the Help files, we recommend
you contact your system installer. Your installer is familiar with your system configuration and
should be able to answer any of your questions.

Should you need additional information, please call our Customer Assistance Service, Monday to
Friday 8:00 AM to 8:00 PM E.S.T. (GMT -5:00)

Phone +1 (450) 444-2030

Fax +1 (450) 444-2029

US & Canada 1 888 222-1560 (Toll Free Number)
Internet http://www.kantech.com

E-mail kantechsupport@tycoint.com
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Chapter 2 * Software Installation

Before any installation takes place, make sure that the computers on which the software will be
installed meet the necessary requirements.

For information concerning hardware equipment installed with the software, refer to the
documentation supplied with the hardware devices.

This chapter contains information related to the EntraPass software. You will find:
D System requirements
D Software installation and upgrading

Depending on the system configuration, there are different system hardware requirements for the
installation of the EntraPass software.
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System Requirements

Make sure that the computer on which you are installing the software meets the following
requirements:

Operating Systems: Windows 98 (Second edition)/NT/2000/XP
Processor: Pentium IIT at 800 MHz (minimum)

RAM: 256 MB RAM minimum

Minimum free hard disk space: 4 GB

Color depth (for Video Integration): 24-bit (16 million colors)
Screen resolution: 1024 x 768

Graphic adapter: 32 MB

CD-ROM drive

Network Interface card: 100 Base-T network adaptor

Video Applications

Pentium IIT with 256 MB RAM recommended
Windows 98/2000/XP/NT, version 4, and Server 2003
Microsoft XP Home and Professional

Graphic adapter with at least 32MB of RAM

Monitor with a resolution of at least 1024 x 768

Additional Requirements

For some applications, you can use the following devices:

A video capture card—to capture user images for card identification

A sound card—to use warning sounds when an alarm is reported

A badge printer— to print badges (Badging)

A signature capture device— to capture signatures (Badging)

A log printer—(dot-matrix or laser) to print events (messages and alarms)
A Report printer—(laser) to print reports

8 2 « System Requirements Video Applications
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Installation Kit

&

2 ¢ Installation Kit Additional Requirements

The EntraPass installation package contains EntraPass software CD as well as the Reference
Manual. It also contains a CBLK-10 kit including 100-foot cable, 2 connectors from KT-200/KT-
300 and a DB9 to DB25 adaptor.

Your installation CD allows you to install the basic components of your EntraPass:

D 1 Server and 1 Workstation (for configuration purposes)

» 1 workstation

D 1 Corporate gateway

» SmartLink

The installation CD also contains system advanced options. They require an additional license:
D 6 Additional workstations (for a maximum of 20 +1)

D 40 Corporate gateways

» Redundant Server & Mirror Database option

D Oracle/MS-SQL HR Interface option

NOTE: Additional options can only be installed after the Server has been registered. They
require an additional license.
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Installation Steps

It is easy to install EntraPass. An installation assistant guides you through the steps. All you need
to do is to enter the System Installation Code (located on the software CD) and follow the
instructions displayed on the screen.

Installing EntraPass Software

The system is up and running in only three stages! Installers need to:
1 Install the software using the System Installation Code located in the CD pocket.

2 Register the system using the Registration Confirmation Code provided by Kantech Customer
Assistance.

3 Install the first components that are part of the installation kit (5 workstations and 1 gateway;
the first workstation is automatically installed during the installation of the EntraPass Server).

{% NOTE: The software is fully functional even before it is registered. However, an unregistered
system is restricted to ten cards. Moreover, there is an automatic logout after 1 hour of idle
time, that is, when there is no action on the keyboard. After an automatic logout, operators

need to enter a 20-character password; it is displayed in the lower part of the screen.

Adding Optional Components/Features

This stage is executed in four steps. Installers need to:

1 Add components or options from the Registration window:
D Server > Connection list > Registration icon or
» Workstation > Options > Registration icon

2 Call Kantech to obtain or register the component/option Option Code (located on the Option
Certificate) and get the Registration Confirmation Code.

3 Enter the Registration Confirmation Code in the Registration window and activate the option.

4  Install the component or option using the Installation Code (if applicable). The Installation
Code is generated by the system; it is displayed in the Registration window.

@ NOTE: You need to establish communication between the EntraPass Server and the computer
where the new component/option is installed (if applicable). You need to perform this step
only when the component/option is installed on a computer different from the EntraPass
Workstation.

10 2 « Installation Steps Installing EntraPass Software
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Installing the System

1 Insert the software CD into the CD-ROM drive. The installation program should start
automatically if your computer is configured to autorun. If the installation program does not
start automatically, click Start > Run, then enter d:\Setup.exe (where d: is the CD-ROM drive)
in the displayed field. The system displays the installation setup window:

Select Language
y Software currently installed
Software I Versioh I Falder hame Installed
Spstem setup

Installs Server, database
and first workstation

=

Install &dditional
“Wworkstation

anlate *= Wrilkretall &= Close
Install System Options System EntraPass Corporate Edition
CD Version 3.11.06 2003-05-28
2 Click the Select Language menu option to change the installation language, if necessary.
3

Select the System Setup icon on the left. The system prompts you for the System Installation
Code.

| | | |
o f I X Cancel |

4  Enter the System code located in the CD pocket. Make sure to enter the correct digits. The OK

button is only enabled if the installation code is correct.

2 ¢ Installing the System Adding Optional Components/Features 11
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5 Click OK. The system prompts you to select the installation language. English is the default

language.
Select the language for this installation from
e | the choices below.

English [United States M
Ok I Cancel |

NOTE: The system language depends on the language you select when installing the software.
For example, if you select “French”, the system default language at start up.

6 Make the appropriate choice, then click OK to continue. The system displays the Setup
window indicating the installation progress. Once completed, the system displays the software
End-user license agreement:

End-uszer license agreement

| END-USER LICENSE AGREEMENT =
FOR Kantech Software Provided “With or Without Products or Components

IMPORTAMT - READ CAREFULLY: Kantech Software purchased with or without Products and Components iz copyrighted
and iz purchased under the following license terms:

Thiz End-User Licenze Agreement ["EUILA" iz a legal agreement between You [the company, individual or entity who
acquired the Software and any related Hardware] and Kantech Systems Inc. ["Kantech'), the manufacturer of the integrated
zecurty systems and the developer of the software and any related products or components ["HARDWARE"] which You
acquired.

If the K.antech software product ["SOFTWARE PRODUCT" or "SOFTWARE"] iz intended to be accompanied by
H&RDWARE, and iz NOT accompanied by new HARDWARE, ou may not use, copy of install the SOFTWARE
FRODUCT. The SOFTWARE PRODUCT includes computer software, and may include associated media, printed materials,
and "online' or electronic documentation.

Any zoftware provided along with the SOFTWARE PRODUCT that iz associated with a separate end-uzer license agreement
iz licenzed to Y'ou under the terms of that license agreement.

By installing, copying, downloading, storing, accessing or othenwize using the SOFTWARE PRODUCT, You agree
unconditionally to be bound by the terms of this ELLA, even if this EULA iz deemed to be a modification of any previous
arangement or contract. |f You do not agree to the terms of this ELILA, Kantech is unwilling to license the SOFTWARE
PRODUCT toYou, and You have no right to use it

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODICT is pratected by copyright laws and international copyright treaties, az well az other intellectual
property laws and treaties. The SOFTWARE PRODUCT iz licensed, not zald. hd

Scroll to bottom

q/ | agres I x | do not agree
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7 Click | agree if you understand and agree with the conditions described in the end-user license

agreement or click | do not agree to cancel the installation.

@ NOTE: You have to scroll to the end of the window to enable the | agree button.

User Information

company you work for.

Type your name below. Y'ou must alzo type the name of the

Mame: I

LCompary: I

< Back I dEwt I

8 Follow the instructions displayed on-screen.

9  Enter the user name, the company name and click Next to continue. The system prompts you
to confirm the registration information. Click Yes to confirm the displayed information and to
continue the installation; or click No to return to the previous window.

10 Click Next to accept the default installation folder or click Browse to select a different
installation path. Once you have clicked Next, the system displays the default program folder.

Select a folder

Setup will add program icons to the Program Falder listed below.
You may type a new falder name, or select one from the existing
Folders list. Click Next to continue.

Program Folders:

Adobe Acrobat 4.0
Dell Accessories
Dell DM

Dell Documents

E niraP ass Corporate

< Back I Meut > I Cancel |

11 Click Next to accept the default program folder or click Back to modify it. Once you have
clicked Next, the system starts the installation and displays the installation setup window. At

2 ¢ Installing the System Adding Optional Components/Features
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some point during the installation, you will be prompted to enter the system and database
primary and secondary languages.

Installation setup

m System and database language

Select primary language

Select gecondary language I Mone - l

o OK

12 Select between English, French, German or Spanish as your primary working language, then
select a second language if needed. These selections will allow users to personalize their work
environment to one of the two language selections. Click OK to continue. Next, you will be

prompted to install a gateway.

Question B

@ Do you want to install & Corporate Gateway ?

13 To install a gateway, on the same computer during Server installation, click Yes and choose
the default options.
14 You will be prompted to install a SmartLink.

Question B

@ Do you want to install a SmartLink?

14 2 + Installing the System Adding Optional Components/Features
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15 To install a SmartLink, on the same computer during Server installation, click Yes and choose
the default options.

NOTE: During installation of EntraPass, the program will check for the current version of
DirectX for use with the Video feature. If the version installed on your workstation is lower
than 8.0, the following message box appears.

(3 Diectvesioninsated 17)
L Wickea tecpates Ditgc varson 8 of bughet lor best iegul

Class

16 Click Close to close this window and to continue the installation.

NOTE: Note that clicking Close will not prevent the installation from completing.To prevent
system hanging or any undesirable behavior from EntraPass, complete your installation, then
visit the Microsoft DirectX home page at http://www.microsoft.com/windows/directx/
default.aspx to download the latest DirectX multimedia components designed for your
operating system. Once DirectX is successfully downloaded, follow the onscreen prompts to
upgrade.

17 Next, you will be prompted to choose your final options.

Setup Complete

Setup has finished copying files to pour computer.

Biefore you can use the program, vou must restart Windows or
your computer.

% ez, | want to restart my computer now.

 No, | will restart my cormputer later.

Femaove any disks fram their drives, and then click Finish to
complete setup.

< Back I Finizh I

D  Check the Launch Server automatically with Windows option if you want the application to
start automatically when Windows starts up.

2 ¢ Installing the System Adding Optional Components/Features 15
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D Check the Install Automatic Server Updater option to allow the server to automatically
update all EntraPass software components over your global network whenever software
updates become available.

@ NOTE: When installing the Server on Windows NT/XP/2000 the Install Server in Windows Service

option is displayed. Select this option for the application to start automatically with Windows
NT/XP/2000.

18 You may click the View button to view the latest information about the software, then click
Next.

19 The system prompts you to restart the computer. Click Finish to complete the installation.

@ NOTE: You must restart the computer after the installation.

16 2 + Installing the System Adding Optional Components/Features
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Registering the System

It is recommended to register the system as soon as possible so that users can install additional
options and use the access system with no restrictions. In fact, though the system is functional
even before the system registration, it is limited to only 10 cards. Moreover, when the system is
not yet registered, operators are logged out after one hour of idle time; then they have to enter the
randomly-generated 20-character password each time they are logged out.

To register the system:

1 Click the Server icon on the computer desktop. You may also start the EntraPass Server from
the Windows Start menu (Start > EntraPass Corporate Edition > Server).

=% EntraPass Corporate Server

BMlzoosimzinoram kentecd B0 o Hfes Bo Mo
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2 Click Login / Logout button. The Operator Login window appears.

DOperator login E

= ONRRF O R_ANTNESSE [ | TRIREEHN

Uszer name Ikantech

Passward ||

o (f I X Cancel | ? Help |

|Enter your pazsword and press [enter]

3 Enter Kantech in the User name field (not case sensitive). Enter the temporary 20-character

password displayed at the bottom of the Operator login window. The Workstation registration
window appears.

q;; RFORATE EDITIOMN System Serial Number G4ET EESE |OFDF  |02C1 JEBA

Temporaty passward in use - Click hers ta register |

~Dptional or Additional System Components——

&dditional Corporate Gatenay

dditional Warkstations

Minar database and Fiedundancy Server
Oracle/MS SOL Interface

Smattink

| Components Installation Cods First time connected
@ [2) Additional Workstations  24E1-5023-BD38-67CC
@ [3) Additional Workstations  FFBA-B46E-2683-FBAD
@ Additional Corporate Gatew...  934C-9E17-0206-D944
@ Addiional Global Gateways  CSF5-6F02-524B-4EF8

7 Actvale e | e | e seu

I Close | ? Help |
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4  Click the Temporary password in use (...) yellow button to register the system. The System
Registration window appears.

System Serial Number [p4E1  [FE9E  [oFOF  [o2c1  [4EBA

Phone: +1 [450) 444-2030

Toll free: 1-888-222-1560 [US & Canada) x C |
Faw: +1 [450) 4442029 ance
E-mail: kantechsupportE@itycoint. com

Flease contact Kantech Systems to register your system

Registration Confirmation Code || I I I

5 Enter the Registration Confirmation Code provided by Kantech, then click OK. The OK button

is only enabled when you have entered the correct information.

@ NOTE: If you exit the Server main window without registering the system, the Change Master

Password window is displayed. It is no longer displayed when the system has been
registered.

2 + Registering the System Adding Optional Components/Features
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Installing Additional Options

Once the Server has been registered, you may install additional workstations and options. Before
you install system components, make sure that the designated computer meets the minimum
requirements.

You do not need to call Kantech Customer Assistance to install the first two workstations and the
Gateway. These are part of the installation package.

To install the first workstations and gateway:
1 Insert the software CD into the CD-ROM drive of the computer where you want to install the
workstation or gateway. The Setup window appears.

Select Language

y Software currently installed

Software I Wersion I Faolder name Inztalled

Spstem setup
Installs Server, database
and first workstation

=

Install &dditional

“Wworkstation
anlate % Unilnetall = Close
Install System Options System EntraPass Corporate Edition
CD Version 3.11.06 2003-05-28

@ NOTE: The System field identifies the software (EntraPass Corporate Edition or Global
Edition). The CD version field indicates the software version as well as the release date.
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CORPORATE EDITION
Reference Manual ENTRAPASS

2 From the Setup window, select the Install System Options icon. The Install System Option
window appears.

Install System Option

e
r‘

Install Gateway

)
=

T

Install MS-5QL/0racle Interface

I
H
{l

Install SmartLink

Install Mirror Database and Redundant Server

Install Vocabulary Editor

Install Report Viewer

Install SmartLink Network Interface

Exit

3 From the Install System Option window, select the Install Gateway icon (or any other system
option you want to install). The system prompts you for the installation code.

NOTE: For a number of these system utilities, you do not need to enter an installation code.
These are stand-alone utilities. For example, you can install the Report Viewer on a computer
so that you can view EntraPass report from any workstation.

Enter installation code

o f I X Cancel |

4  Enter the Installation code (it is displayed in the System registration window). The OK button
is enabled only when a correct code has been entered.

2 ¢+ Installing Additional Options Adding Optional Components/Features 21



CORPORATE

EDITION

22

ENTRAPASS

o,

Reference Manual

Adding Advanced Options

1 In the Server main window (or Workstation option window), click the Registration icon. The
Workstation registration window appears.

lfg Workstation registration E
- R ———————"—

= ONRRF O R_ANTESSE [ | TSR

System Serial Number [oadE  [ssE1 |a2sF  [adce [ae03

System Components - Features Optionz Serial Mumber Installation date

—Optional or Additional System Components
Additional Coroorate Gatewavs
Mirror D atabase and Redundancy Server
Oracle/MS-S0L HR Interface
SmartLink.
Additional ‘waorkstations
I Components Installation Key Firzt time connected
& [2) Woarkstation 1FF2-8C38-5BFE-CATZ
& (3) Workstation 4FF5-3F46-0B8A-BAT1
@ Corporate Gateway TROE-EARD-0DAD-FE3A
Click here to install component I
.:::. Actvate .:::. Edit | @ Frint | % Express setup |
i'L Lloze | ? Help |

NOTE: workstation is automatically installed when the Server is installed. It is used for
configuration purposes. It does not appear in the lower pane because it is automatically
installed and registered. Use the installation CD and the Installation Codes to install the four
additional workstations. Make sure that the computer on which they are installed meets the
minimum requirements.

2 Click the Print button to print the Installation Codes, so that you can take the codes where you
are installing the workstations or the gateway. To avoid errors, do not copy the codes on a
piece of paper.

NOTE: When you install an advanced option (for example an additional gateway), you can

configure its sites using the Express Setup utility. For details about using the Express Setup
utility, see Chapter

2 + Adding Advanced Options Adding Optional Components/Features
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3 From the Workstation registration window, select the component you want to install. Then
select the Click here to install component button (left pane). The Component Registration
(Name of component) window appears.

?"i Component registration [Additional Work stations)

System Serial Number [Fcaz ~ [napa [coat [BA%6  [ases
Option Serial Number I I I I
Flease contact Kantech Systems ta register your system X Carcel |

FPhone: +1 (4500 444-2030

Tall free: 1-888-222-1560 (LIS & Canada)
Faoe +1 (4507 444-2029

E-mail: kantachsupponiEtycoint.com

Registration Confirmation Code I I I I

4  Enter the Option Serial Number (located on the Option Certificate) then call Kantech Customer
Assistance (phone numbers are displayed on-screen) to get the Registration Confirmation
Code.

5 Enter the Registration Confirmation Code, then click OK. The OK button is only enabled when
the correct Registration Confirmation Code has been entered.

NOTE: When you have entered the correct Registration Confirmation Code, the system
generates an Installation Code. Blue flags identify components that have been created, but
not yet activated. Green flags indicate components that have been activated.
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Editing System components

EntraPass enable users to assign custom names to workstation for easy identification in system
events. You can also modify components names in their definition menu (Devices > Workstation).
To assign a descriptive name to a workstation:

1 From the Registration window, select a workstation name, then click the Edit button. The Edit
a component window appears.

fgedicacomponent K
Drescription &l
|[4] Additional ‘Work stations x Cancel |

|4) Additianal Workstatians

[ workstation locked
| Locked for authentication

| Use specific pazsword for authentication

Authentication password

‘work gtation type
IWorkstation

2  Enter a descriptive name for the selected workstation in the Description fields. It is
recommended to enter two names, one in the primary language and the second in the
secondary language if EntraPass is run in two languages.

3 Check one or more appropriate option(s):

D Workstation locked: check this option if this workstation is only used for receiving system
events.

D Locked for authentication: check this option if you want this workstation not to send its
authentication data to the server.

D Use specific password for authentication: check this option if you want to assign a specific
password to this workstation. If you select this option, enter the password in the
Authentication password field.

@ NOTE: The workstation type field displays the type of the selected workstation. For instance, it
will display “Corporate Gateway” if the selected workstation is a Corporate gateway. This
identification is also displayed in the Workstation definition window: Devices > Defining a
workstation.
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Establishing Communication with the Server

After a workstation has been installed, you have to establish communication with the Server. The
following steps will assist you in configuring and establishing the first communication between
the workstation and the Server using the proper protocol.

{% NOTE: Before you proceed, make sure that the Server is online. If it is not, launch it.

To establish communication with the Server:

1 From the Windows Start menu, click on Start > Programs > EntraPass Corporate Edition >
Workstation application (x) > Register to Server utility. You may also start the workstation; the
system automatically launches the registration program when a workstation attempts to
connect to the Server before it is registered.

?13 EntraPass Corporate Edition - Server Registration

Mirror Database

—Connection p —

<

—Protocal
" MetBEUI

& TCPAP Help |
o About
~TCPAP address _ oo |
I . SEar |
G% Select installedl

Cancel

w X

T Provide local TCPAR address —

—Authentication password

NOTE: The Registration window also appears when you launch a workstation before the
Server is online. When this happens, simply start the Server.

2 Click to select the communication protocol that is used between the Server and the
Workstation.
» NetBEUI: The NetBEUI protocol (NetBIOS Enhanced User Interface) uses the computer
name to communicate with devices. Enter the name of the computer where the EntraPass
Server software is installed (case sensitive). The name of the current computer is

displayed in the status bar. You may use the Scan = button to browse and to

display existing computer names.

» TCP/IP: Enter the TCP/IP address of the computer where the EntraPass Server program is
installed. The EntraPass Server TCP/IP address appears in the Server status bar.
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D Local: Enter Local when registering a component on the same computer as the EntraPass
Server software is installed. This option will take the address from the Server software.
Check the Provide local TCP/IP address button if the workstation connects to the EntraPass
server using a VPN (Virtual Private Network) connection. Type the IP address used by the
VPN application. This address is provided by the VPN application and is usually accessible by
clicking on the minimized VPN icon found in the system tray.
You may enter a Authentication Password if you want operators to use a specific password
when they register workstations to the Server. If you do not specify a registration password,
the master password (lower case, case sensitive) will be used as the default Authentication
Password.

2 « Establishing Communication with the Server Adding Optional Components/Features
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Updating the System

When you update your software, the system automatically detects the components that are
installed and updates them.

It is highly recommended to update your system when the system is at its minimum use (Friday
night, for example) since the update may take a few hours—depending on the size of the system.

Before you update your software:

1

4

5

(& (&

6

10

Perform a complete backup of your system database. For more information on how to perform
a backup, see “The EntraPass Server” on page 375.

If you have a Redundant Server & Mirror Database option installed, you MUST shutdown the
Redundant Server FIRST.

Shutdown the EntraPass Server and all other EntraPass applications. No applications should be
running when you perform a system update.

Update the EntraPass Server FIRST.

NOTE: Once the upgrade is complete, DO NOT START THE SERVER YET.

Update the Redundant Server & Mirror Database application.

NOTE: Once the update is complete, DO NOT START THE Redundant Server and Mirror
Database yet.

Verify the system database (see “The EntraPass Server” on page 375) to make sure that no
errors are detected.

Once you have verified the database and no errors are present, start the EntraPass Server.
Once the Server is up-and-running, start the Redundant Server & Mirror Database. It is
essential to start the Server before starting the Redundant Server and the mirror database.

When the EntraPass Server and Redundant Server are operational, update all other EntraPass
applications (i.e. gateway, workstation, SmartLink, etc.). Once the update process is finished,
you may start the workstation.

Once all applications have been updated, we strongly recommend that you reload the
gateways to ensure that all data will be refreshed and sent to controllers (Operations >
Gateway reload).

You may also use the “View connected workstations” menu item to verify the status of all the
system gateways and workstations. For details, see “The EntraPass Server” on page 375.
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Getting Started

This chapter introduces operators to the EntraPass system graphical user interface and basic
function.

To start an EntraPass session, you have to launch the EntraPass Server, the gateway and the
Entrapass Workstation.

The server is a dedicated computer on a network that manages the access control system database.
It is used to receive and dispatch information from the gateways. Gateways receive information
from sites and transmit it to the server.

EntraPass Workstations enable operators to access and program the system database and
components.

NOTE: In the EntraPass Global and Corporate Edition, the Redundant Server & Mirror
Database option may be enabled to monitor the activity of the Primary Server and to serve as
an alternative if the Primary Server fails.

The software allows operators to start the gateway and the workstation at the same time by
clicking on the Gateway-Workstation icon located on the desktop.

NOTE: All authorized system operators must have a unique and confidential login name and
password that should be assigned by the system installer/administrator. It is very important to
restrict access to the EntraPass workstations to authorized personnel only.
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Starting and Ending a Session

&

From the Windows Start menu, click Start > Programs > EntraPass Corporate Edition> Server /
Workstation > (EntraPass application), where the EntraPass application may be a Workstation only
application, a Gateway application, or any system stand-alone utility. You may also start the
program from the EntraPass shortcut icon on your desktop.

On startup, the application attempts communication with the Server. The display language
depends on the settings of the previously logged operator. English is the software default
language.

NOTE: You have to start the EntraPass server first. If you start a workstation before starting
the server, you are prompted to register your workstation to the server even when the
workstation has already been registered. If your workstation has been registered, you just
have to start the server.

Starting the Primary Server

The EntraPass Server is used for:

» Displaying all the workstations connected to the server, the system event log and system error
log
Registering new connections (workstation, gateway, client applications, etc.)
Performing backups (Data, Archives, Time and Attendance databases)

]
J
D Restoring data (data, archive, Time and Attendance databases)
D Verifying database integrity

J

Changing the database language

To start the Primary Server:

1 Start the Server (from Windows Start menu or from the desktop). The Server startup window
displays a progress bar as well as the information related to the server startup process.

CORPORATE EDI Server
Yersion 3,06
Copyright © 1333, 2001 - Kantech Systems inc.

Dpening database, .
¢z I

Fepart

CANTE
EntraPass Corporate |
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2 From the EntraPass Server window, select the Login/logout button to login.

;, EntraPass Corporate Workstation [_ o]l x]
Log ‘indow Help
Desktops |
Login E S S S E S E E
logout Desktop 1 Desktop 2 | Desktop 3  Desktopd  DesktopS  DesktopE  Desktop 7 Desktop 8
B0 z001 10418139 PM [ Io [o I I I Blis00046 .

during the “Operator security level” definition (System > Security Level). For more information,
see “Security Level Definition” on page 286.

Enter the login information in the Operator login dialog box. The default User name is
kantech. It is not case sensitive. The default Password is kantech, in lower case; it is case

@ NOTE: To allow an operator to login to the server, select the option “Allow login on server”,

3

sensitive.

;; Operator login =

C ORP ORATESS

Uszer name Ikantech

Passward ||

o (f I X Cancel | ? Help |

|Enter your pazsword and press [enter]

@ NOTE: The system keeps the last five usernames, allowing operators to select their username
from the drop-down list. To delete a username from the list, simply select it, then press Delete

on the keyboard.

KY
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4  Once you have entered the correct login information, the EntraPass Server main window
appears. Select the desired tab or the corresponding menu item to perform an operation or to

display system information.

=% EntraPass Corporate Server

Log Help

Connection | Backup | Utiity | Options |

»
Login /
logout

B0l 2oz 07aM [KANTECH I o Bz Ho I M/1s00048 v

NOTE: The status bar indicates the communication status: Green: Communication is OK, Red:
Communication problems.

5 Point the cursor to the status flag (colored rectangle) to enable a hint describing the displayed
information: the first two colored rectangles indicate the server database open state and the
database locked state.

D Ifthe first status flag is red, this indicates that the system database is not open. This could
be due to a backup or a database verification in progress.

D If the second status flag is red, this indicates that the database is unavailable. This
happens when the server is processing data or updating the database.

Starting the Gateway Program
The gateway program may be installed on the same computer as the server or workstation, but it is
recommended to install it on a dedicated computer.

3 « Starting and Ending a Session Starting the Gateway Program
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To start the gateway:

1 Start the Gateway (from Windows Start menu or from the desktop). You do not need to enter a
password or a username. The EntraPass Corporate Edition main window appears.

ﬁ|- EntraPass Corporate Edition - Gateway =10 ll
System  Gatewsy  Help

Configuration data received from server
(TLLIITL]

[rata requested by work station

L]

Meszages sent to server

Server connection [

Gateway type Corporate G ateway

B [z0/07 /2004 3:01 PM [ [ | [T

2 You may right click anywhere in the Gateway program window to display a submenu:
D Minimize minimizes the Gateway window
» Send to tray sends the window to the status (tray) bar
3 Pay attention to the progress bars; they indicate:
D Configuration data received from the server: this indicates configuration data such as card
modifications are being sent to the gateway from the server.
Data requested by workstation: this is requested data such as a status request.
Messages sent to server: these messages originating from a controller are sent to the
server.
4 You may right click anywhere in the Gateway program window to display a submenu:
» Minimize minimizes the Gateway window
D Send to tray sends the window to the status (tray) bar
5  You may select the System menu item to login, to logout, or to perform a gateway reload.

NOTE: On rare occasions, you may use the System menu items to reload the gateway. This
option is used to refresh all or some parameters of the network. You have to login in order to
perform the reload operation.

6  You may select the Gateway menu item if you want to choose a gateway. The number of
gateways that are communicating with the server is displayed on status bar in the gateway
main window.

NOTE: The status bar displays the communication status flags. The first status flag indicates
the status of the communication with the server. If the first status flag is red, this indicates
that the server is not communicating with the gateway. This can occur when the server is
offline (you may then start the server). The status bar also indicates the system date and
time, the number of gateways and the server IP address.
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EntraPass Workstation

EntraPass workstations enable operators to access and program the system database and
components.

Make sure that the server is online when you start the workstation software.

On startup, the application attempts communication with the Server. The display language
depends on the settings of the previously logged operator. English is the software default
language.

NOTE: Start the EntraPass server first. If you start a workstation before starting the server,
you are prompted to register your workstation to the server even when the workstation has
already been registered. If your workstation has been registered, you just have to start the
server.

To log on a Workstation:
1 Start EntraPass workstation (form Windows Start menu or from the desktop).

CORP ORATENED | THON IOV G e

Wersion 306
Copyright ® 1939, 2001 - Kantech Systems inc.

Werifying alabal alaims Ing table, ..

EntraPass Corporate %
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2 Click the Login/logout button on the toolbar.

._1 EntraPass Corporate Workstation

NOTE: When the server is off-line, the first status flag (colored rectangles of the status bar)
turns red; the Login/logout button is disabled. If this happens, launch the server; the
workstation will resume its operation.
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3 Enter you Operator User name and Password. The password is case sensitive.

C ORP ORATESS
Uszer name Ikantech
Passward Il
W ik X Cancel | ? Hep |

|Enter your pazsword and press [enter]

@ NOTE: If you cannot log on properly, check if the Caps Lock key is activated. When proper
login data have been entered, the system menu, toolbar and status bar are enabled.

NOTE: Operators are not allowed to login on more than one workstation at a time. However,
an operator may login on a server and a workstation at the same time.

% EntraPass Corporate Workstation [_ O] %]
Log Status Operation Users Definition Groups Dewvices System Report Options  Window Help

Desktops |Slalus| Upsrat\unl Users | Dehmllonl Gruupsl DEV’IDES' Sysleml Hepulll Upllunsl

” Desglmﬂ DesElopE Desglop3 Desglopd Desglopﬁ DesElopE Desglop? DesElopS

oain ¢
logout

BN 200010718 146 PM [KaNTECH 1o o 1= o Io | BEG 4

To access information on the workstation connection status:

1 Click any tab to access the system toolbar or select a menu item to access the system menu. In
the lower part of the window, color-coded flags indicate the communication status: Green,
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communication is OK; Red: communication problems; Blue: a report is pending. You may
point the cursor to a rectangle or any number to display details.

2 Move the cursor over the colored rectangles to show details about the network status, the
network database status and the workstation report status.

3 Move the cursor over the displayed numeric values to show details. It will indicate, in order,
the system date and time, the operator’s name, items in the Alarms desktop, alarms to be
acknowledged, etc.

4  Double-click (or single click, depending on your system settings) any number in the status bar
to display the Status information window.

B Status information ]

r—Metwork infarmatior

Metwork state Communication OF.
Server name 150.0.0.46

Server type Frimary zerver
Metwork database state Metwork OF.

Desktop informatior

# Log(z] in meszage screen 280

# Log(z] in filkered meszages screen 1]

# Log(z] in alarms screen 1] 1]
# Log(z] in network. alam screen 1]

Fiepart infarmatior
’V Fieport state Mo report in process

|200110/1810:18 &M [KANTECH

NOTE: It is recommended to use the Login/logout button when you exit EntraPass programs.
This ensures that the system databases are shutdown properly.

To modify your desktop properties:
1 Right click anywhere in the main window to display the Properties window. It allows you to
customize the window buttons as well as the background color.

__i_ Properties E

Toolbar buttons———— | [~ Miscellaneou
¥ Display menu
¥ Display taclbar

" Small buttans

Background color

I [[] BtrFace j

= Large buttons withaut images A Change spstem font |

W OF I X Cancel | W Clear |

2 To modify the size of the toolbar buttons, select one of the following:
D Small buttons: small buttons are displayed below menu items

* Large buttons with images
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D Large buttons with images: components icons are displayed on large buttons
D Large buttons without images: no icons are displayed
In the Miscellaneous section, make the appropriate choice:

D Display menu: only the menu bar appears. No icons are displayed. Right-click the work
area to modify the properties.

D Display toolbar: the menu bar and the toolbar are displayed.
Select a background color for the work space.

3 « Starting and Ending a Session Starting the EntraPass Workstation
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Express Setup

Express Setup allows you to configure system components such as sites and controllers, as well as
devices associated with these components such as doors and inputs. This utility reduces
programming to a minimum, allowing the installer to test the installation and system components.
You may use it to configure a site or to define controllers associated with a site.

When used to configure a site, it allows installers to associate this site to a gateway. It also allows
installers to configure the site rapidly, giving minimum configuration information about the
controllers connected to it.

You may launch Express Setup from Windows Start menu: Start > Programs > EntraPass Edition >
Workstation/Server > Express Setup or by clicking the Express Setup icon from a workstation or
gateway toolbar.

NOTE: There are two versions of the Express Setup program.

When used to configure a controller, it allows operators to assign default values to a controller and
to its associated devices (input, relays and output). In this case, it is launched at a system message
box or from a controller definition menu.

NOTE: You have to login to the server when you launch Express Setup. In fact, as the program
allows you to modify the system devices configuration, it is essential to authenticate yourself
before proceeding with any modification.

For details on Express Setup, see “Express Setup Program” on page 428.
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Other System Stand-Alone Utilities

EntraPass includes a number of stand-alone utilities that allow operators to perform a variety of
tasks including verifying the system database or changing the system language. The following is a
list of EntraPass stand-alone utilities:

Database Utility: This program is intended to re-index archived files, update database fields,
verify archived files, verify the database integrity, verify the database index, verify the
database links and verify the database hierarchy. This utility is run while the server is
shutdown.

Express Setup: Program used to configure all the components related to a gateway including
the type of readers used, type of connection, number of sites, number of controllers in a site,
etc.

PING Diagnostic: Program used to diagnose network related problems.

System Report Viewer: Program used by the operator to view reports without having to start a
Workstation. When this utility is installed, operators can view reports sent by other
workstations using the EntraPass e-mail feature.

Vocabulary Editor: Simple and easy program used to translate the software in the language of
your choice.

Workstation (Configuration Program): Program, similar to a standard workstation, used by the
system administrator to configure the system logical and physical components.

Migration Utility: Program used to transfer information relating to software and database for
the upgrade from Special Edition to Corporate Edition or Corporate to Global Edition.

These utilities may be launched from the Windows Start menu of any computer where Entrapass
Server or EntraPass Workstation are installed. For details on EntraPass stand-alone utilities, see
Chapter 16 ‘System Utilities’ on page 411.
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EntraPass Workstation Toolbar

EntraPass windows display most of the following buttons. They are an easier way to access the
system functions. Usually, a “hint” is displayed when you move the cursor over an icon.

You may access the EntraPass toolbar from any Workstation window. Icons vary according to the
window that is open. Most of the icons are similar to icons you are familiar with and that are used
in the computer industry.

Button Description

The New button is used to insert new information in the system
ﬁ database. This may be adding a site, a card, a schedule, a
controller, etc.

The Save button saves all the information you have entered since
the last save. Information is saved directly in the system.

The Save As button allows operators to save all of the information
of an existing component under a new name without affecting the
original component. When using this option while issuing a card,

it allows you to create a new card or save under a new card number
without having to modify the information of the original card.

£ o

The Delete button is used to delete the currently selected record.
EI As a security against accidental deletion, a warning is displayed
prompting you for confirmation.

When a component is erased, all links with other items are erased
as well. However, the records (archives) are kept in the database
after an item is erased.

The Print button: depending on which menu you are working in,
the Print button can be used to print reports, card lists, event
g parameters, etc.

The Parent button allows operators to display their search in a
— hierarchy or to divide searches by gateways, site and controller
(according to the menu). This button becomes useful when the
system database increases in size; you can find a specific item by
selecting its parent items.
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Button

Description

The Link button enables operators to see all instances of an item in
other menus. For more information, see “Viewing Components
Links” on page 49.

The Find button allows operators to find a specific item or
component in the system database by using a specific character
string.

For more information, see “Finding Components” on page 44.

The Express Setup button allows installers and system
administrators to configure system devices by assigning default
settings.

The Close button is used to close a menu or a sub-menu. If you
forget to save your information before closing a menu, the system
displays a window prompting you to confirm the “save” operation
before closing the menu.

The Cancel button is used to cancel all modifications that were
made since the last time a valid save was performed. The system
will prompt you to confirm the operation.

Use the Help button to view the help content on a specific subject.

The OK button is used to save and accept the modifications,
additions or deletions made to a record in the database of the
system.

Sl

The Select all button is used to select all the items or components
displayed in a list.

EEE

The Unselect all button is used to unselect all the items or
components that were previously selected in a list of choices.

42
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Button

Description

In some system windows, operators have access to graphic and
animation buttons. These buttons are particularly useful when you
want to display the status of a component before performing an
operation on that component.

The Enable graphic button is used for example in the Status
menu and in the Operations menu. When enabled, this button
displays the image related to the selected component (i.e.:
door) and displays also the associated components (i.c.:
reader). To display components in real-time, this button must
be used with the Enable animation button.

The Enable animation: when enabled, this button
automatically enables the Enable graphic button. This
activates the current component (i.e.: door) and displays its
status in real-time. For example, if you wish to lock a door
which was previously unlocked, the reader's image (also
visible) will be modified; the green dot will change to red.

Right-click

The Right-click shortcut menus allow operators to enable a
shortcut menu from which they can choose a specific
command depending on the active menu.

3 « EntraPass Workstation Toolbar Starting the EntraPass Workstation
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Basic Functions

Following are the basic system operations:

Find components

Select components

Print lists or reports

View links between components

Finding Components

The Find Components function allows operators to find a specific item or component in the system
database by using a specific character string.

To find a component:

1 From any EntraPass window toolbar, click the Find icon.

—Find component

I3 @& Find |

x Cancel |
? Help |

¥ Display match anly

4

Check the Display match only option if you want to restrict the search result. If you do not
select this option, the search results will be extended to any system component related to the
string you have entered.

To cancel a search in progress, click the Cancel button. The system displays the list of the
components found according to the search string.

Select the component you want to display, then click OK.

To find a card:

[ B R

From the Card window, select the Binocular icon.

Enter a keyword to start the search (For example, the cardholder’s first name).
Check the Display match only option to restrict the search.

Click the Find button to launch the search.

Click the Details button to display detailed information about the cardholder.
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Using an Extended Selection Box

An extended selection box allows you to view all components of a drop-down list by right-clicking
on the list. This option is available where a drop-down list exists for devices such as workstations,
controllers, and doors. If the option is available, a hint box is displayed when the cursor is placed
over the drop-down list.

Available text filters in the extended selection box:

Contains
Starts with
Ends with
Exact word
Selected

Selecting Components

The Component selection function allows operators to select one or more system components. The
method employed may be context sensitive.

To select a component:

1 From the active window, click the Select Components button _I It opens a secondary
window from which you may select appropriate options.

2 You may need to check options that are displayed or use the Select All button (left) to select all
the displayed options. You may also select Single to view components that are not grouped or
select Group to view the existing groups.

o 0K |
Administration Dffice X Cancel
[ CardGateway
[] Gateway - Buiding ? Help
[[] Gateway - Building 3
[] Mirror Database =
[ Redundancy Server E- Select &l
[ Security Dffice o
] SmartLink g Clearal

] Test
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3 From the displayed list, select the component/group you want to display. You may check the
View sub-components option to display the components associated with the selected
components.

4  Where available, use the Select all button to select all the components, or use the Clear all
button to remove the check marks from the selected components. Click Cancel to return to the
previous window without any selections or changes.

- |

' 0K |
& Single " Group |

I x Cancel |

T1.01.011 01 - 01 - 01 - Secunty Office S |

.01.02) 02 - 01 - 01 - Secuiy Office

01.01.03] 03 - 01 - 01 - Security Office a

01.01.04) 04 - 01 - 07 - Secuity Office —IX sl

01.01.08) 05 - 01 - 01 - Security Office

1.01.06) 06 - 07 - 07 - Security Office —I? Help

0.01.07) 07 - 01 - 01 - Securiy Office

[
[
[
(
[
(
[
(01.01.08] 08 - 01 - 07 - Security Office
(01.01.09) 03 - 01 - 01 - Security Office
[
[
[
(
[
(
[

01.01.100 10 - 01 - 01 - Security Office
01.01.11) 11 - 01 - 01 - Security Office
01.01.12)12 - 01 - 01 - Security Office
01.01.13]113 - 07 - 01 - Security Office
01.01.14] 14 - 01 - 01 - Security Office
01.01.15]15 - 07 - 01 - Security Office
01.01.16] 16 - 01 - 01 - Security Office

5 Another selection method may be used as displayed in the following Controller Status
window. Right click inside the window to display an Extended Selection Box with a complete
listing of components.

¥ Controller status

[ai =l
| K Cancel |
(4] 04 - Security Office 7 Help |

5 Select all |
g Clearal |
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6  Set the required number of columns in the Extended Selection box window to display all

components as required. A Text Filter may be employed to limit the listing.

-‘.-‘3! Extended selection box E

[ 1(04] 04 - Security Office

Text filter ‘ ™ Suppress address ‘ Colurnns 25
Filters type
’V(:' Containg 7 Starts with © Ends with 7 Ewact words  Selected ‘
W OF | X Cancel | ? Help |
[1 o [1 o | | |

7  Click OK to apply selections and return to previous window.

Selecting a Specific Folder

You may need to browse through the network or hard drive to locate a specific folder for backups,
for example.

To select a specific folder:

1 From the active window, click the Select button (it is identified by “...”). It opens a secondary
window from which you may select a specific folder.

2 To change the destination folder, browse the Drives drop-down list (lower part of the
window). You may click the Refresh drive list to make sure that the displayed list is up-to-
date.

3

Once you locate the folder you are searching, click OK to go back to the active window.

Selecting a Specific Site or Gateway
EntraPass offers you the ability to associate a specific component with a specific gateway/site. For
example, you can define a specific holiday for a specific site or gateway.
To select a specific gateway or site:
1

From an active window, click the New icon. The system displays the Select Gateway/Site
window.

2 Double-click a Site/gateway from the displayed list then click OK.
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Assign a meaningful name to the component being defined.
Follow the steps to complete the task.

Operators may need the Print function to:

Print a list of cards

Print event parameters

Print event-relay association
Setup a report for printing

To print a list or a report:

1
2

From any EntraPass window, click the Print icon.

Select the components you wish to include in your list. You can use the Select all button (if
available) to include all the displayed components in the list.

When you select Print empty fields option (if available), the list will include the titles of the
fields even if they are empty.

When you have finished selecting the fields, you can preview your list before you actually
print it. When you preview the list, you can:

D Define the printer setup
D Print a hardcopy of your report or list

» Save the report or list for later use with the Quick Viewer program or load an existing
report. For more information on this program, see “Quick Viewer” on page 436.

If you want to modify the settings, close, modify and print your list.
You can use the Font button to select a specific font and font size for your list.
To select or modify a font selection:

D  Select the font type from the Font menu. A preview of your selection will be displayed in
the Sample box.

» Choose the formatting attribute from the Font Style menu (regular, italic, bold or bold
italic).

D Enter the font size from the Size menu (10 or 11 is a default). The smaller the font, the
more items appear on your list.

You can also select a color from the Color menu (black is a default). The changes appear

automatically in the sample box. Click on OK when you are done. Use the Preview button from

the Print window to preview your output before printing.

@ NOTE: If there is no printer configured for the computer, an error message appears.
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Viewing Components Links

&

3 « Basic Functions Viewing Components Links

The View links function allows you to view all instances of an item within other menus. Therefore,
it is possible to see all links an item has with other items.

NOTE: You can use the View links button before you delete a component from the database in
order to see which menus will be affected by the deletion. You can also print the links of a
selected component.

To view component links:

1 From any menu window, select a component and click the Link button. All the components
that are associated with the selected component are displayed.

2 The icons that are located on the left side of the components indicate the component type. For
example, if you select the Always valid schedule (in the Schedule definition menu) and click
the Link button, the system will display a list of all the menus in which this schedule is used.

PFrimary Links [_Links =l T
01.07.02) 02 - 01 - 07 - Securiy Office o 4”1 Dlose
Schedule "
B AccessLevel Night Shift ﬂl
(01.01.01) 01 - 01 - 01 - Security Office . |
Schedule %« Link
B Controllsr [ .0 07 - 01 - Security Dffice
AC Supervision Schedule ? Help |
B Controllsr [ .0 07 - 01 - Security Dffice
. Tamper Switch Supervizion Schedule
% Doors [01.01.017 01 - 01 - 07 - Security Office
Interlock Schedule
I [OLOLOT O] - O - O - Securit Office
Rex Schedule
EZ Event Parameters Accesz - Door unlocked
Dizplay
EZ Event Parameters Access - Second entrance
Dizplay
EZ Event Parameters Access denied - Alarm system armed
Dizplay
EZ Event Parameters Access denied - Area not clear
Dizplay
88 Fuwent Parameters Arrescs denied - Fad arcess level |

NOTE: In the highlighted example, the Always valid schedule is used as the REX (Request to
EXit) schedule in the Door definition menu.You can right-click an item to select a category.
For example, if you right-click and select Access levels, only the access levels in which this
schedule is defined are displayed.
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then click the Link

button again:

B (01.01.01) 01 - 01 - 01 - Security Office

Acocess Lew
Acocess Level
Door Groups
Event Relay

Event Relay

Fge  Graphic
Feport
i Time and Attendance

Adminizstrators
Maintenance
Might Shift
Cirl 1

Access granted

Security Office - Gateway
Index reference

[roor forced open
Security Office - Gateway
Index reference

Office

Access denied

Might Shift

i'L Lloze |
@ Frint |

4

5
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To view the links of the selected door with other components of the system, select the door,

All system components that are associated with the selected door appear. In this example, the
“door” is used in the Administrator access level; users granted this access level are allowed
access to the selected door.

Click the Print button to print the information displayed on the screen.

3 » Basic Functions Viewing Components Links
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Chapter 4 * Configuring System Devices

&

After the installation of the system hardware and software, you have to configure the access
system devices. These include software components (workstations, gateways, SmartLink,
Redundant Server and Mirror Database) and physical components (controllers, relays, doors, etc.).

NOTE: It is recommended to use the Express Setup utility to save configuration time and to
prevent setup errors. In addition, using Express Setup allows you to test the hardware and
wiring immediately after the installation.

You run the Express Setup utility when you are configuring Gateways, sites or controllers for the

first time. You may run the Express set up utility by clicking its icon in EntraPass windows B
You also may launch the Express Setup utility from the Windows Start menu or from the
Workstation Registration window. You may also launch this utility from a system prompt, when,
for instance, you are adding a controller to your system.

For detailed information about using the Express Setup utility, see “Express Setup Program” on
page 428.

NOTE: If you are using the Video Integration feature, EntraPass enables you to assign all
system components into a video view; the same way you assign them to system interactive
floor plans (graphics). To do this, you simply select the video view where you want the system
component (Workstation, site, gateway, controller, etc.) to appear.
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Configuring EntraPass Workstations

The minimum configuration of an EntraPass software package includes a server, a workstation and
a gateway. The gateway can be integrated with the workstation. The software package comprises a
number of applications including:

D A workstation

D A server,

D One Corporate gateway

D and a number of utilities such as the Vocabulary editor, the Express, Database utility, etc.
It is recommended to install the EntraPass server on a dedicated computer for system stability.

Configuring EntraPass Workstations and Client Applications

The Workstation menu allows operators to configure computers where EntraPass is installed. This

includes configuring computers where you have installed: the EntraPass Workstation software, the

Gateways, the Redundant Server and Mirror Database programs, as well as computers where you

have installed the SmartLink Interface, if applicable.

To configure the EntraPass Workstation and client applications, you have to define:

D  General parameters applicable to all computers where EntraPass is installed, including
selecting the graphic.

D  Security parameters (applicable to all the workstations where EntraPass Workstation, the
Gateway as well as client applications are installed).

D Filters (to define which gateways and workstations messages the server will send to the
workstation being configured).

D Message/alarm controls.

Defining General Parameters

The General tab allows you specify the system behavior when the operator is inactive, that is when
there is no action on the keyboard (idle time). This feature provides additional security to prevent
access to the system by an unauthorized person. The default delay is 20 minutes.

This menu allows you also to select a graphic into which the workstation will be displayed. For
details on system graphics, see “Defining Graphics” on page 254.
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To configure an EntraPass Workstation:

1

From the EntraPass main window, select the Devices tab, then click the Workstation icon. The
Workstation main window appears.
__i_ Workstation M= B3
clerals] =lafs] = ]
English
i1) Additional Workstatians
‘whorkstation I@ [1] Additional Workstations j
French

General | Parametersl Workstationl Gateway and Site | Meszages 1 of 2| Meszages 2 of 2| E-mail report

Wik station lype T Sendtatrap on idle
IWorkstatlon W= ] 0200
T Automatic logout on idle
[relap(mnm:es] |D2:DD
Wideo view
IJ;T‘ IMain Entrance ‘...I
Time adjustment based on Gateway timezone (h] IU.U ﬂ ﬁIMain Entrance araphic ‘...I
i'L Cloze | 56 Canel | ? Help |

From the Workstation drop-down list, select the workstation application you want to
configure. The Workstation drop-down list displays all Workstation and gateway applications
that have been installed and registered. The Workstation type drop-down list displays the type
of the selected item. It may display Workstation, Gateway, Redundant Server & Mirror
Database, etc.

If the Video feature is installed, enter the time difference between the Corporate gateway
location and the Video server location in the Time adjustment based on Gateway timezone.
This setting will allow events from the remote video server to be displayed at local Corporate
gateway time on workstations located in different timezones.

Assign a name to the selected workstation. If you are running the software in two languages,
for example in English and French, you may assign a name in English and in French.

For added security, specify the system behavior when the operator is inactive. This feature
provides additional security to prevent access to the system by an unauthorized person. The
default delay is 20 minutes. You may keep the default delay or change it.

D Select the Send to tray on idle if you want the EntraPass application to be minimized when
there is no action on the keyboard. If you do this, you have to specify the period after
which the application will be minimized if there is no action on the keyboard: in the Send
to tray on idle, enter the delay after which the workstation application will be minimized
and sent to the task bar.
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D Select the Logout on idle option if you want the EntraPass application to logout when
there is no action on the keyboard. If you do this, you have to specify the period after
which the application will be minimized: in the Automatic logout on idle enter the delay
after which the Operator will be automatically logged out, (the option has to be checked).

6 Ifthe Video feature is enabled, the Video view field appears. If this is the case, select the Video
view in which you want the defined component to appear.

7  From the Graphic list, you may select the graphic to which the workstation is assigned, if
applicable. For details on defining graphics, see “Defining Graphics” on page 254.

Defining Security Parameters for EntraPass Workstations

This section applies to all EntraPass applications (EntraPass Workstations, Gateways, SmartLink
(if installed), Redundant Server & Mirror Database, etc.).

1 From the Workstation window, select the Parameters tab.

__i_ Workstation !E‘m
OlE)e @l el =[w] el =
: English

ISecurity Office

‘workstation B, 5 ecurity Office
French

IBureau de la sécurité

General Parameters  “Workstation | Gateway and Site | Messages 1 0f2| Messages2of2| E-mail report

—Security —Miscellaneou:
I Dizable workstation I Must be login to close application
[ Disable authentication to server I Suspend messages
I Encryption ¥ Operatar must login to receive messages
¥ Auto dizable authentication ¥ Display description in‘windows title bar
I~ Allow auto-connection I Display description in Wwindaws taskbar
™ Disable viden

i'L Cloze | 56 Canel | ? Help |

2  Make the appropriate choices:
D Disable workstation: if selected, the operator will not be able to start the workstation.

D Disable authentication to server: When this option is checked, it is no longer possible to
register the workstation to the server.

D> Encryption: select this option if all incoming or outgoing messages for this workstation
should be encrypted.

» Auto disable authentication: if selected, the system will automatically disable
authentication (workstation-server) when the workstation has authenticated itself for the
first time.
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Allow auto-connection: if sclected, the workstation will automatically attempt to connect
itself to the server following a communication failure.

Must be login to close application: checking this option will oblige operators to login
before they exit an EntraPass program.

Suspend messages: if this option is selected, all incoming messages for this workstation
will be suspended. Use this option for a workstation that is used only to configure
components or when messages are not required.

Operator must login to receive messages: checking this option will oblige the operator to
login with a valid username and password before system messages can be viewed.
Display description in Windows title bar: check this box to display workstation description
in the window titlebar (top).

Display description in Windows taskbar: check this box to display workstation description
in the window taskbar (bottom).

Disable video: check this option to restrict the video feature for this workstation. If you
check this option, the workstation being defined will not view video.

Defining Workstation Filters

The Workstation tab allows you to define from which workstations messages will be
received by the workstation being defined. This feature provides the ability to restrict
incoming messages to a computer. For example, you may decide that the workstation
being defined will not receive messages from the SmartLink workstation. To do so, sim-
ply remove the mark next to SmartLink (by clicking it); messages from SmartLink will
not be sent to this workstation.
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To define filter incoming messages:
1 From the Workstation window, select the Workstation tab. From the Workstation drop-down
list, select the Workstation you want to define.

__i_ Workstation — [

i EEE EREE

English
|(1) Additianal Workstatians

‘whorkstation I@ [1] Additional Workstations j
French

|(1) Additianal Workstatians

Generall Farameters Workstationl Gateway and Site | Meszages 1 0f2| Messages2of2| E-mail reportl

“Wworkstation filter

[1] Additional Corporate G ateway [9) Additional Corporate G ateway
[1] Additional Workstations Additional Global Gateways
[2] Additional Corporate G ateway imor Database and Redundant Server

[2] Additional Workstations SmartLink,
[3] Additional Workstations

[4] Additional Workstations

[5] Additional Workstations

[7] Additional Corporate G ateway

«| | |
i'L Cloze | x Cancel | ? Help |

2 In the lower pane, select the workstations from which messages will be received by the
workstation being defined. Messages are sent via the server.
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To define gateways and sites filters for a workstation:
1 From the Workstation drop-down list, select the workstation for which you want to assign
gateway and site filters.

Bvokstation ___________ e PEE]
i EEE EREE |

English
|(1) Additianal Workstatians

‘whorkstation I@ [1] Additional Workstations j
French

|(1) Additianal Workstatians

Generall Parametersl Workstation Gatewap and Site | Messages 1 of 2 | Messages 2 of 2| E-mail report

v Gateway messages filker Gateway and Site filter

01 -[1] Additional Corporate Gateway
01 - [2] Additional Corporate Gateway
01 - [7] Additional Corporate Gateway
01 - [9] Additional Corporate Gateway
01 - &dditional Global G ateways

i'L Cloze | x Cancel |

2  In the Workstation window, select the Gateway and Site tab. Gateway and sites defined in the
system appear in the lower pane.

3 Select the gateway and site from which messages will be received by the workstation being
configured. The selected gateway/sites send their messages via the EntraPass server.

@ NOTE: The basic configuration of a workstation consists of the workstations and gateways that
are selected during its definition. This configuration indicates to the server that the
workstation is authorized to receive events/messages that will be generated by the selected
workstations or gateways.
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To define message and alarm controls:

1 Click the Messages 1 of 2 tab to define how messages should be processed when the
workstation is connected (or not) to the server.

__i_ Workstation M= B3 |

1| B o] o) =% 8] =5

“Wworkstation

General | Parameters | “Workstation | Gateway and Site Messages 1 of 2 | Meszages 2 of 2| E-mail report

—Meszage controt —Alarm contral
Meszages kept on server |5DDD '3’ Alarms kept on server |5DDD '3’
Messages kept on workstation IEUUU '3} Alarms kept on workstation IEDDD '3}

On gerver message buffer full
’V(" Keep older messages

English
|(1) Additianal Workstatians

French
|(1) Additianal Workstatians

(+ Keep newer messages (" Keep older alarms

On server alarm buffer ful
(+ Keep newer alarms

| Apply operator parameters for messages

| Apply operator parameters for alarms

i'L Cloze | 56 Canel | ? Help |

2 In the Message control and Alarm control sections:

3

Specify the number of messages that the server will buffer when the workstation is off-
line, that is, when it is not connected to the server module. The server buffers a maximum
of 60,000 messages and 60,000 alarms per workstation (default: 5,000).

Specify the number of messages that will be kept in the Messages desktop. There is a
maximum of 60,000 messages and 60,000 alarms per workstation. By default, it keeps
5,000 messages and 5,000 alarms.

NOTE: The workstation will always keep newer events. To view older events, you have to
request an historical report. For details on requesting reports, see Chapter 13 ‘Reports’ on

page 343.

3 Specify if the Server should keep newest or oldest messages/alarms when its buffer reaches
the defined maximum number:

58

Keep older messages/alarms: the Server will keep the oldest messages/alarms and archive
the newest messages/alarms when the workstation is off-line and when the Server buffer
is full.

Keep newer messages/alarms: The Server will keep the newest messages/alarms and
archive the oldest messages/alarms when the workstation is off-line and when its buffer is
full. Messages are processed on a first in - first out basis.
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4  You may want to create exceptions to the workstation configuration by checking Apply
operator parameters for messages/Apply operator parameters for alarms options. When these
options are enabled, operator settings have priority over workstation settings.

@ NOTE: If the Apply operator parameters for messages/Apply operator parameters for alarms options
are selected all events will be filtered according to the workstation configuration, and filtered
again according to the security level of the operator who is currently logged on the
workstation. If the “Apply operator parameters for messages” and “Apply operator parameters
for alarms” options are selected and no operator is logged in, or the workstation is off-line,
events will NOT be buffered by theserver.

Defining Parameters for System Logs and Alarm Messages

The EntraPass software stores all system logs and alarm messages. System messages are displayed
in the Message desktop; alarm messages are displayed in the Alarms desktop. System desktops
display messages, alarms, instructions, etc. For details on EntraPass Desktops, see Chapter 12
‘Working with Desktops’ on page 317.

The Message 2 of 2 tab allows you to specify when systems messages and alarms will be cleared as
well as acknowledgement parameters.

To define parameters for system desktops:

1 Click the Messages 2 of 2 tab to define additional parameters for the workstation being
defined.

__i_ ‘Workstation

English
|(1) Additianal Workstatians

“Wworkstation
French

|(1) Additianal Workstatians

Generall Parameters | ‘Workstation | Gateway and Sitel Messages 1 of 2 Messages 2of 2 | E-mail reportl

|~ On logout |~ On logout |v Display alarm message box
[v Disable auto viden view

"Elear Meszages Desktop——— | [ ClearAlams Desktop————— | [Acknowledge p
Acknowledge suspend delay [mm:ss) ID‘I R}

| On workstation shutdown | On workstation shutdown

—Picture infarmatior
[ ]
Show cardholder information with picture IND data j
Send message on acknowledge time-out
—Global alarms p Status icon refresh delay———————————— r g B
v Mo reload on startup Refresh delay (m:ss) IU:U2 Acknowledge time-out delay [mm;:ss) |U2ZUU
i'L Cloze | 56 Canel | ? Help |

2 Specify when Messages/Alarms desktops are cleared:
» Onlogout (on a regular logout by an operator)
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» On network disconnection (when the workstation is disconnected from server)

NOTE: Messages and Alarms desktops are configured in the Desktop definition menu. For
details, see Chapter 12 ‘Working with Desktops’ on page 317.

3 In the Picture information section, select the field content that will be displayed below the
cardholder picture. The Show cardholder information with picture drop-down list contains 10
definable fields (Card information 1, Card information 2, etc.).

NOTE: By default, the field displays “card information #1” to “card information #10”. These
labels may be customized. For more information on renaming card information labels, see
“Customizing Card Information Fields” on page 175.

4  Specify whether all the system alarms (network alarms) will be reloaded on startup. System
alarms are stored in the server database. If the No reload on startup option is checked,
operators will have to manually reload the system alarms.

NOTE: Manual reload of the system alarms can be done through the Network Alarms desktop.
To do so, open the desktop, right click on an item and select Refresh from the contextual

menu. You may want to check this option for fast startup; it is useful when the system has a
slow connection.

5 1In the Status icon refresh delay section, specify the time interval at which the workstation
refreshes the condition reported by the status icon visible in the status bar. Refresh delays
range from 0.01 to 4.59 sec. in increments of 0.01 sec.

6  You may define the acknowledgement parameters. Checking Display alarm message box will
send an acknowledgement message box even if the operator is working in another application.
When this option is enabled, you have to enter the delay during which the acknowledgement
message box will be suspended. At the end of the delay, an alarm message box will be
displayed again requiring an acknowledgement from the operator.

7  You can check the Disable auto display of video views option to prevent video views from
being automatically displayed by this workstation. In fact, video views defined as alarms and
associated with components are automatically displayed when the component goes in alarm.

8  You may check the option Send message on acknowledge time-out to generate an
“acknowledge time-out” event when the operator fails to acknowledge an event during the
time-out delay specified in the Acknowledge time-out delay field. The message will be sent to
the Message desktop and the Alarms desktop. For more information on EntraPass desktops,
see Chapter 12 ‘Working with Desktops’ on page 317.

Sending Reports by E-mail

EntraPass offers users the ability to send and to view reports using e-mail capabilities. This feature
can be configured in the Workstation menu. The information you provide in the Workstation menu
is also used to send e-mail from this workstation.

E-mails can be sent in two formats: report pack files (rpf) and comma separated values (CSV).
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D rpffiles: this file is a compressed report file. It can be opened by a simple double-click. To
view rpf files, users must install a new version of EntraPass Workstation package or the
Report Viewer (Set up window) utility found on the installation CD or on Kantech Web site.

D CSV files: this format can be open using Excel or any Text file editor.

To configure e-mail options:
1 From the Workstation main window, select the E-mail report tab.

__i_ Workstation — I

ClEe @l el =lw] el =]

English
1) Security Office

‘whorkstation I@ [1] Securty Office x
French

I[‘I] Bureau de la securite

Generall Parametersl Workstationl Gateway and Sitel Messages 1 of 2| Messages 2 of 2 E-mail report

E-mail zerver [SMTF or Exchange] ||
Fart IU

From I

i'L Cloze | 56 Canel | ? Help |

2 In the E-mail server (SMTP or Exhange) field, enter the name of the E-mail server that will be
used to send e-mail to the workstation being defined.

3 In the Port field, enter the number of the port that will be used for sending e-mails (usually
25).

4  Enter a valid E-mail address in the From field. This e-mail address will be used for
authenticating the e-mail server.

NOTE: The Report Viewer utility must be installed to enable a workstation to view reports sent
from other workstations by e-mail. To install this utility: Installation CD > Setup window.
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Configuring the EntraPass Gateway

The Gateway application allows you to monitor the controller sites connected to the gateway.
You may add up to 40 Corporate gateways software.
To configure a gateway program:

1 From the Workstation drop-down list, select the gateway application. When the selected
workstation is a gateway type, the Workstation type field displays “Gateway”.

;WDrkstation _ Dll
il S e P = RN [
English

IAdditionaI MCC Windows G ateway

“Wworkstation
French

IAdditionaI Window Global Gateway

General | Parameters

Wik station lype v Send ta tray on idle
IGateway Drelay [mm:zg] |2D:DD ‘
Sl Gy ’—W Automatic logout on idle
Gateway #1 I "
Drelay [mm:zg] 20:00 ‘
INEE Windows Gateway
Wideo view
IJ;T‘ IF!&D video view ‘...I
Graphic
g |Main Entrance graphic ‘...I
i'L Cloze | 56 Canel | ? Help |

2 For details on defining the system behavior on idle, see “Configuring EntraPass Workstations”
on page 52.

3 To define security parameters for the gateway application, see “Defining Security Parameters
for EntraPass Workstations” on page 54.

Configuring the Oracle/MS-SQL HR Interface

The Oracle/MS-SQL HR Interface creates a real-time mirror copy of the EntraPass card databases
(Card table, Card group table, Card type table and Badge table) in MS-SQL or Oracle database. In
addition, it allows operators to interact with the system card database from their MS-SQL or
Oracle programs. Operators can add, modify and delete cards, or obtain card-related information
from the EntraPass card database.

The card information is updated in all the databases, whatever the program used to modify or to
update the database; the Oracle/MS-SQL HR Interface ensures that the modifications are
conveyed to the server and then sent to the workstations.

{% NOTE: The Oracle/MS-SQL Interface requires an additional license.
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Make sure that the MS-SQL or Oracle client software is installed on the same computer as the

Oracle/MS-SQL HR Interface. It it not recommended to install the Oracle/MS-SQL HR Interface
on a computer where EntraPass is installed. Installing the two applications on the same computer
may cause problems during data exchange between EntraPass and the Oracle or MS-SQL server.

To configure the Oracle/MS-SQL HR database Interface you have to define:

D  General parameters (applicable to the Oracle/MS-SQL HR Database Interface), including the
workstation security parameters

D Database parameters, including the database access rights

To configure the Oracle/MSSQL HR Interface:

1 From the Workstation drop-down list, select the Oracle/MS-SQL HR Interface from the
Workstation drop-down list.

__i_ Workstation !E‘m
S e T RN [
English

IDracIe.-"MS-SQL Interface

‘work station I@ Oracle/MS-S0L Interface j
French

IDracIe.-"MS-SQL Interface

General | Parametersl M5-S0L/0racle Interface

Wik station lype v Send ta tray on idle
IMS-SQL.-"Drac:Ie Interface Bl il 20:00 ‘
v Automatic logout on idle
Drelay [mm:zg] |2D:DD ‘
Wideo view
IJ;T‘ IF!&D video view ‘...I
Graphic
g |Main Entrance graphic ‘...I
i'L Cloze | 56 Canel | ? Help |

2 Define the workstation on which you have installed the Oracle/MS-SQL HR Interface. For
more details, see “Configuring EntraPass Workstations” on page 52.

3 Select the Parameters tab to define security parameters for the Oracle/MSSQL HR Interface.
For details, see “Defining Security Parameters for EntraPass Workstations” on page 54.

4 + Configuring the EntraPass Gateway Configuring the Oracle/MS-SQL HR Interface 63



CORPORATE EDITION

ENTRAPASS

2

&

64

Reference Manual

4  Select the MS-SQL/Oracle Interface tab to indicate how the EntraPass software will
communicate with the client database and to define the database access rights.

__i_ Workstation !E‘m
S e T RN [
English

IDracIe.-"MS-SQL Interface

“Wworkstation I@ Oracle/MS-S0L Interface i
French

IDracIe.-"MS-SQL Interface

General | Parameters  MS5-50L/0racle Interface

D atabase description v Use Administrator Access for intiaisation ———————— |
Databaze type Administrator user name IJohn Smith
SOL zerver 5 -
I J Adminigtrator pazsword I ““““““““
Server name

I —Database acces

Database Name User name IKANTEEH
[K&NCARD

Oracle Data File Pazzword I xxxxxxx

I™ Keep deleted records

i'L Cloze | x Cancel | ? Help |

5 From the Database type drop-down list, select the database server: Oracle 8.0 server, Oracle
7.3 server or SQL server. Be sure to select the correct server version since the database
configuration is different from one version to another.

NOTE: If the wrong version is selected, the Oracle/MS-SQL HR Interface will not communicate
and will not be able to connect to the server.

6  Enter the database server name in the Server name field.

7 Type the name of the requested Oracle or SQL database in the Database Name field.

8 If you are using an Oracle server, type the name of the data file which points to the data you
wish to access in the Oracle Data File field.

NOTE: Oracle and SQL servers may be configured to contain more than one database.
Accessing an SQL database requires pointing to its name while accessing an Oracle database
requires pointing to its name and specific data file. Refer to your network administrator for
access parameters to the database specific to your application.

9  Check the Use administrator Access for Initialization option, if applicable. Checking this option
enables you to enter a valid administrator username and password.

NOTE: It is important to check this box. If you do not, you must manually create the database,
the username and password in the database server.

10 Enter the username and password of the database administrator in the Administrator user name
and Administrator password ficlds. The program will automatically create the database,
username and password in the server database
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11 1In the Database Access area, enter a username and password which will be used by the card
gateway to connect to the Oracle/SQL database.

NOTE: The database access procedure does not allow the card gateway to create or modify
an existing user profile on an Oracle/SQL server.

12 Check the Keep deleted records option if you want to keep the record of a card, even when the
card is deleted from the EntraPass database. The record will be kept in the Oracle/MS-SQL
HR Interface database.

NOTE: If you do not select this option, deleted records will be physically and permanently
erased from the Oracle/MS-SQL HR database.

NOTE: When EntraPass creates the card database automatically in the SQL or Oracle Server,
it allows a maximum of 50MB for the card database. If you want to increase the size of the
database, you must create the database manually, as detailed in the following section.

Manually Creating Server Databases

In order to integrate the database with EntraPass, you have to create the database that will be used
and then create the Kantech operator in the database. If your system is using an MS-SQL server,
proceed as follows:

To manually create the operator in the MS-SQL/Oracle Server:

The first step in integrating MS-SQL/Oracle with EntraPass is to create the database that will be
used.

1 Right-click the Database folder and select New Database.
2 Enter the database name in the Database name field.
3 Click OK once you have entered the name of the database.

To create the KANTECH operator for an MS-SQL Server:

You have to create an operator that the Oracle/MS-SQL HR Interface will use to log on the MS-
SQL server.

1 Right-click Logins and select New Login.

Enter kantech (lower case) in the Name field.

Make sure that the SQL Server Authentication option is checked.

Enter kantech (in lower case) as the password in the Password field.

Click the Database Access tab.

Check the name of the database created in step 2. When you select this option, the bottom part

of the window displays “Database Roles - Permit in database role”.

7 In order to be able to modify the database, check the Public and db_owner options and click
OK to save and exit. You will be prompted to confirm the password.

o g1 A OB

8 Enter kantech (lower case) and click OK to exit.
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To create the KANTECH operator for an Oracle Server:

1 Log on the ORACLE server as the administrator. Default name “kantech” may be used.
2 Create a database. Default database name “KanCard” may be used.

3 Create a logon profile. Default username and password “kantech” may be used.

4  Assign the kantech operator the permission “Owner”.

NOTE: If any defaults are changed, there must be a consistent Database name, User name
and Password between the Database and EntraPass software.

the Mirror Database and Redundant Server
The Mirror Database monitors the communication between itself and the Primary Server. The
Mirror Database is a real-time copy of the system database and Windows system registry entries.

When communication between the Mirror Database and the Primary Server fails, the Mirror
Database automatically initiates the delay after which the Redundant Server is automatically
started to replace the Primary Server.

The Mirror Database & Redundant Server program cannot run on the same computer as the
Entrapass software server. The Mirror Database & Redundant Server should be installed on a
dedicated computer.

NOTE: It is possible to operate the system with more than one Mirror Database & Redundant
Server.

NOTE: The Mirror Database & Redundant Server feature requires an additional license.

To configure the Mirror database & Redundant server workstation, you have to define:

D  General parameters applicable to the Mirror Database & Redundant Server, including security
parameters

Redundant Server parameters
Security parameters
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To configure the Redundant Server & Mirror Database:
1 From the Workstation drop-down list, select the Redundant Server application.

B workstation M= E
S e T RN [
English

IMirror [atabasze and Redundancy Server

‘whorkstation I@ Mirror D atabase and Redundancy Server j -
Tencl

IMirror [atabasze and Redundancy Server

General | Parametersl Redundant Server

Wik station lype v Send ta tray on idle
Ierror Database Dielay [mim:zz) 20:00 ‘
v Automatic logout on idle
Drelay [mm:zg] |2D:DD ‘
Wideo view
IJ;T‘ IF!&D video view ‘...I
Graphic
g |Main Entrance graphic ‘...I
i'L Cloze | x Cancel | ? Help |

2 Define the workstation on which you have installed the Redundant Server& Mirror Database.
For more details, see “Configuring EntraPass Workstations” on page 52.
3 Select the Parameters tab to define security parameters for the Redundant Server& Mirror

Database. For details, see “Defining Security Parameters for EntraPass Workstations” on
page 54
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4  To define communication parameters for the Redundant Server& Mirror Database, select the

Redundant Server tab.

__‘E‘_Wolkslalion M= E I

A EEEEREE

English

IMirror D atabase and Redundant Server

“Wworkstation I@ Mirror D atabaze and Redundant Server hi
French

IMirror D atabase and Redundant Server

Gereral I Parameters Redundant Server

v Automatic process on restore

Optio:
Frotocal
© None © TCRAP  NetBELI & Automatic | [V Restore datahase
™| Bestare archive
Redundant Server address ¥ Merge archive

™| Bestare bime atd atiendanee

On normal shutdowr
’V ‘Wit before start server [mm:ss) |U2ZUU ‘ I Merge time and attendance
On abnaormal shutdowvr On server restore
’VW Start server automatically ‘whait before start server [mm:ss) |U1 R} ‘ ’V\.\Iait befaore stop server (mim:ss) ID‘I 30 ‘
i'L Cloze | x Cancel | ? Help |

5 Select the protocol that is used to communicate with the computer where the Mirror Database
is installed: None, TCP/IP (network server), NetBEUI (computer name) or Automatic.

enter the TCP/IP address of the computer hosting the Redundant Server and Mirror Database.

@ NOTE: When you select TCP/IP, the Redundant server address field is enabled to allow you to

The field can be edited when you select NetbEUI.

NOTE: If Automatic is checked, the IP address of the computer hosting the Redundant Server
and Mirror Database will be sent to the server for broadcast to all workstations on the
network. This option is particularly useful if you don’t know the IP address or if the computer
is set to a dynamic IP address or if the computer is connected to a DHCP server.

6  Specify the options for starting the Redundant Server: this may be automatically on a normal
shutdown (when an operator shuts down the EntraPass server) or on an abnormal shutdown
(when EntraPass server “hangs” or “freezes”). The Mirror Database will start the Redundant
Server when the delay indicated in the Wait before start server field has expired.

start when the primary server is closed under normal conditions (i.e. operator shutdown).

@ NOTE: If you do not check the Start server automatically option, the Redundant Server will not

Therefore, it will be necessary to start it manually.

7  Specify the system behavior when the server returns to normal (On server restore): enter the
delay after which the Redundant Server will be stopped when the primary server returns to
normal functionality. During this time, the Redundant Server will continue to prevail

(maximum allowed: 59:59 minutes).
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Configuring SmartLink

The SmarkLink application allows operators to interface the EntraPass access control software
with any intelligent device such as video matrix switchers, paging systems, e-mail application,
etc., using an RS-232 connection between one of the EntraPass workstations and the external
device. Integration with other systems can also be accomplished through software DLLs.
SmartLink can be used to connect to another computer to exchange information and update it
automatically in real-time. It also enables EntraPass to receive and send messages or commands,
and to communicate with client applications.

{} NOTE: The SmarkLink feature requires no additional license.

EntraPass allows you to configure the SmartLink communication mode. For more information on
SmartLink and how it works, see your SmartLink Reference Manual.

To configure SmartLink connection options:
1 From Workstation drop-down list, select the system SmartLink application.

B workstation M= E
RO I
English
ISmartLink
‘workstation I@ SrmartLink j
French
ISmartLink

General | Parameters | SmartLink |

Wik station lype v Send ta tray on idle
ISmartLlnk Dielay [mim:zz) 20:00 ‘
v Automatic logout on idle
Drelay [mm:zg] |2D:DD ‘
Wideo view
IJ;T‘ IF!&D video view ‘...I
Graphic
g |Main Entrance graphic ‘...I
i'L Cloze | 56 Canel | ? Help |

2 Define the workstation on which you have installed the Smartlink interface. For more details,
see “Defining Security Parameters for EntraPass Workstations” on page 54.

3 Configure the SmartLink workstation security parameters. For more details, see “Defining
Security Parameters for EntraPass Workstations” on page 54.
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4  Click the SmartLink tab to view and setup the Smartlink connection parameters.

__i_ ‘Workstation

A EEFEREE

[ [ x]

English

ISmartLink

‘workstation I@ SrmartLink

General | Parameters SmartLinkl

—SmartLink serial connection

Mode enabled INone

¥

French

ISmartLink

—SmartLink network connectior

Mode enabled

r—SmartLink miscellaneo

[~ Bypass event parameter preset

SmartLink startup instruction

I Smartlink, startup instructions

E-mail zerver and port

|5

Meszages kept on server

M esgage

Meszages only
Commands only

Meszages and commands

On gerver message buffer full
’V(" Keep older messages

' Keep newer messages

i'L Cloze | x Cancel | ? Help |

5

From the Mode enabled drop-down list, select the mode that is used:

The Unidirectional or Message mode is used to process the contents of instructions that are
generated when an event programmed with an instruction occurs. Instructions are defined
in the Instruction definition menu and assigned to events in the Event Parameters menu.
For details on defining instructions, see “Instruction Definition” on page 309.

The Bidirectional or Command mode is used to process the requests corresponding to
commands received by the serial port or by the network, and to return the appropriate
response from the process to the sender.

NOTE: When you start the SmartLink application, the connection options for the serial port and
network modes are retrieved from the EntraPass Server. If the network connection mode of
the SmartLink is different from “none”, the SmartLink application will be started to allow a
client application to connect to the SmartLink application, either to execute commands or to
receive messages sent through the network or both process simultaneously.

6

Check the Bypass event parameter preset option if you want to ignore all default settings of
the Event Parameter definition menu (System > Event Parameters). By default, all events are
programmed to be sent to all workstations (including the SmartLink workstation). Check this
option to avoid receiving unnecessary instructions and events that are not intended for the
SmartLink application.

NOTE: You will have to “manually” create associations of events and instructions in the Event
Parameter definition menu. For example, you could select the event “Door forced open” and
send only a specific instruction to the SmartLink workstation that would send an e-mail.
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7 Click the button to select a SmartLink startup instruction. The instruction you assign will be
processed automatically when the SmartLink application is started. For details on defining
Smartlink and other system instructions, see “Instruction Definition” on page 309.

8 To use the SmartLink option with the e-mail service, enter the E-mail server name and port in
the E-mail server and port ficld.

NOTE: The e-mail port value is set to 25 by default. You may leave it as is or change this value
to another available port on the network (between 0 and 65 535). For information about
setting of the e-mail server, contact the network administrator.

9 In the Messages section, you may want to define the status of messages in the Server, or to
modify the number of messages that are kept in the Server.
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Configuring EntraPass Gateways

Entrapass Gateways convert the information received from a controller or a site and transmits the
converted data to the Server. They also convert the information received from the Server and

transmit it to controllers.

They may be installed on a dedicated computer, or integrated with another EntraPass workstation.

The following table shows some features of a Corporate gateway:

Capacities Corporate Gateway
Number 41
Local sites 32
Dial up modems at host site 32 per gateway
Remote dial up sites 512 per gateway
On-line remote sites 32 per gateway

Controllers 17,408 total (32 KT per site)
Readers/keypads per gateway 34,816
Events for timer on/off 30
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To configure a Corporate Gateway:

1

From the Devices definition tab, select the Gateway icon.

i F_! Gateway M= B3

Cleee] o] = o8] =] s w | ]l 3] o
Gateway

General | Events |

English
ID‘I -[1] Additional Corporate G ateway

French

ID‘I -[1] Additional Corporate G ateway

Keppad delay: Delays [KT-100 and K.T-300 anly}
Inter-digit delay [m:ss] ID:DE Inwalid attempts before keypad dizabled 1] =
Time-out on keypad [m:sz] ID;1 i} K.evpad disabled duration (h:mm) ID:D‘I
Reset attempt counter [m:ss) IU:2U
Wideo view
IJ;T IF!&D video view ‘...I
Graphic
i’ Hozt Modem Definition | ﬁllnteractive Floor Graphic ...I
i'L Cloze | 56 Canel | ? Help |

From the Gateway drop-down list, select the gateway to be configured.

In the Keypad delays section, enter the Inter-digit delay time (m:ss). It represents the maximum
delay permitted between each selection of a keypad key by a user.

Enter the Time-out on keypad delay time (m:ss). It is set in seconds. It represents the maximum
time allowed for users to begin entering their personal identification number at a keypad.

4 minutes and 15 seconds.

@ NOTE: The maximum time allowed for both the Inter-digit and Time-out on keypad delays is

5

Click the Host Modem Definition button to configure the modem communication options if
your Corporate Gateway connects to the first controller of a remote site via modem. For
details, refer to see “Configuring Modem Parameters” on page 74.

Using the up and down controls, determine the number of Invalid attempts before keypad is
disabled. Users have a maximum of 255 invalid attempts before the keypad is disabled.

Enter the Keypad disabled duration delay (h:mm). The maximum duration allowed is 4 hours:
15 minutes. When the counter reaches the maximum attempts counter, the keypad will be
disabled for all cards. It is disabled for the delay specified in the Keypad disabled duration
field.

Enter the Reset attempt counter delay (m:ss). When the delay specified in the Reset attempt
counter field is expired, the system will set the attempt counter to zero. The maximum delay is
4:15 minutes. If the value entered is greater than the maximum allowed, then the system will
use the previous correct value.
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9 Select a Graphic and Video view to which the Gateway is assigned, if applicable. If the Video
feature is enabled, the Video view field appears. If this is the case, select the Video view in
which you want the defined component to appear.

To configure gateway events:

1 From the Gateway window, select the Events tab to set the LED Timer on and Timer off for
each event. A Corporate Gateway is configured to manage 30 events.

R I E T EEER

English
ID‘I - Additional Corporate G ateways
Gateway Iim -.Corporate Gateway =l
French
ID‘I - Paszerelle Corporative s
General  Ewverts |
Events Timer on [z.cc] Timer off [z.cc] ﬂ
1 | Access granted 0:20
2 | Access denied 0:05 0:20
3 | Time-out on access granted 0:05 0:20
4 | Waiting for keypad 0:20 0:20
5 | Time-out on keypad 0:05 0:20
E |Bad code on keypad 0:05 0:20
7 | Walid floor selection 0:20 0:20
8 | Invalid floor selection 0:05 0:20 LI
i'L Cloze | 56 Canel | ? Help |

NOTE: A Corporate Gateway-based system may support up to 41 Corporate Gateways. You
may add up to 40Corporate gateways.

Configuring Modem Parameters

If your Corporate Gateway connects to the first controller of a remote site via modem you have to
configure the modem communication options.
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1 From the Gateway window, click the Host modem definition button (lower part of the window)
to display the modem setup window.
'B;Modem [x]
Se 2 @B English [Host Modemi#1

French IHost Modemil
Modem connection type IHeceive and transmit j
Serial Com port 18 hd
Host Baud Rate Im
Code to access an outside line I—
Host phone number |5
Modem brand IUS Fobotics sportster 33.6 j
Modem init zettings |AT EFEDZECTEH DRI O8R5 O%M0ERT
Fhone line type ITone j
Mumber of rings before answer 1%

oo Hew | @ Delete | W OF | X Cancel | ? Help |

2
3

Click on the New button to add a modem to the modem selection list.

Configure the modem as per the example entries shown in the previous window and click OK
to return to the Device definition window.

NOTE: For reliability and configuration consistency, Kantech currently supports the US
Robotics Sportster external modem only. Moreover, the Modem connection type should be set
to Receive and transmit while the Modem settings should not be changed. If you are uncertain
about modem setup parameters, consult your network administrator for the settings which

apply to your particular hardware configuration.
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Configuring Sites

&

A site is composed of controllers attached to the same serial port. The system can manage up to 32
local sites per Corporate Gateway. EntraPass allows users to add up 512 remote dial up site per
Corporate gateway.

Corporate and gateway sites are composed of KT-100, KT-200 or KT-300 controllers.

NOTE: It is suggested to use a site for each section of a building in order to provide easier
system expansion and management.

Under a Corporate gateway and configuration, you have to specify:

D The gateway to which a site is connected

D The number of controllers in the site

D The connection type between the site and the gateway

You may also define the controllers for that specific site by clicking the Controllers icon in the Site
window toolbar.

To define a site (Corporate:

1 From the Devices window, click the Site icon.

Site [_|C]

o = R =

Englizh

ISecurity Office

Site ] Secuiity Dffice
French

IBureau de la sécurits

General | Dptionsl

Hardware definition

MNumber of contrallers 15

Graphic

| bl airn Building Irteractive Plar Jeee]

j'L Cloze | 2@ [Eatice] | ? Help |

2 Ifyou are defining a new site, assign a name to the new site and click the Save icon. The bullet
next to the site name turns green.
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3 In the Hardware definition section, specify the number of controllers in the site. There may be
up to 32 controllers per site. If the number specified is greater than the maximum allowed, the
system will set the value to 32.

4  Ifthe Video feature is enabled, the Video view field appears. If this is the case, select the Video

view in which you want the defined component to appear.
5 Select the Options tab to define the site connection options.

o =

English

ISecurity Office

Site Bl S ecuriby Dffice
French

IBureau de la sécurité

General  Options

—Site connection Draplight zaving time option:
Connection ype I Direct - l
Direct connection options Terminal server connection options ¥ Liss Windawis daylight saving time setting
Serial port [ com: | I address Time adjustment based on Gateway timezone () [
|1 vl I B
it o
If,]i Communication timings |
Contraller's loop baud rate |1
|192DD 'l Usze protocol
& TCP  UppP
i'L Cloze | 56 Canel | ? Help |

6 From the Connection type drop-down list, specify how the site communicates with the
gateway computer. This may be through:
D A direct connection
» A TCP/IP connection

D A modem connection

NOTE: Selecting Modem adds three extra tabs to the Site configuration window. To configure
these tabs, see “To define extra tabs on modem selection” on page 78.

7  Proceed as follows:

D Select Direct, if the site is connected to the gateway by an RS-232 serial port. Then you
have to specify the Serial port (com:) as well as the Controller site baud rate (usually
between 9600 and 19200). When the site communicates with the gateway using a direct
connection, the Terminal server connection options section is disabled. You also have to
select the Daylight saving time options (see the following step).

D Select TCP/IP if the site communicates with the gateway through a terminal server using a
port number. Then you have to specify the terminal server IP address and Port number. In

4 + Configuring Sites Configuring Modem Parameters 77



CORPORATE

EDITION

78

ENTRAPASS

90—

3

Reference Manual

this case, you have to configure the terminal server. To do this, follow the manufacturer’s
instructions or refer to the Terminal server documentation.

D Select UDP (User Datagram Protocol), a connectionless protocol that, like TCP, runs on
top of IP networks. UDP offers a direct way to send and receive data over an IP network.
It used primarily for broadcasting messages over a network. Check this option if the site
you are configuring uses this protocol. If you need more information about the
communication protocol used by your site, contact the network administrator. If you are
using the Lantronix UDS-10, refer to Lantronix UDS Setup Instructions DN1506 for
detailed installation and configuration instructions.

NOTE: You may install up to 32 terminal servers (per gateway).

8 Check the Use Windows daylight savings time setting box to automatically switch to daylight
saving time according to Windows standard settings. Leave unchecked if you want to do it
manually.

9 Ifyou are communicating with a remote site by modem, enter the time difference between
gateway location and EntraPass server location the Time adjustment based on Gateway
timezone. This setting will allow events from the remote site to be displayed at local gateway
time on workstations located in different timezones.

To set up Communication timings:

Caution: Do not use the Communication timing option. If you need to set up the communication
delay and polling frequency, call Kantech Customer Assistance. Inappropriate use of this option
may cause serious problems to the system. The Communication timings window shows the actual
default settings. They must be preserved unless advised otherwise by Kantech Systems.

=I! Communication timings

[ Communication delay [ Poling frequenc
f———— | —
Shortest longest fastest Slowest
—Waiting response delaps (ms} —Editable delaj
On poll with messages request W Contiller failure timer () lm—
On poll without message request IT Poll delay #1 [cs) |2U—
D poll with 2 serial number [0 | ol delay 42 (e [so
On modules state request 550 | Pol delay #3c) [so
On unassigned controller request IW
On controller state request IW
On sent messages |5250
Difault " OK | X Cancel | -

To define extra tabs on modem selection

If you specified Modem from the Connection type drop-down list, you need to access three extra
tabs.
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1 Select the Modem Options tab to set outgoing call behavior to site modem.

=1 site

e e I I e

[=[E0=]|

English

I Security Office

Site IOSecunty Office -
French

I Security Office

Genelall Dptions ~ Modem options | Modemn Schedule paramelelsl Miscellananusl

Remote Baud Rate lm
Code o access an outside line |9—
Fiemate phane number |450343 91 23
todem brand IUS Robotics .32 j
Modem init settings |AT&F&D2&E1 EHORORR 1 ERORMORE
Phane line type lﬁ
Murnber of rings before answer lﬂ Angwer on first ring schedule INWE_VS valid ‘...|
Number of retries l@
j'L Close | 54 Canpe | ? Help |

2 Enter Remote phone number and Code to access an outside line (if applicable).

3 Set the Number of rings before answer to set the number of rings before the modem picks up
the call. This option is valid whenever ring schedules are not in effect.

4  Set the One ring schedule option to configure the time interval during which site modem will

be allowed to answer on one ring.

5  Set the Number of retries. This will set the number of calls the modem will attempt to make

before giving up.

NOTE: For reliability and configuration consistency, Kantech Systems currently supports the

US Robotics Sportster external modem only.

NOTE: The Modem settings and Remote Baud rate should not be changed. If you are uncertain
about modem setup parameters, consult your network administrator for the settings which

apply to your particular hardware configuration.
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6  Once all modem options have been set, click on the Schedule parameters tab. This will allow
you to set time intervals during which the gateway or site connects to remote sites or gateways
(through modem calls) in order to perform specific tasks.

=L site (O[]

50 | | ol = ) | 2] ] 3

English

I Security Office

Site I@Security Office j
French

I Security Office

Generall Dptionsl Modem options ~ Modem Schedule parameters | Miscellaneousl

Scheduled call from Gateway —Scheduled call from Siter
Fietrieve site events Fiepart events under priority call type
l_dGEnSchedule ‘...I I ‘...I

If data is modified since last Repart events automatically

Fail ta report after [mm:sz] IDE:DD
i'L Cloze | 56 Canel | ? Help |

7  Click on the Retrieve site events browse button to bring up the schedule selection window.
Select the schedule that best corresponds to the time requirements set out for this task. For
more information on defining schedules, see “Defining Schedules” on page 250

8 Repeat this step for If data is modified since last, Report events under priority call type and
Report events automatically.

@ NOTE: To schedule the reporting of events under priority call types, first define Priority call
types for items such as doors, inputs and controllers.
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I site sl B
1950 [ = ] | 3 |
English
I Security Office
I@Security Office j
French

Site

General I Options I Modem options I Modem Schedule parameters  Miscellaneous |
Uze a callback connection I After reception stay onling for
F

&l b callback delay (miss] |1 Beii} Disconnect ling after [hhmm:ss | |23:59:59
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Click on the Miscellaneous tab to set how modems handle site incoming and outgoing calls.

I Security Office

Frimary host modem

~Miscellaneou
|v Call immediately when slave controller communication failure

I Host Modem# j

Secondary host modem

[V Call immediately when buffer 705 full

IHost Modemitl j o p Remaote modsm delays |

i'L Cloze | 56 Canel | ? Help |

10

1"

12

13

14

Check the Use a callback connection box to force the gateway modem to hang up after initial
connection to the remote site modem and to stand by for an acknowledgement call from the
remote modem. You may also want to customize the standby-for-acknowledgement time in
the Wait for security callback factory set to 01:minute:30 sec.

Select primary modem in the Primary host modem drop down list. If available, select a backup
modem in the Secondary host modem. This setting is useful when the primary modem is busy
or fails to take the call.

Check After reception stay online for if you wish to limit in-call time to a predetermined
amount of time which can be set to anywhere between 00.03.00 and 23.59.59.

Check the Call immediately upon slave controller communication failure to be alerted in the
event that a slave controller fails to send data to the master controller (the one carrying the
modem).

Check the Report when buffer 70% full to force download of a site controller’s event buffer as
soon as it reaches 70% capacity.

NOTE: Do not click the Remote modem delays button. All values are factory-set for optimum
performances with the supported US Robotics modems. Settings should not be edited unless
authorized by Kantech.
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Configuring Controllers

Controllers provide audiovisual feedback on the access decision. Typically, a red/green light
(LED) indicator on the reader informs the cardholder that the door is unlocked or that access has
been denied. A local door alarm can be installed to provide an audible warning if the door is forced
open or remains open after an access.The controller definition tells the system how a controller is
being used and what devices are associated with it: (door(s), input zones, relays and output
devices).

Controllers may be defined during a gateway or site definition; or in the controller definition
menu, by selecting either the controller icon (Devices window) or by using Express Setup

(identified by the £ icon).
Corporate gateways support three types of controllers: KT-100, KT-200 and KT-300. These
provide the ability to activate local functions associated with a controller.

The number of devices associated with a controller varies according to the controller type. The
following table summarizes the basic components associated with each type of Kantech controller:

Type Doors Relays Input Zones %ﬁgﬁg’
KT-100 | 4 ; -
KT-200 2 ; > -
KT-300 > ) . -

Defining General Parameters for KT Controllers

1 From the Controller definition window, select the gateway associated with the controller site.
2 From the Site drop-down list, select the site where the controller is located.

3 From the Controller drop-down list, select the controller you want to define. Once selected, the
language section is enabled. You may rename the selected controller.
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From the Controller type drop-down list, select the controller type.

English
|02 - Security Dffice Site

French

|D2 - Site bureau de la securité

Fieader type
10 Prox KANTECH #5F Farmat

Additional reader type

10 Prox KANTECH X5F Fomat [~
Keypad type Graphic
INone j ﬁlMain Entramce Interactive Plan ‘...I

i'L Cloze | 56 Canel | ? Help |

Assign a meaningful name to the controller it in the language section (English and French),
then click the Save icon. Once you save, the Controller type drop-down list is disabled.
The system prompts you to use the Express Setup program. Click Yes to continue. If you

select No you will have to manually configure these devices in their respective definition
menus (doors, relays, inputs and auxiliary outputs).

NOTE: EntraPass offers you the ability to install two types of readers on the same controller
The two readers must be of the same technology (Wiegand, ABA, loProx). This feature is only
available with KT-100 and KT-300.

7

After configuring components associated with the controller, select the reader and keypad
installed on your controller from the Reader and Keypad type drop-down lists.

NOTE: The New reader driver icon = allows you to install a custom driver for a specific
controller. Moreover, using this button allows you to add the driver in the Read Driver table,
making it available the next time you want to configure a new controller.

8

Select the applicable Schedules for the new controller:

» When a KT-100 or KT-300 is selected: only the Power supervision schedule list is
displayed.

D For KT-200, the Power supervision schedule and the Tamper switch supervision schedule
lists are available.

If the Video feature is enabled, the Video view field appears. If this is the case, select the Video
view in which you want the defined component to appear.
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Click the Save icon.

Configuring a KT-100 Controller

Once the general parameters are defined, the Controller type tab is displayed. A KT-100 or KT200 or
KT-300 tab appears beside the General tab.

1 Select the KT-100 tab from the Controller window.
[] Contralier = B3
w4 =] e o]e]
English
Gateway I@ 01 - Corporate Gateway j IKT-‘I 00 M ain Entrance
Site IOAdministration j

Contraller B, 103 KT-100 Main Entrance:

General  KT-100 | Dptionsl

French

IKT-‘I 00 Entrée principale

Serial number I 00000000 Wit for second access card [miss) ID:BD
Keppad escape key Iﬂ 'l
Fiesistor type ISingIe resiztor j
i'L Cloze | 56 Canel | ? Help |

Enter the controller serial number in the Serial number field. Usually, the number is found on
the controller label. The field is defined to accept only numeric characters, except for the first
character which may be an a or 4. If a lower case character is entered, the system converts it
to a capital letter.

Enter the Wait for second access card delay. The maximum time allowed is 2 minutes 07
seconds. If the value entered is greater than the maximum allowed, the system will use the
existing value.

In the Keypad escape key drop-down list, choose a keypad escape key if applicable. This
feature is associated with PIN numbers. When a user enters a wrong number, he/she may press
the escape key and re-enter the PIN, without incrementing the number of attempts.

In the Resistor type drop-down list, select the resistor type used with your system. By default,
this choice is set to Single resistor. This feature is used as a supervision device for all inputs.
In fact, if this feature is enabled and if an input is disconnected, an alarm message is generated
and sent to the Alarm message desktop (or other desktop configured to receive such events).
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Configuring a KT- 200 Controller

Each KT-200 can monitor, in real-time, the state of 16 input points such as magnetic contacts,
motion detectors, temperature sensors, etc. The door contact (supervising door state) and the REX
(warning the system that a user is exiting) are connected to such inputs.

The KT-200 is equipped with two relays. These relays can be activated according to schedules,
reported events or a combination of different logical conditions. The system is expandable to 16
relays using REB-8 relay expansion board modules. REB-8 may be used as relays or as elevator
controllers. KT-2252 are only used as elevator controllers.

@ NOTE: Please note that KT-2252 are no longer available.

Defining KT-200 Expansion Devices

KT-2252 elevator controllers offer a low voltage interface for up to 32 floors. Up to 4 KT-2252
can be connected to one KT-200 controller for a maximum of 64 floors per cab. One KT-2252 can
be shared between 2 cabs, serving a maximum of 16 floors each (one common service switch for
both cabs).

When users present their cards to the elevator cab reader, the KT-200 verifies which floors can be
accessed by this cardholder and sends a list of floors to be enabled to the KT-2252 interface. The
KT-2252 closes the electronic interrupters corresponding to the related floors.

To define KT-200 auxiliary devices:
1 From the Controller definition window, select the KT-200 tab.

1 Lomtrafier

ws| =) mlalole

English
Gateway I@ 01 - Corporate Gateway IKT-2UU ~Administration
Site IOAdministration j

French
Contraller I@ [01] KT-200 - Administration j

[KT-200 - Adrinistration

General KT-200 | Elevatorl Statuz rela_l,ll Dptionsl

Auxiliarny devices Freb-Eidefimitian
" None
® e EEES 1 e HEES )
" REB-2 relay
Ezxtra relay M -
€ KT-2252 elevator contraller e J

" KT-2252 elevator controller and reb-8 relay

& REB-S elewator controller

i'L Cloze | x Cancel | ? Help |

2 In the Auxiliary devices section, select the type of devices used with KT-200 controller.
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D Check the REB-8 relay option if REB-8 expansion boards are used as relays. Only 16
relays can be defined. If two REB-8 are added, the last two relays (the 17th and 18th
relays) can be used to perform different actions. You have to specify the additional
actions for the two relays in the Extra relay drop-down list.

D Check the KT-2252 elevator controller and REB-8 relay option if KT-2252 are used as
elevator controllers and REB-8 are used as relays on the same door controller. A
maximum of four KT-2252 can be connected to the controller.

D Check the REB-8 Elevator Controller option if REB-8 are used for elevator control. Up to
four REB-8 can be used for elevator control.

{% NOTE: When an elevator controller option is checked, an Elevator tab appears beside the KT-
200 tab.

The following section explains how to program elevator controls using REB-8 and KT-2252
elevator controllers.
To program KT-2252 elevator controllers:

The Elevator tab allows you to specify which auxiliary devices are used with the KT-200 for
elevator control and how they are used. Depending on the expansion board installed and on the
option checked, the Elevator window displays the REB-8 Installed or KT-2252 Installed section.

1 From the Controller definition window, select the KT-200 tab.

[] Contralier = B3
w el = 2] 0le
English
Gateway I@ 01 - Corporate Gateway j IKT-2DD ~ dmiristration
Site IOAdministration j Bt
Contraller I@ [01] KT-200 - Administration j

[KT-200 - Adrinistration

General KT-200 | Elevatorl Statuz rela_l,ll Dptionsl

Auxiliarny devices Freb-Eidefimitian
" None & Ko REES 1 e HEES )
" REB-B relay
& ¥ T-2252 elevator controller iy Hane j
" KT-2252 elevator controller and reb-8 relay
" REB-8 elevatar contraller
i'L Cloze | x Cancel | ? Help |

2 In the Auxiliary devices section, select KT-2252 elevator controller, or KT-2252 elevator
controller and REB-8 relay. The Elevator tab appears beside the KT-200 tab.
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3 To configure elevator controllers, select the Elevator tab. When KT-2252 elevator controllers
are used, the Elevator Mode section is enabled.

[] Contralier = B3
w el = 2] 0le
English
Gateway I@ 01 - Corporate Gateway IKT-2DD ~ dmiristration
Site IOAdministration K4 Bt
Contraller I@ [01] KT-200 - Administration

[KT-200 - Adrinistration

Generall KT-200 Elesvator | Statuz rela_l,ll Dptionsl

Elevatormode——— Il | Floors ﬂ
1 |KT2282 (1} 1 [Nare [
= 32 floors 2 KT2252 1] 2 Mone r
~KT-2252 Instaled———————— 3 |kT2282[11 3 Mone hd
[~ KT-2252 #1 4 |Kr2252(1L 4 Mane b
[ KT-2252 42 5 |KT2z52[115 None b
[~ KT-2252 #3 E KT2252 [11 B Maone hd

I KT-2252 84 PR e None v -

i'L Close | X Cancel | ? Help |

4  In the Elevator mode section, check the appropriate number of floors. This indicates how the
floors are controlled with the KT-2252.
D Select 16 Floors if there is one KT-2252 for two cabs sharing the same floors.
D Select 32 Floors if there is one KT-2252 per cab.

NOTE: The Inputs column refers to the KT-2252 terminals. When floors have been defined
(Floor menu), the Floors column contains the floors that are associated with the inputs.

5 In the KT-2252 installed section, specify the number of KT-2252 installed. The options are
cumulative. If for example the KT-2252 #3 option is checked, KT-2252 #1 & 2 have to be
checked as well. The following table summarizes how KT-2252 elevator controllers are used:

Number of cabs Number of floors Number of KT-2252
1 8 1
1 16 1
1 32 1
1 64 2
2 8 1

4 + Configuring Controllers Defining KT-200 Expansion Devices 87



CORPORATE EDITION
ENTRAPASS Reference Manual

90—

Number of cabs Number of floors Number of KT-2252
2 16 1
2 32 2
2 64 4

6 In the Floors column, select the floors associated with KT-2252 controller terminals.

NOTE: The Inputs column refers to the KT-2252 terminals. When floors have been defined
(Floors menu), the Floors column contains the floors associated with the inputs.

To program REB-8 elevator controllers:

REB-8 relay expansion boards may be used as a cost-efficient alternative for elevator control.
With an REB-8 expansion board added to a KT-200, the software may control up to two elevator
cabs per controller.

1 In the KT-200 definition window, select the REB-8 elevator controller option. When the option

is selected, an Elevator tab appears beside the KT-200 tab. The REB-8 definition section is
only active when REB-8 are used as relays.

|-_ Controller HEE
w2 2] B3] of
English
Batensy D01 - Copae Gaonay 4| (01JKT-200 - Achministation
Site I@ Adminiztration j _—
renc
Controller |4 (01)KT-200 - Adrinistration =

I [0k T-200 - Administration

General KT-200 | Elevatorl Statuz rela_l,ll Dptionsl

Auxiliary device: REB-8 definitior
" None
" REB-8 relay * o EEE-S ) OheREES ) Tiwo REEES

7 KT-2252 elevator contraller
(" KT-2252 elevator controller and REB-8 relay

Extra relay j

i'L Cloze | x Cancel | ? Help
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2 Select the Elevator tab to configure the REB-8 elevator controllers. Up to four REB-8 elevator

controllers are supported.

1 Lomtrafier

ws| =) mlalole

SIS 3

English

French

Elevatormode————

Generall KT-200 Elesvator | Statuz rela_l,ll Dptionsl

Inputs

Gateway I@ 01 - Corporate Gateway
Site IOAdministration b
Contraller I@ [01] KT-200 - Administration

[~ | [KT-200 - Adrinistration

[ [KT-200 - Adrinistration

1 |REB_B[3L T

122 loars 2 |REB_8[13]2 Nane v

—Reb-8Installed— 5 REB_8[1-3] 3 Mone ¥

4 REB_8[1-3] 4 Mone ¥

" Reb-8#2 5 |REE_8[13L5 Nane v

| et B |REB_B[1316 None v
[ Feb #4 7 |REB_8[13L7 Mane v -
i'L Cloze | x Cancel | ? Help |

3 Specify the number of REB-8 that are installed on the controller. The selection is cumulative.
For example, if four REB-8 are installed, the first three checkboxes have to be checked also.
The following table summarizes how REB-8 are assigned to floors and to elevator cabs.

Number of REB-8 Number of floors Number of Cabs
1 1to8 Cab 1
2 9t0 16 Cab 1
3 1to8 Cab 2
4 9t0 16 Cab 2

NOTE: The Inputs column refers to the REB-8 terminals. When floors have been defined
(Floors menu), the Floors column contains the floors that are associated with the inputs.

4  In the Floors column, select the floors associated with REB-8 controller terminals. For details
on floor definition and door group definition, see “Configuring Doors” on page 96.

{% NOTE: There is no floor confirmation when an REB-8 is used as an elevator controller.
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When REB-8 are used as relays, you need to specify how many relays are installed on the KT-200.
The controller can handle a maximum of 16 accessible relays and already provides 2 on-board

relays.

1 In the KT-200 window, select the REB-8 relay option if REB-8 are used as relays.

[] Contralier = B3
w| o] = 1l 0] o
English
Gateway I@ 01 - Corporate Gatewsay j IKT-2DD A dmiristiation
Site IOAdministration b
— French
Controller I@ [01] KT-200 - Administration J IKT-2DD ~ Administiation
General KT-200 | Statuz rela_l,ll Dptionsl
Auiliary devices REB-8 definition
" None
¢ MoREE-3 Two REB-8
+ REB-2 relay
Extra rela & i
€ KT-2252 elevator contraller ¥ e J
" KT-2252 elevator controller and reb-8 relay
" REB-8 elevatar contraller
i'L Cloze | x Cancel | ? Help |
BB [z00112-14 1058 AM [kantech 1B [o Il Io Io 1 v

2 If they are used with the KT-2252 elevator controller, select the KT-2252 elevator controller
and REBS8 relay option. In either case, the REB-8 definition section is enabled.

3 In the REB-8 Definition section, select the appropriate option: No REB-8, One REB-8 or Two

REB-S8.

4 If two REB-8 are added (for a total of 18 relays), the last two relays can be used to perform
different actions: select the use for the extra relays from the Extra relay drop-down list.

5  Select the Status relay tab to program a relay or group of relays that will be activated when an

event occurs.

Configuring a KT-300 Controller

The KT-300 constantly supervises battery condition and reports “Low battery/No battery
condition” status to the system. It also supervises locking devices for short and open circuits to

detect lock failures.

KT-300 controllers support Combus modules. The Combus is a 4-conductor cable bus to which
several expansion modules are connected in parallel to add inputs, outputs, relays and an LCD

time and date display.
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To configure a KT-300 Controller:

From the Site menu, click the Controller icon, then select the KT-300 tab.

[ Controller M= B3

ws| =) mlalole

English
IKT-SDD Corporate Site

French
IKT-SDD Site Corporate

Seial number IDDDDDDDD ‘W ait for second access card [miss) ID:SD
Combusz module configuration | e seapaley Iﬂ jv
Fiesistor type ISingIe resiztor j
Local activation relay Fricrity call type

Pawer failure lﬁl[ 03.01] Combusz Relay ,"'I | Immediate call ;I
Caombus failure lﬁl[ 03.01] Combusz Relay ,"'I | Immediate call ;I
Combus - low power lﬁl[ 03.01] Combusz Relay ‘...I | Schedule cal ;I

i'L Cloze | x Cancel | ? Help |

Enter the controller serial number in the Serial number field. Usually, the number is found on
the controller label. The field is defined to accept only numeric characters, except for the first
character. It may be an a or A. If a lower case character is entered, the system converts it to
upper case.

Enter the Wait for second access card delay. The maximum time allowed is two minutes and
seven seconds. If the value entered is greater than the maximum allowed, the system will use
the existing value. This feature is useful when access to a place is controlled by two cards.
In the Keypad escape key drop down list, choose a keypad escape key if applicable. This
feature is associated with PINs. When a user enters a wrong number, he/she may press the
escape key and re-enter the PIN, without incrementing the number of attempts.

In the Resistor type drop-down list, select the resistor type. By default, the Single resistor
option is selected. If you hear a long buzz, verify the number of resistors installed on your
system.

Configuring the KT-300 Combus module

Four expansion modules can be connected to KT-300:

KT-PC4108 (8-zone input expansion module). This module has a tamper contact input.
KT-PC4204 (4-relay/power supply expansion module). It has a tamper contact input and also
includes a built-in 12VDC, 1A power supply for field devices.

KT-PC4216 (16-zone output expansion module). It can be used for elevator control, although
additional hardware may be required.
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D KT3-LCD (Kantech 32-character liquid crystal display). The LCD is green (normal status),
red (power failure) and yellow (trouble).

To configure the KT-300 Combus module

1 If a Combus module is installed to the KT-300 controller, click the Combus module
configuration button. Undefined Combus terminals are identified by red flags/bullets. Once a
module has been defined, it is identified by a green flag.

| | combussetp K
{| Module tvpe Maodule number 1 IUDDDU
i [kTLCDa =l
e esasss: Erglish IMDduIe at address # 01
KT-PC4108 French Ile Module d'adresse # 01

KT-PC4204

2 Module at address # 02
Module at address # 03
Module at address # 04
Module at address # 05
Module at address # 06
Module at address # 07
Module at address # 08
9 Module at address # 09
10 | Module at address #10
11 | Module at address #11
12 | Module at address #1712
13 | Module at address #13

™ Combus low power

I~ Display date and ime

[

Fantech LCD digital keypad module

on Define | I RdEfire: | fL Close | XK Cancel | ? Help |

2 To define a module, select one, then click the Define button (lower part of the window). The
Enter Combus module serial number message box appears.

3 Enter the module’s serial number, then click OK.

NOTE: To obtain this number, you have to activate the Tamper switch or to press any key on
the keyboard. The Combus serial number is displayed in the Desktop Message.

4  Assign names to the modules in the language fields.

5 Check the options related to the module you want to configure (if these are displayed in the

window).

NOTE: Usage options of a module vary according to the selected Combus module. For
example, installing the KT3-LCD and checking the options Combus low power and Display date
and time will allow the KT-300 to report Combus low power conditions and to display the date
and time.

The following table summarizes the options associated with each module:
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Combus type Options Additional options

KT3-LCD Combus low power, display date and No additional options

time
KT-PC4108 Tamper alarm, Combus low power 8 input module

May be used as inputs

KT-PC4204 Tamper alarm, Combus low power, Used as relays (1-4)

Low battery, Power failure, lower

auxiliary power
KT-PC4216 Tamper alarm, Combus low power Used as outputs

Check the Combus low power option so that the KT-300 will report any Combus low power

condition

Check Display date and time option so that LCD can display the date and time; then click the
Close button to go back to the KT-300 configuration window.
When you have finished configuring the Combus module, click the Close button to go back to
the KT-300 configuration window.

ws| =) mlalole

Contraller

@ (02) K7-300 Corporate Site

Serial number

Combusz module configuration

| [T

Pawer failure
Combus failure

Combus - low power

_ O x
English
IKT-SDD Corporate Site
French
IKT-SDD Site Corporate
‘W ait for second access card [miss) ID:BD
Keppad escape key Iﬂ 'l
Fiesistor type ISingIe resiztor j
Local activation relay Fricrity call type
[l 03.01) Combus Relay Jsve] [Immediate cal =]
[l 03.01) Combus Relay Jsve] [Immediate cal =]
[l 03.01) Combus Relay ous] [Schedule cal =l
i'L Cloze | x Cancel | ? Help |
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9 Associate a Local activation relay for Power failure, Combus failure and Combus low power

(Corporate. If you want to assign a specific relay, you may click the pop-up window icon (%))
and select a specific relay or group of relays.

NOTE: To configure local activation relay, you must configure relays (Devices > Relays), and
then select specific relays for local activation.

10 Under Priority call type, assign the call type option that best suits failure event reporting
(Corporate.

NOTE: To access the Priority call type feature, the site connection type must be set to Modem.

Defining Controller Options The Options tab enables operators configure such features as:

D  Anti-passback (for synchronizing entry/exit readers)
D Duress function (for defining a panic button)
D Card count options (for specifying cards in an area), etc.

NOTE: The anti-passback option works with entry/exit readers. It allows security
administrators to keep track of the number of monitored cardholders in an area. It is local to
each controller defined by corresponding entry/exit readers. A relay can be activated when
the counter reaches the number of cards defined to be inside the area; the relay is disabled
when the number of cards in the area goes below the specified number.

To define options for a controller:

1 In the Controller window, click the Options tab to define anti-passback options, duress options

and card count options.

[ Controller M= B3
vl 2] wmlwlael |
English
ID‘I - KT-100 Security Office
Contraller I@ [07] 01 - KT-100 Securty Office -
French
ID‘I - K.T-100 Bureau de la securite
General | KT-100 [ Hpfans ]
Duresz option —Miscellaneou:
[ Duress on access granted Enable fail-zoft delay (10 - 255s] - [miss) 0:45
I~ Duress on access denied
32-bit card family IDD
Keppad duress key I9 'l
—Anti-pazzback option: r—Card count option:
Type Mone j maximum cards 1] 5
Forgive schedule Activate relay
i'L Cloze | 56 Canel | ? Help |
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Determine the Duress options. When a duress option is selected, you have to assign a duress
key, that is a silent panic key.

D Duress on access granted: this option enables the duress key when access is granted.
D Duress on access denied: this option enables the duress key, even when access is denied.
Select a duress key from the Keypad duress key drop-down list.

NOTE: For added security, you may select the two options.

4

From the Anti-passback options section, select anti-passback option from the Type drop-down
list: when an anti-passback option is enabled, a card cannot be used on an exit door unless it
has been used on a corresponding entry door.

» None: the anti-passback option is disabled.

D Soft passback: this option allows a cardholder to use an entry (or exit) reader more than
once without using the corresponding exit (or entry) reader. Only an “Invalid passback”
event is sent to the Message desktop.

D Hard passback: a card used at an entry reader will not be able to access the same entry
reader again until it has used the corresponding exit reader.

In the Forgive schedule section, click the *button to set a schedule for resetting the anti-
passback option on all other cards.

In the Miscellaneous section, indicate options for Fail-soft delays (10-255 second). During a
fail-soft mode, the controller operates in stand-alone mode, following a communication
failure.

In the Card count option, use the up or down controls to set the maximum card count. The
maximum allowed is 65535. The system keeps track of the number of monitored cards that are
in the monitored area and activates a relay when the count is reached. When users exit the
area, the counter decrements and the relay will eventually reset when the count is smaller than
the value defined.

You may configure the system to activate a relay when the maximum count is reached. Click

the * button to select the relay or relay group that will be activated when the number is
reached.
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Configuring Doors

This menu is used to define the door parameters on which readers and/or keypads are installed.

A door can be considered as an elevator door, a Time & Attendance door, an entry door for anti-
passback, an exit door for anti-passback or an access door. All this depends on how the settings are
programmed.

The controlled door may be secured at all times or only during defined schedules. The common
locking devices used are electric door strikes and electromagnetic locks.

A door may be equipped with one or two readers, with one reader at each side. For doors equipped
with two readers, the outer reader has to be defined as an entry reader and the inner reader as an
exit reader.

To define general parameters for a door:
1 In the Devices main window, select the Doors icon.

Foor  mmm
IEREEERD |
English
Sl 1 5 cuiy Offce Site = [07 - 07 -KT-100 Security Office Door
Contraller I@ [07] 01 - KT-100 Securty Office j
French
Dioor I@ [01.017 07 - 01 - KT-100 Security Office Door j

|01 - 01 - Parte KT-100 securite

| Keypadl Eontactl RE* I Miscellaneousl Optionz and alarm systeml Droar eventsl Access eventsl

Door lock mode———— [ Door access delay Extended door access delay
% Fail-secure Unlock time [m:ss) ID:‘I 0 Unlock time [m:ss] ID:40
" Fail-safe Open time [m:ss) |D33D Open time: [m:ss) |2:DD
r~Door type [Anti-passback and Time and Attendancel—————— | Unlock schedule
" Access I'_dNew site - Always valid ...I
{* Entry Video vi :
C Exit L
IJ: IMaln Entrance ‘...I
Miscellaneou: Graphic
[ Time and attendance J=| Elzvator cats ﬁIMain Entramce Interactive Flan ...I
i'L Cloze | 56 Canel | ? Help |

2 In the Doors window, the appropriate Gateway to view the controller sites for a specific
gateway, then select a site (from the Site drop-down list) and the controller associated with the
door you want to define.

3 From the Doors drop-down list, select the door you want to modify or to define. New items are
identified with a red button. The button turns green once the item has been defined and saved.

4  Specify the Door lock mode: Depending on the lock device used, the locked state will be
energized or de-energized to lock.

D Fail-secure: The strike is locked when power is removed (door locks, door strikes).
D Fail-safe: The lock output is energized to lock the door (electro magnetic locks).
5 Specify the Door type:
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Access: The reader is considered as an access reader. Time and Attendance or Anti-
Passback options are not used with access doors. An access reader generates only “Access
granted/Access denied” events.

Entry: An entry door is an entry point for Time and Attendance or anti-passback. In order
for the system to record an entry, the door must be opened after a valid access (if a door
contact is installed).

Exit: An exit door is an exit point for Time and Attendance or anti-passback. In order for
the system to record an exit, the door must be opened after a valid access (if a door
contact is installed).

Specify the Door access delay:

Unlock time: The time during which the door is unlocked on a valid card read or a valid
request to exit event (when the REX is defined to unlock the door). If this is an elevator
door and a push button (input) is used to enable floor selection, this is the time during
which a floor selection will be allowed. Usually, a longer period should be defined to
allow the user to select floors. For more information, see “To define an input for an
elevator door:” on page 113.

Open time: The time during which a door can remain opened following a permitted access
or a valid request to exit request. This applies only to a door defined with a door contact
input. This time can be from 1 to 255 seconds (4 minutes 15 seconds). After this delay has
expired, the system will generate the event “door open too long” and the door piezo will
sound to warn the cardholder. You can use the Pre-alarm on door open too long (Doors
window, Contact tab) to sound the door piezo when half of this delay has expired. It will
continue to sound until the door is closed.

If the door is to be used for time and attendance purposes check the Time and attendance
option. With this option the door must be set as either an entry or an exit door.

Check the Elevator cab option if the door is to be used for elevator control. When this option is
checked, the Elevator tab is displayed to define the unlocking schedules.

If you are using an Extended door access delay feature, specify these delays in the Unlock time
and Open time fields. This feature may be useful for cardholders with disabilities.

If the Video feature is enabled, the Video view field appears. If this is the case, select the Video
view in which you want the defined component to appear.

NOTE: EntraPass offers the ability to program an extended door access delay and to specify
specific unlock and open time delays reserved for people with disabilities. In addition to
setting this special access delay, the user’s access card must be programmed with this
feature. Only available on KT-100 and KT-300.

Defining Door Keypad Options

Doors can be defined with relay activation when the * or # keys are pressed on the keypad. This
option is available only for KT-100 (with firmware version 1.04) and KT-300 (with firmware
version 1.16) controllers.
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To define door keypad options:
1 From the Door window, select the Keypad tab.

. HEk
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Feader and/or keypad Keppad relay activation
" Reader only Fielay activated by # key
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Fielay activated by * key
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2 Specify how access to the door is controlled:

D Reader only: Select this option if access is granted using a reader. A reader only
installation is the most common application.

D Keypad only: Select this option if access is granted using a keypad only. This option can
also be enabled on a reader with an integrated keypad. A keypad only installation is
generally considered less secure than a reader only installation, because users may “lend”
their codes to another person but cannot prevent further use (in comparison to getting a
card back).

NOTE: This option can be enabled on a reader with an integrated keypad if you want for
instance to use the keypad only.

D Reader and keypad: Select this option if both a reader and a keypad are used to permit
access to this door. The keypad will only be used when the “keypad schedule” is valid.
Adding a keypad to a reader significantly increases the level of security. PIN code
requirement can be limited by a schedule for use only outside business hours, for
example, rather than during high traffic hours.

3 From the Card and PIN schedule menu, select a schedule during which cardholders will have to
enter their PIN after a valid card read. The time allowed between a valid card read and
entering the PIN at the keypad is set in the Gateway definition menu (Time-out on keypad
option).
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4  For doors defined with keypad or reader and keypad, you can program the star key (*) or
pound key (#) to activate a relay. When this feature is enabled, users can activate a relay
simply by pressing the appropriate key.

Defining Contact Options

2

In most applications, the low cost door contact is the only supervisory element that protects the
investment made to control access to the door. The door lock and card reader (or keypad) provide
security and prevent unauthorized entry only when the door is closed and locked. A simple door
contact allows the ability to monitor several door conditions such as: door forced open, door open
too long, interlocks options, etc.

To define the door contact settings:
1 In the Doors window, select the Contact tab.

Booor e |
REEREEERN
: English
itz [ secuiy Office Site =l [07 - 07 -KT-100 Security Office Door
Controller I@ [01) 07 - KT-100 Security Office j

French

Cioor B [01.011.01 - 01 - K.T-100 S ecurity Office Do

|01 - 01 - Parte KT-100 securite

General | Keypad ~Contact | RE* I Mizcellaneous | Options and alam systeml Droar eventsl Access events

—Contact optian: Felock on acces:
Door contact + On door opening
| 3)]i01.01) Contact -» 01 - 01 - KT-100 Security Off o € I doar clasing

¥ Door open reading
¥ Door unlocked reading

¥ Pre-alarm door opened too long

i'L Cloze | 56 Canel | ? Help

2 Select the door contact from the Door contact list.

NOTE: For KT-200 Controllers, Input 1 (door contact) and 2 (request to exit device) are ideally
reserved for Door 1 of the controller whereas Input 9 (door contact) and 10 (request to exit
device) are ideally reserved for Door 2 of the same controller. The input that is used for the
door contact or REX contact SHOULD NOT have a “monitoring” schedule defined in the “Input
Definition” menu.

3 Check the door reading options:

» Door open reading—If selected, this option allows the system to read cards while the door
is open. However the system will not unlock the door if it was locked. If selected, the
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event “Access granted” is generated. Otherwise, the event “Access granted - Door open”
is generated.

» Door unlocked reading—If selected, this option allows the system to read cards while the
door is unlocked manually by the operator or by a valid unlock schedule. If selected, the
event “Access granted - Door unlocked” will be generated on access. To ignore all access
events while the door is unlocked, leave this option unselected.

D Pre-alarm door opened too long—If selected, this option allows the system to generate the
event “pre-alarm door open too long” and sound the door piezo when half of the delay
defined in the Open time field is expired. It will continue to sound until the door is closed.

4  Select the appropriate Relock on access option. You may choose to relock the door on a valid
access, or relock the door when it closes.

Defining REX (Request to Exit) Options

A signal from the REX indicates that someone wants to exit through a controlled door. Devices
such as motion detectors, push buttons can provide the REX signal. EntraPass enables users to
configure doors with unlock time reset each time the primary or secondary REX is triggered.

This option is available only for KT-100 (with firmware version 1.04) and KT-300 (with firmware
version 1.16) controllers.
To define Rex options:
1 From the door window, select the REX tab, then check the appropriate Relock on Rex options:
D Relock on door opening, if you want the door device to re-lock following a valid access
D Relock on door closing, if you want the door device to re-lock when it closes.
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REX schedule REX schedule
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i'L Cloze | x Cancel | ? Help |

2 For the primary and secondary Rex, make the appropriate choices:
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Assign the REX contact: the input to which a “request to exit” detector can be connected.
This input must be local; it has to be one of the inputs on the controller operating the door.
Select a Rex schedule: when this schedule becomes valid, the controller will detect
request to exit signals originating for the exit contact. This option applies only to a door
defined with a REX contact.

3 Select the Unlock on REX or Resettable REX function options:

Unlock on REX: the door will be unlocked if a valid request to exit is permitted by the
controller. This option may be useful on exit doors such as interior doors, shipping doors
or other push doors through which people carrying packages may pass. The system will
permit the exit and generates the “request to exit granted” event rather than “door forced
open” event.

Resettable REX function: the unlock time is restarted on a valid request to exit. Open and
unlock times are defined in the door definition (Devices > Doors > General). Select this
option for high traffic area doors such as manufacturing doors where many users may
need to exit at short intervals (for example after a work shift) to prevent unwanted door
open too long or door forced open events.

NOTE: It is recommended to choose either Unlock on REX or Resettable Rex function, not the two
options at the same time. If you choose these two options, the door may remain unlocked for
long periods of time. Moreover, these features should not be used if a door contact has not
been defined.

Defining Miscellaneous Options

You may define interlock options between two doors to synchronize the time when these two
doors are open/closed. The interlock option is also called the mantrap option. This ensures that
once has accessed the first door, that door is closed and locked before the cardholder is granted
access to the second door. The two doors have to be controlled by the same controller.

4 + Configuring Doors Defining Miscellaneous Options 101



CORPORATE EDITION
ENTRAPASS®

Reference Manual

To define interlock options between two doors:
1 In the Doors window, select the Miscellaneous tab.

B’ Door [=IET= .
Slele] el =lals|
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2 From the Doors drop-down list, select the first door for which you want to define interlock
options.

3 From the Interlock contact list, select the first input for the interlock feature. The selected
input has to be the door contact of the second door.

4  Return to the Doors drop-down list to select the second door for which the interlock options
are being defined; then select the interlock input for this second door. It has to be the door
contact of the first door.

5 Select the Interlock schedule: the two doors must have the same interlock schedule. This is the

schedule according to which the interlock is checked by the controller before access is granted
to users.

@ NOTE: The interlock feature is not available on doors controlled by a KT-100.

6  Check the Enable duress function on keypad option, if desired.

7 In the Shunt on door unlock section, set the time during which selected inputs will not be
monitored when the door unlocks. The Shunt delay indicates the time during which the
selected inputs will not be monitored when the door unlocks. It is not possible to shunt a door
contact since the system will automatically shunt it.

8 In the Shunt inputs scrolling pane, select inputs that will not be monitored when the door
unlocks. Selected inputs will remain unmonitored for the delay defined in the Shunt delay
field.

102 4 + Configuring Doors Defining Miscellaneous Options



Reference Manual

Defining Elevator Doors

CORPORATE EDITION
ENTRAPASS™

During a door definition, it is possible to specify whether it is a “regular door” or an Elevator cab
(Door window, General tab, Miscellaneous section). When a door is defined as an Elevator cab, an
Elevator tab is displayed in the Doors definition window. This tab is used to define the automatic

unlock schedules for specific floor groups.

To define settings for an elevator door:
1 From the Doors definition window, select the Elevator tab.
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i'L Cloze | 56 Canel | ? Help |

2 From the Unlock schedule #1 list, select the applicable unlock schedule. By default, you may
select the Always valid schedule. You may also create a new schedule (Definition menu,

Schedules).

3 From the Floor group #1 list, select the appropriate floor group associated with the Unlock
schedule #1. Only floors that have a valid schedule in the Floor group definition will be
unlocked or available for selection when the Unlock schedule #1 becomes valid.

From the Unlock schedule #2 list, select the schedule applicable to the second group of floors.

5 From the Floor group #2 list, select the appropriate floor group. Only floors that have a valid
schedule in the Floor group definition will be “unlocked” or available for selection when the

Unlock schedule #2 becomes valid.
Important Notes:

d» The Unlock schedule defined during a door definition (Door menu, General tab) will

OVERRIDE these schedules even if they are valid.

D  Only one Unlock schedule can be valid at a time. For example if the first schedule (Unlock
schedule #1) is valid from 6h00 to 9h00 and the second schedule (Unlock Schedule #2) is
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valid from 7h0 to 9h00, then Unlock schedule #2 will NEVER be valid since Unlock schedule
#1 is already valid.

D Do not overlap schedules. For example, if the first schedule is valid from 8h00 am to 17h00
and the second schedule is valid from 16h00 to 21h00, the gap (between 16h00 and 17h00)
can result in erratic operation of the elevator control system.

)

Only floors that have a valid schedule in the Floor Group definition will be “unlocked” or
available for selection when the unlock schedules become valid.

NOTE: For more information on how to program elevator control using REB-8 relays, see
“Defining KT-200 Expansion Devices” on page 85.

Configuring Door Events

To define door events:

1 In the Doors window, select the Door events tab. This is to define the relays (or relay groups)
that are to be activated on specified events.
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Fricrity call type
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2 Select the relay that will be activated locally, on such events as: Door forced open, Door open
too long or Door alarm on relock.
3

Under Priority call type, assign the call type option that best suits event reporting.
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4 To access the Priority call type feature, the site connection type must be set to Modem.
Once all door event features have been set, select the Access events tab to define relays (or
relay groups) that are to be activated on miscellaneous events.
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@ NOTE: EntraPass offers you the ability to define a relay that will be activated if the Extended
delay feature is used. The card used must be defined with this feature. Only KT-100 and KT-
300 can be configured with the Extended delay feature.

5 Select the relay that will be activated locally, on such events as: Invalid card status, Bad
access level, Other access denied, Duress alarm, Access granted and Card traced.

6  Under Priority call type, assign the call type option that best suits event reporting.

@ To access the Priority call type feature, the site connection type must be set to Modem.
To define options for a KT-100 and KT-300:
Please note that the following options are available with KT-100 or KT-300 controllers only.
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1 Select the Options and alarm system tab.
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2 Check the Unlock door by schedule after first access granted option to unlock the door
automatically when a first card is read.

3 Motor lock delay: enter the time (minutes:seconds) after which the door will be considered
locked. This feature is used in specific applications such as bank vaults to compensate for the
slow motor locks. Adding this delay avoids false door forced open alarms if a user is opening
the door before it has been completely secured at the end of unlocking delay. The default
value is 0:00 for inactive. For example, if this delay is set to 5 seconds and unlocking delay is
20 seconds after access granted; the lock output will deactivate after 15 seconds and no door
forced open alarm will be generated if the door is opened during the last 5 seconds.

4 1If a second card read is required, select a schedule from the Second card schedule required
(two-man rule) list.

NOTE: When KT-100 and KT-300 are installed, the system offers the ability to interface an
external alarm system.

Configuring External Alarm System Options

KT-100 and KT-300 offer the ability to interface with any external alarm system. When you add
these Kantech controllers to an existing alarm system, cardholders can arm/disarm an existing
system, simply by presenting a valid card on an entry/exit door. Adding a keypad will increase the
system security since cardholders will be required to enter a PIN in addition to presenting a card.

There are five options to arm/disarm or postpone an external alarm system:
D On avalid card read on an arming reader
D On avalid arming code entered on a keypad
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By pressing a button on a keypad
By pressing a button connected to an input
By an automatic arming/disarming schedule

There may be a combination of the three options. For example, an alarm system will be disarmed
with a correct access code during a valid predefined schedule and after a valid card read.

To configure external alarm system options:

Select the External alarm system options button (Door > Options and alarm system tab). The
Options and alarm system tab appears when a KT-100 or KT-300 is selected.

Arming request input
| [)]i02.01) 01 - 02 - Input Security Office o

¥ ‘Wait for access granted to arm

Enable arming request schedule ¥ Re-ock door on request to am

r irays Valid ‘"'I ¥ Prevent arming request on input status
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Exit delay [hh:mm:zz) I 01:00:00 External alarm spstem panel status
Entry delay (hhommss) | o1Ee00 | [)]i02.01) 01 - 02 - Input Security Office o
i'L Cloze | x Cancel | ? Help |

In the Arming request window, select the Arming request input. This is the input that is
activated on an external alarm arming request. Once you have selected an arming request
input, you have to set the schedule during which the request will be valid.

If applicable, select an arming access level from the list. The Group option allows you to
select all access levels. Choose Single if you want to select a specific level. If the level you
want does not appear in the list, you may create a specific level to arm the external alarm
system (Users > Access level definition).

Use the right-click menu to create a new access level.

To increase the security of your alarm system, check the Wait for access granted to arm option.
This will oblige the user to present a valid access card before pressing the selected Keypad
button. You may also check the Lock door when system armed option for increased security.
Specify the Exit delay and Entry delay (h:mm:ss). The Entry delay is the time during which the
alarm system is bypassed after an access granted event. The Exit delay is the period before
which the system is armed. The maximum values are 9:06:07 for both the exit and entry
delays. Usually the entry delay is shorter than the exit delay.

Select the input that will indicate the status of the external alarm panel. When the selected
input status is “normal”, this indicates that the external alarm panel is armed.
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8 Seclect the Input tab to define input devices that will be supervised or shunted (no supervision)
when the alarm system is armed. The input description column contains all the inputs that are
defined in the system.

'I' Alarm system options E
gy e—
Description Supervized | Shunted | Shunted | Shunted ¥ Clear all |
on entry on exit on digarm .
[02.01] REX Back Droor x| x| x| x|
i'L Cloze | x Cancel | ? Help | Hl

9  Check the Supervised column for inputs that you want to be supervised by the external alarm
system; check the appropriate column for input for which you want to suspend supervision (on
entry, on exit, or when the alarm system is disarmed).

10 Select the Postpone arming tab to select the input that will be enabled to postpone arming.
Select also the applicable schedule from the Enable postpone arming schedule.
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11 You may check the Wait for access granted to postpone option. If this option is checked, the
alarm system will be postponed only after a valid card read and the cardholder will then press
the selected keypad button to postpone the external alarm system.

12 Select the Postpone or disarm access level from the list.

13 Select the Relay tab to define a relay or a group of relays and input status for the external

alarm relays.
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NOTE: When you select an Alarm relay, you may specify its activation type. It may be
activated permanently or temporarily.

14 Under Priority call type, assign the call type option that best suits relay activation reporting.

@ NOTE: To access the Priority call type feature, the site connection type must be set to Modem.
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Configuring Relays

2

The output control relays provided on each KT-100, KT-200 and KT-300 can be used to activate

alarms or other devices such as lighting control, ventilation, and air conditioning.

These relays can be activated according to schedules, events reported by the system, activated to

indicate the status of an alarm system, or a combination of different logic conditions.
To define relays:
1 From the Devices definition tab, select the Relay icon.
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2 Select the Gateway, the Site and the Controller from the displayed drop-down lists.
3 In the Relay drop-down list, select the relay for which you want to define settings.
4  Specify the Operating mode for the relay:
» Normal: the relay is normally de-energized (deactivated) until it is energized (activated)
by an operator, an event or any other system schedule.
D Reverse: the relay is normally energized (activated or resting) until it is de-energized
(deactivated) by an operator, an event or any other system function.

5 Specify the Automatic activation schedule: when this schedule is valid, the relay will be
triggered (activated or deactivated) according to the specified activation mode.

6  Specify the Disable relay action: when this schedule is valid, the relay will be deactivated (or

activated) according to the predefined operating mode.
7 Set the Temporary activation timer to indicate the delay during which the relay will be

temporarily triggered following a temporary activation, whether it is manually, by an event or

by any other system function.

NOTE: When the timer is set to zero, the default activation delay is set to five seconds.
Maximum time allowed: 255 seconds (4 minutes 15 seconds).

8 Select a video view and graphic associated with the relay, if applicable.
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Configuring Inputs

Door controllers can monitor the state of input points such as: door contacts, interlocks, alarm
points, motion detectors, temperature sensors, any REX and other devices with dry contacts. KT-
100 monitors the state of 4 input points, KT-200 monitors the state of 16 input points, and KT-300
monitors the state of 8 on-board input points, with a maximum capacity of 16.

For KT-200 only. Inputs are normally closed or normally open dry contacts connected in series
with one resistor. If the dry contact is connected in series with the green resistor, the input
number will be odd. If the dry contact is connected in series with the red resistor, the input
number will be even.

Input 1 (door contact) and 2 (request to exit device) are ideally reserved for Door 1 of the
controller whereas Input 9 (door contact) and 10 (request to exit device) are ideally reserved
for Door 2 of the same controller. The input that is used for the door contact or REX contact
SHOULD NOT have a “monitoring” schedule defined in the “Input Definition” menu.

For KT-100 Controllers. Input 1 is reserved for door contact while input 2 is reserved for a
request to exit device.

For KT-300 Controllers. Input 1 should be reserved for contact on door 1 while input 2 should
be used for request to exit device for door 1 of the controller. Input 3 should be reserved for

contact on door 2 while input 4 should be used for request to exit device for door 2 of the

controller.

To define input under a Corporate Gateway:
You may define Input devices from the Controller definition menu or from the Devices definition

window.

1 From the Devices definition tab, select the Input icon.

l Fnpet = 3
sl al ol Sl sl
Gateway | Corporate Gateway =] | Engish
Site I@Eorporate Site j Ilnpul Front Door
Cantraller J (1) KT 200Cerporate =] | French
Input M (01011 B i IEntrée Porte avant
General | Relay and imputl Elevatml Input evantl
Monitoring schedule
I_LdAIwaysvahd
MNormal condition
’7 € Closed " Dpened
Loop response time
Graphic
Response time [mm:ss:cc) 00:00:25 a
[ FirstFloar
Resztare loop response [mm.s3:cc) 00:00:15 Ji -."l
JE'L Close | 216 Cancel | ? Help |

2 Select a specific gateway (in the Gateway drop-down list), a site (from the Site drop-down
list), a controller (from the Controller drop-down list).
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3 From the Input drop-down list, select the input you want to define.

4 Assign a Monitoring schedule to the selected input: this is the schedule during which the
system will supervise the condition of the input. When the schedule is valid, a change in input
condition generates either an “Input in alarm” or “Input restore” event.

NOTE: The input that is used for the door contact, REX contact or interlock contact SHOULD
NOT have a monitoring schedule.

5 Specify the Normal condition for the input: it may be Closed or Open.

6  Specify the Site response time. This delay is expressed in minutes (mm:ss:cc). The maximum
time is 10:55:35 for both the alarm response and alarm restore times.
D Response time—The delay before the system generates the input and alarm event.

D Restore site response—The delay before the system generates the input restore events
(Corporate.

@ NOTE: Specifying the site response time reduces bouncing when the contact changes state,
and helps to generate only one event for each transition when this time is longer than the
bouncing time. For example, a 100 delay requires that a condition remains stable for at least
one second before it is reported. The range varies from 10 to 255 hundredths of a second.

7 Select a graphic in which the input has been assigned.

To define relays and inputs:

1 Select the Relay and input tab to define which relay(s) or input(s) will be activated or shunted
when this input is enabled.

{% NOTE: For the system to process properly the Reset delay on a temporary shunt, the Reset
delay for shunt temporary option has to be selected in the definition of the input that will reset
the delay. For example, if Input 1 will temporary shunt Input 2, the Reset Delay for shunt
temporary option must be selected in the definition of Input 2 and the Shunt delay must be
specified also in the definition of Input 2.

2 From the Activate relay list, select a relay or a relay group that will be triggered when this
input is enabled.

3 Check the Activate relay temporarily option, if applicable (Corporate. The relay will be
activated during the delay specified in the Temporary activation timer field of the relay
definition (Relays > Miscellaneous section).

@ NOTE: Setting the timer to 0:00:00 will instruct the relay to follow the input's state.

4 From the Shunt input list, select the input that will not be monitored when the input being
defined is enabled.
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5 Check the Shunt input temporarily option and the Reset delay for shunt temporarily, if
applicable (Corporate.

NOTE: When the input is restored or returns to normal condition, the shunted input will also
return to normal condition. The event “Input shunted by input” will be generated by the
system. When the input returns to normal condition, the event “Input unshunted by input” will
be generated.

6 In the Shunt delay (h:mm:ss) field, specify the period during which an input is not monitored.
Setting the timer to 0:00:00 will instruct the relay to follow the input state. The maximum
value for the Shunt delay (h:mm:ss) is 9:06:07.

To define an input for an elevator door:

When the input being defined/edited is used for elevator control, an Elevator tab is displayed in the
Input definition window.

You may associate an input to a push button. It can then be used by a guard or by a receptionist to
temporarily enable the floors defined in the Floor group activation section.

1 In the Input definition window, select the Elevator tab.

Gateway I@ 01 - ‘workstation EntraPass Special Editi j English
Site: I@Secunty Office = IF!eH 1 Main entraince
hl French

Cantraller @ (04) 04 - Security Office

Input |Frex 2 Ennée principale

General | Relay and input  Elevatar Ilnput avent

Select cab for floor group activation v e S
© Mo selection
Flaor group
® G [Efer Fioors =
© Cab#2 Enable schedule
& Cab #1 and cab #2 FdSummal oo

i'L Close | 26 Gae] | ? Help |

NOTE: Only the floors marked with an “X” in the State column in the Floor group menu will be
available for selection. The system will temporarily enable floor selection according to the
delay defined in the Unlock time of the Doors menu. A valid schedule has to be selected
(Enable schedule list) for this feature to be activated. It may be necessary to define a door as
an elevator cab to access this tab.

2 In the Select cab for floor group activation section, select the cab associated with the input.

3 Select the Floor group associated with the selected cab, that will be enabled when the input is
triggered.

4  Select a schedule according to which the defined input will carry out this command.
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To enable remote event reporting (Corporate:
1 Select the Input event tab.

T
B ‘nor M= B3
T 1 T T NN
Gateway I@ Corporate Gateway j English
Site I@ Corporate Site j IF!ex 1 Main entraince
Contraller I@ [01] KT 200Corporate j French
Input B# 07,011 Bes 1 Main entraince IHER 2 Entrée principale
General | Relay and input I Elevator  Input event |
Local activation relay Friarity call type
Input in alarm I ‘...I | Lo ot call =l

i'L Cloze | 56 Canel | ? Help |

From the Local activation relay list, select a relay or a relay group that will be triggered when
this input is in alarm (activated).

Under Priority call type, assign the call type option that best suits the reporting of the event
which triggered the input.

{% NOTE: To access the Priority call type feature, the site connection type must be set to Modem.
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Configuring Output Devices

&

Outputs usually control the reader LED and buzzer. There are four outputs available per KT-200
and KT-300 controllers (2 per door). A KT-100 supervises the state of two outputs.

Electrical outputs are configured as open-collector. They provide an open circuit when deactivated
(not connected to ground) and are switched to ground when activated.

You may configure Output devices from a controller definition menu or from a gateway window.

To define general options for an output:
1 From the Devices configuration window, select the Output icon.

B Fetput = B3
LEEEEERE

Gateway I@ Corporate Gateway j English

Site I@ Corporate Site j IDutput Corparate Site

Controller I@ [03) K.T-300 Corporate Site j French

Output [ 02.01) 01 - KT-300 Corporate Site [=]/| [sertie Site Carporate

General | Definiion |

—Operating mode Mizcellaneow
& Normal CR
ains Bvelse Activation period [mm;:sz) 0:05
—Selected doors Giraphi
" Door 1 apnie

 Door 42 irstFloor ‘...I

& Dioor #1 and door §2

i'L Cloze | x Cancel | ? Help |

2 Select the physical components related to the output: gateway, site, controller for the output.
3 From the Output drop-down list, select the output you are modifying.
4  Specify the Operating mode for the output device:
» Normal—The output is switched to ground when it is activated.
» Inverse—The output is an open circuit (not grounded) when it is activated.
5 In the Selected doors section, select which door will affect the output you are configuring:
» Door #1—Only the first reader port will follow the state programmed for these events.
» Door #2—Only the second reader port will follow the state programmed for these events.

» Door #1 and Door #2—Both reader ports will follow the state programmed for these
events.

NOTE: This option is not available with KT-100.
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6 Set the Activation period (m:ss) delay. It defines the activation time in seconds during which
the output remains active when it is programmed for a temporary activation. An e will leave
the output activated indefinitely, regardless of the activation type.

NOTE: If you are using the Video Integration feature, EntraPass enables you to assign all
system components into a video view, the same way you assign them to a system interactive
floor plans (graphics). To do this, you simply select the video view where you want the system
component (Workstation, site, gateway, controller, etc.) to appear.

To associate events with auxiliary outputs:
System events can trigger auxiliary outputs. You can define how each event will trigger the output.

1 Select the Definition tab to associate a door event with an auxiliary output.

B Fetput

EEEERERNE

[ [ x]

Gateway I@ Corporate Gateway j English
Site I@ Corporate Site j IDutput Corporate Site
Controller I@ [03) K.T-300 Corporate Site j French
Olutput J@ [ 03.01) 01 - KT-300 Coporate Site =] | [5ortie Site Corporate
General Definiion |
Event Options ﬂ
Arcess granted Steady j
Access denied Mone
" Steady timed
Time-out on access granted Flazh timed

Waiting for keypad

Flash |
Time-out on keypad lFla_h_t_

S fmed ¥

Bad code on keypad Flash timed L J

Walid floor selection Steady timed L J
Irvvalid flocr selection Flash timed ¥ LI
i'L Cloze | x Cancel | ? Help |

2 In the Options column, associate an event with an output state.

Steady timed—The output given this option will not flash, it will remain activated for the
specified activation period and will return to normal state when the activation period is
over.

Flash timed—The output will flash and remain activated for the specified activation
period and will return to its normal state when the activation period is over.
Steady—The output given this option will not flash, it will remain activated until it
returns to normal condition.

Flash—The output will flash and remain activated until its condition returns to normal.

NOTE: The on-off delays for the outputs are pre-defined during the Gateway definition. For
details, see “Configuring EntraPass Gateways” on page 72. Events for timer on/off vary
depending on the type of the selected gateway.
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Chapter 5 ¢ Video Integration

EntraPass adds real-time monitoring capability to the Corporate and Global series as a response to
the growing importance of video in access control systems. The new feature allows operators to
define Video parameters and use video features from EntraPass Corporate and Global Edition user
interfaces.

EntraPass administrators have to define video configuration and viewing parameters including:

D Video servers for use in EntraPass (identifying the Video source and specifying cameras
connected to it)

D Video views for Video monitoring using EntraPass desktops
D Video recording triggers
D Recording parameters, etc.

They have also to assign appropriate operators’ permissions and define a Video desktop and/or
assign a video view icon in graphics (such as floor plans).

NOTE: Installing and using the Video feature may take a great amount of your company
network bandwidth (LAN or WAN). The network administrator may control the use of the
network bandwidth for video data transfer.

The following diagram shows how the Video feature is integrated in EntraPass.

Kantech Server: it provides
video record information

_Jinm}
ErtraPazs Server

fﬁ Intellex Server

I{} Ethemet link }
Intellex Server
- or another Live
DLL for all video 7] Video Server
displays

EntraPass Workstation. Provides -
functionalities to view live and recorded

video
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Configuring the Video Server
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A Video server is connected to EntraPass through a specific IP address. The Video Server
captures, stores and distributes video images to the EntraPass desktops for monitoring and
surveillance purposes.Video data can then be accessed by any EntraPass workstation (with
appropriate permission) through the network.

In order to use the Video feature in EntraPass, the video server must be identified to EntraPass. To
do this, you have to:

D Define the Video server communication settings
D  Specify video parameters including the number of cameras connected to the server
D Set communication delays, etc.

To define the Video Server communication settings:

1 From the EntraPass main window, click the Video tab, then click the Video server icon in the
Video window toolbar. The Video server window appears with the General tab enabled.

2 video Server E=E
&) ] =l ] =]
English

IKantech Training

“ideo Server I@ K.antech Training j e

ISaIIe de cours Kantech

General | Login |

Video server type Ilntellex D41 E000 'l Wideo server p
v Online MNumber of cameras |3 3:
I‘ID 15,091
1P eelliess Polling frequency [m:ss] |1 ;30
Video |50D1 A I?A
Palls before communication failure 2 —
Communication |5UUU -
Evert EHE Timezone adjustment IU-U Ev
venl
5 ¥ Time for clock synchronization [hh:mm) |D2:DD
¥ Specify Video Server login Import camera details |
i'L Cloze | x Cancel | ? Help |

2 From the Video server drop-down list, select the Video server you want to configure (or click
the New icon to create a new one), then assign it a descriptive name in the language section. It
is recommended to supply a name in the two languages if you are running the application in
two languages.

3 From the Video Server type drop-down list, select the Video brand for the Video server you are
configuring.

NOTE: The current version of the software integrates Intellex only. EntraPass supports all
version of Intellex, including Intellex LT. This later version limits the number of cameras to 4
and removes the event control feature from the Camera menu.
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Check the On-line option to tell EntraPass that the Video server is on-line.

NOTE: The On-line option must be unchecked when the server is off-line for long periods such
as maintenance reasons, for example. Otherwise, EntraPass will continue polling the video
server; this may cause the system hang.

5

In the IP address ficld, specify the static IP address of the Video server. Make sure that the
Video server is set to a static IP address. For specific information about the video server IP
address, contact your network administrator.

Specify the port information for Video, Communication and Events. Make sure that these are
the same used by the DVR (Digital Video Recorder).

NOTE: The TCP port (Transmission Control Protocol) is used by the Video application to
communicate with EntraPass. Options displayed in the TCP port section depend on the device
you are configuring. For details about ports and their settings, contact your network
administrator or the documentation provided by your Digital Video Recorder (DVR) vendor.

7

Check the Bypass PING for identification option if you want to save on Network utilization. In
fact if this option is not checked, the workstation will continually poll for server
identification.

Check the Specify video server login option if you want users to enter their credentials before
accessing the Video server. If this option is checked the Login tab appears in the Video Server
window.

In the Parameters section:

D Enter the Number of cameras: the number of cameras connected to the video server (or use
the up/down arrows) or click the Import camera details button to get this information from
the video server.

D Specify the Polling frequency (mm:ss). The polling frequency refers to the delay between
two polls from the Kantech Server to the Video Server. This operation is processed by the
Kantech Video Server Interface.

D Specify Polls before Communication failure. This refers to the number of unsuccessful
polls before the EntraPass Server declares the Intellex server offline. For example, if you
enter 4 in this field, EntraPass will attempt to connect four times to the video server
before it declares that the Intellex server is down.

» Indicate the Timezone adjustment: Using the up/down arrows, specify the Timezone
adjustment if the Kantech server and the Intellex server are not in the same timezone. The
timezone adjustment refers to the timezone difference between the Intellex server and the
Kantech server. Adjusting the timezone enable workstations to retrieve events generated
by the Intellex server at the Kantech Server’s time.
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D Check the Time for clock synchronization box. The Time synchronization refers to the
time of the day when the video server will synchronize with the Kantech server for date
and time. This operation is processed by the Kantech Video Server Interface.

NOTE: The Kantech server serves as the reference time source. Intellex server will process
the time according to the Kantech Server’s time. For example, if the Kantech Server’s time is
3:00 and that of the Intellex server is 2:00, the Timezone adjustment data will be -1 so that the
Intellex server can display the correct information about an event that occurred at a specific
time.

NOTE: The Import camera details from DVR button offers a fast way to define cameras
connected to the video server. In fact, when you click this button, EntraPass will connect to
the Intellex server and get the number and default names for cameras connected to the video
server.

15_;, Yideo Server m (
REREFIEETE

English
Fantech Video Server

Yideo Server

French

Serveur Video Kantech

General  Login

Login infarmatior

Domain name: I

Login name IJ ohi Username

Password Ixxx

Passward confirmation I

i'L Cloze | 56 Canel | ? Help |

10 If the Specify video server login option is checked, select the Login tab, then enter the login
data in the displayed fields:

» Domain name field: enter the domain name if users must provide a domain name when
accessing the network. For details about domain name information, contact your network
administrator.

> Login name: the login name will appear in all events triggered by this operator.This is
different from your EntraPass login name.

D Password: unique alphanumeric identification, minimum 6 characters. The password is
case-sensitive.
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» Password confirmation: the password for confirmation must be identical to the password
entered in the previous field. If you get an error message, make sure that the Caps Lock
key is activated.
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EntraPass offers you the ability to assign names to cameras, presets, and patterns for easy
identification in the Video desktop and in all system video events.

The definition of a camera includes identifying its:

D Type (fixed or dome)

D Presets (for dome cameras)

D Patterns (for dome cameras)

The camera name is displayed when viewing live or recorded video events. The default names are
Cameral through Camera n (where n is the last camera number).

To define a camera:

1 From the Video window toolbar, click the Camera button. The Camera window appears.

=10 x
R EEIERNTE
English
Widea Server I@ Serveur Video Kantech j IE:E"'“E'B‘I 0
Carmera Bl Cameral French
IEamera‘ID
[rerers |
Camera type Dome j
w | v Showcamera
v & i
| Define specific events
Prezet and patterr
MNumber of presets 1] -
MNumber of patternz 1] -
i'L Cloze | 56 Canel | ? Help |
100 [15/04/2004 2:47 PM [Installer Io [o | IEE |G Io 1

2 Select the camera you want to define, then assign it a descriptive name in the enabled
language fields. It is recommended to assign a name both in the primary and secondary
languages if the system is running in two languages.

3 Select the Camera type from the drop-down list.
D Fixed: no preset/pattern, operators cannot control a fixed camera.

D Dome: preset and pattern available; selecting this option allows operators to control the
camera. If you select this option, assign descriptive names to the camera presets.

4  Check the Show camera option for the camera to be accessible for selection and display in the
Video view desktop. It is important to check this option if you want the camera to be enabled
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in EntraPass. Only operators with appropriate permission will be able to view a camera with
the Show camera option not checked (Hidden/covert cameras). To assign permission to an
operator: System > Operator definition > Privileges.

@ NOTE: If you leave this box unchecked while defining a camera, the camera will not appear in
the Video view component window (Video view > Modify video view components) and will not
therefore be assigned in the Video desktop for view. This feature allows to hide a camera from
all view. However, all links and references to this camera will be kept. This feature is different
from deleting a camera since links to a deleted camera are deleted as well.

5 Check the Continuous recording option if you want this camera to record without stopping.

6 Check the Define specific events option if you want to define specific events that will be
recorded by this camera. By default all camera events are displayed in the Video Events List.
However, you can decide which events will be recorded by a specific camera by checking this
option. When you do this, the Event tab appears. You can then select it and select which
events will be recorded by the camera being defined.

7  Specify the Number of presets and the Number of patterns using the up/down controls, if the
selected camera is a dome. The Preset name and Pattern name tabs appear in the Camera
window when this number is greater than zero.

8 Click the Preset (or Pattern) tab to call the Preset (or Pattern) window.

. Camera =[=0x]
REEEEIEETE |
English
Video Server I@ Serveur Video Kantech j IE:E"'“E'B‘I 0
Camera I@ Camerall j French
IEamera‘ID
General Preset | F'atteml
# |English French Default |
1 Preset #1 Présélection #1
2 Preset #2 Présélection #2
3 Preset #3 Présélection #3
4 Preset #4 Présélection #4
i'L Cloze x Cancel | ? Help |

9

Select a table cell, then overtype the default name. If you are running the system in two
languages, enter the name in both the primary and secondary language, then click Close button
to close the Preset (or Pattern) window.

@ NOTE: If you select a Preset name or Pattern name and click the Default button, the assigned

name is replaced by the default name.
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Associating a Camera with an Icon

EntraPass offers you the ability to associate a specific icon with a camera for easy identification in
the Video desktop and system Graphic.

To associate an icon with a camera:
1 From the Camera window, select the camera you want to associate with an icon, then click the

Camera icon ( "") in the Camera window toolbar. You can also double-click the button next to
the camera type drop-down list. The Define camera icon pop-up window opens.
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Choose an appropriate icon to associate with the selected camera, then click OK to close the

Select an icon pop-up window. When you do this, a camera is associated with an icon using

the icon index.

2
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NOTE: The Add and Delete buttons allow operators to add other camera icons for selection or
to remove icons from the displayed list.
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Defining Video Views

5 « Defining Video Views

Once the video server is defined and its cameras identified, operators can define video views that
will be displayed in the Video desktop for viewing and monitoring purposes.

EntraPass operators will then call pre-programmed presets and patterns. There is no limit to the
number of presets that can be defined in the system.

EntraPass Devices (Workstations, Gateways, Sites, Controllers, etc.) can be associated with Video
views. Later, the Video view can be selected in the components definition in order to display the
component in the video view.

To define a video view:

1 Select the Video view button from the Video toolbar. The Video View window appears with
the General tab enabled.

=7 Yideo view o ] 5 |
eI
English
IF'arking Wiew
Wideo view
French

IVue exterieurs

General | Dstails |

Default size on Yidea ILast uzed 'l v Enable video sequence
i : ID:DS
e lm [ Delay befare launching sequence [m:ss]
Fiefrezh rate percentage LN Camera display delay [m:ss] ID:DS
[ Revinitialize video view delay [mm:ss] ID‘I:DD Freset display delay (m:ss) ID:‘ID
Yideo contral Pattern dizplay delay [miss) 0:20
|v Show metrics | Auto-hide text Graphic display delay (m:ss) o0
|+ Show camera contral | Enable image zoom
[v Show overlay =B Modify Videa view companents |
i'L Cloze | 56 Canel | ? Help |

2 From the Video view drop-down list, select a video view (or click the New icon to create one),
then assign it a name in the language section. If the system is running in two languages, you
have to give a name in each language.

3 From the Default size on video drop-down list, select an appropriate size for the image that will
be displayed: you may choose to select a smaller size if you have to display the Video window

with another window.
D Large: 1024x768
» Medium: 800x600

» Small: 640x480

d» Tiny: 400x300

D Last used: displays the size that was previously displayed in the Video desktop.

127



CORPORATE EDIT

ION

128

ENTRAPASS

Reference Manual

4  From the Default size on graphic drop-down list, select a size for the image that will be
displayed on the system graphics (Large, Medium, Small, Tiny, Last used).

5 Specify the Refresh rate percentage using the Up/down arrows.

NOTE: The Refresh rate percentage is related to the image compression/quality. The image
quality impacts the system performance: the higher the quality, the lower the compression
and the lower the system performance will be. If you set the Refresh rate to high (> 80), the
compression will be low. As result, the application will use a larger network bandwidth. This
may result in a slower process. The following table shows the recommended options:

Quality Description Result

80 and Over Super quality Images are recorded at the highest image quality, using the

lowest level of compression. This setting requires the high-
est amount of storage space and network bandwidth.

60 Normal, Images are recorder at normal image quality. This setting
Default provides a balance between compression and storage space
requirements. The smaller, more subtle changers between
images are ignored.
40 Low quality Images are recorded at low image quality, using the highest

level of compression. This setting requires the lowest
amount of storage space and network bandwidth.

6  Check the Re-initialize video view delay (mm:ss) if you want the system to refresh the displayed
image. If you check this box, the displayed image will be automatically updated when the
specified delay is elapsed. This feature is very useful if the defined camera view includes
patterns or presets.

7 From the Video control section, make the appropriate choices:

Show metrics: this option enables the system to display the number of frames per second
(Fps) and the number of bits per seconds (Bps) for the selected camera. The information
appears in the upper section of the Video window (and in the Video desktop).

Show camera controls: check this option for use with dome cameras. Selecting this option
allows operators to control a dome camera. It is not available with fixed cameras.

Show overlay: check this option if you want the camera identification (camera name and
server) to appear in the Video desktop.

Auto-hide text: if this option is checked, the system will not display the information
related to a camera.

Camera image zoom: check this option if you want to display the zoom value for the
selected camera. This option is not enabled in this release.
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8 Check the Enable video sequence box to alternate video images in the Video window. If you
have defined a 2X2 view, then the video pattern will be composed of four images alternating
in the video display according to the delay specified in the Video display delay field. If you do
not check this option, the video view will display a static image.

9  Check Delay before launching sequence (m:ss) box to specify the transition delay before the
images start alternating in the Video window.
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10 Specify the display delays for Cameras, Presets, Patterns and Graphics.

NOTE: These delays indicate the time interval during which a video or graphic appears in the
Video display before it is replaced by another. Refer to the following table for the minimum/
default delays. The maximum delay is 9:59 seconds.

Delay Minimum (seconds)

Delay before launching sequence | 2 seconds

Camera display delay 3 seconds
Preset display delay 5 seconds
Pattern display delay 20 seconds
Graphic display delay 5 seconds

NOTE: Select the Details tab to view data about the selected view: video servers, cameras, and
when applicable, camera presets and patterns.

Fvdeowew
R EERD

English

J IF'arking Wiew
Wideo view Parking i i
I@ arking Wiew Frerch

IVue exterieurs

General Details |

Yideo server Camera

Preset or Patern

E 2 Kantech Video Server

i'L Cloze | 56 Canel | ? Help
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Modifying Video View Components

Video presets and patterns enable users to perform automatic actions on domes. They are
configured for view in the desktop dedicated to Video. They enable to optimize the time dedicated
to video viewing when displaying videos using pre-programmed views.

To define a video view:

1  From the Video view window, click the wm bodify Videa view components button
to edit or create content for the Video view desktop.

= 7'¥ideo view components x
i

x Cancel |
? Help |

Do
- Preset #1
- Preset #2
- Preset #3
- Preset 4
- Pattern #1

- Paltem #2
- Entrance
- |dir Cam#3
- CameradT
- Camerad
- Camerab
- Camera?
- Camerad

Graphics
Main Building Interactive Plan

@ Test |

2  From the left panes, select a camera, a camera preset, or a camera pattern, then drag it into a
right pane cell. A camera is identified by its name and corresponding icon. A preset is
identified by the camera name and the preset name.

NOTE: A specific camera can appear in more than one cell; in this case, the Enable video
sequence” option must be disabled. A graphic can appear only in one cell. You can put
cameras from different Video Server but the source must be from the same vendor.

3 Click one of buttons in the upper part of the right pane to specify the number of images you
want to display:
D Click the 1 X 1 button to display 1 image
D Click 2 X 2 to display 4 images
D Click 3 X 3 to display 9 images
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D and 4 X 4 to display 16 images.

@ NOTE: The number of the images displayed influence the speed of the network bandwidth. For
example, if you are displaying 4X4 images, the network bandwidth will be slower than when
you are displaying a 1X1 image.
4  Click the Test button to view the result of the selection. The displayed Video view appears in
the Video desktop for video monitoring and surveillance (Desktops > Desktop dedicated to
video monitoring).

“T'Live ¥ideo display

Camerab
Intellex

5 .'- L ﬁ Lin g o
=l nte he-.{"‘ B i

{% NOTE: To delete a camera from a cell, right-click it, then select Delete from the shortcut menu.

5 Click the Close button (bottom left) to close the Video test window.
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Video Triggers

Video triggers are system events that start or stop recording. Any event related to the selected
component type can trigger recording including exception events originating from a video server.
A source component must be specified for each type of triggering event. For example, the “door”
component must be specified for the “Door forced” event message. There is no limit to the number
of definable video triggers.

Defining Video Triggers

2

The following information can be defined:
» Name in two languages

D Component type: type of component to be programmed for the trigger. Events are related to
system components: gateway, site, controller, etc.

Based on an event that occurred on the selected system component, the trigger will start or stop

recording.

NOTE: The list of parameters depends on the video server type connected to EntraPass. It can
vary depending on server feature availability and decisions on subsequent implementation. All
EntraPass events can be associated with the video trigger function.

To define a video trigger:

1 From the Video toolbar, select the Video trigger button. The Video trigger window appears.

& video trigger

English

IDoor AlarmTrigger
‘ideo Trigger Cioor AlarmT ngger

French
I Declencheur d'alarme

Compaonent type Ewent list
IDDD[ j Access - door opened ﬂ
ezt iccess ;jdoprdunlocked
coess denie
01.01] Controllerf! Doordil -
I [ ) J Access denied - alarm system armed
Trigger validity schedule [[] Access denied - area not clear
I'_d Always valid “.I [ Access den?ed - bad access level
- [[] Access denied - bad card status

[[] Aceess denied - card already busy

[[] Access denied - card expired

[[] Access denied - card last or stalen

| I P, e BT e HE LI

1 Cloz= | 56 Canel | ? Help |
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2 Click the new icon (or select an existing trigger if you want to modify one). Assign a
descriptive name to the trigger.

NOTE: An alert message appears when you attempt to save before selecting the component
type as well as the component for the trigger being defined.

3 From the Component type drop-down list, select the component type that will trigger a
recording event. The Event list (right pane) displays events that are associated with the
selected component type. For example, if the selected component type is a Door, all door
events appear in the Event list (right pane).

4  From the Component drop-down list, select the component that will trigger the recording
event. It may be a door controller, for example.

5 From the Trigger schedule select a schedule for the trigger to be valid. If necessary, you can
define a specific schedule for this trigger (Definition > Schedule). If there is no schedule
selected for a trigger, the trigger will be disabled.
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Recording Parameters

The Recording Parameters menu enables users to define parameters that control video recording
and to associate recording parameters (such as video source, cameras, etc.) with a video trigger.
For each recording event, you must specify parameters such as the video server source, the
camera, etc.

A recording can be stopped by a timer (maximum recording time) or by a trigger when a stop
recording trigger is used.

A source component must be specified for each type of triggering event. For example, the “door”
component must be specified for the “Door forced” event message. The resulting action (whether
to start or stop recording) must also be specified.

EntraPass offers you the ability to associate multiple recording parameters with one trigger. In this
case, all recordings will be associated with the single event and it will be possible to save all
record segments as a single event recording.

Setting up Recording Parameters
The Video record window lets you configure how EntraPass Video records videos. You must
possess the appropriate privileges to set up this feature.

There is no limit to the number of definable recording parameters. The following information can
be defined:

Name in two languages (for systems in two languages)
Video source (server and camera)

Preset and patterns

Start recording trigger

Pre-alarm time

Maximum total recording time, etc.
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To set up recording parameters:

arametere

1 From the Video toolbar, click the Recording parameters icon'==* .The Recording parameters

window appears, the General tab enabled.

P

ERecording parameters

EERERERNE

English

IM ain Entrance

Recording parameters I Main Entracce Video j

French

IEntree principale

General | Stap recording trigger |

—Yideo source Start recording trigger
Wideo Server I_ ' IDoor AlarmTrigger ...I
Kantech Yideo Server "'I ..
< 4 Timing:
Camera Pre-alarm time [m:sz] 0:10
I Dome RD j
M aximum tatal recording time [m:sg] 500

Usze prezet or pattern Mone j

|v Custom recording rate [fps] |2.5 fps VI
Preset or patterm |1 3:

|v Stop recording trigger

J1 Cloze | X Cancel |
2 Click the New icon to create new Recording parameters (or select one from the Recording
parameters drop-down list) and assign a descriptive name to the Recording parameters.
3 From the Video server pop-up window, select the video server that will be used for the
Recording parameters.
4  From the Camera drop-down list, select the camera for this Recording parameters.

NOTE: If the selected camera is a dome, you can specify the preset and pattern name and
number. Defining these options allows you to direct the camera to a specific position for
recording. However, the pre-alarm time feature may not work well with the preset/pattern
option. In fact, the pre-alarm may be triggered when the camera is directed to a location
different from the one where the video recording event occurred.

5 From the Start recording trigger pop-up window, select the Video trigger you want to associate
with the Recording parameters being defined. The Video trigger pop-up window displays all
video triggers defined in the system.

6 In the Timings section, specify:

Pre-alarm time (m:ss): This option enables users to retrieve from the Intellex server, the
the segment that was recorded before recording was triggered. For example, if a recording
was triggered at 2:00 PM and if the Pre-alarm time is Imin. 0 seconds, the record segment
will start at 1h 59.
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» Maximum total recording time (m:ss): This options allows you to specify a maximum
length for the recording. This includes the pre-alarm time but not the post-alarm recording
delay. The maximum allowed is 5 minutes.

7  Check the Custom recording rate (fps) option if you want to enable the custom rate option so
that EntraPass can override the Intellex image rate settings. Using the up/down arrows,
specify the recording rate for this Recording parameters. The value you set will be used by
EntraPass exclusively for the selected Recording parameters. By default, this value is set to
2.5 fps. The average value is 7.5 fps. Below this value, there is no motion. When the value is
set to a value grater than 7.5 fps, for example 8.5, there is motion. Adversely, the computer’s

performance can be affected.

NOTE: The record rate is defined in frames per second (fps). The frames per second (fps)
relates to how many pictures it will record in a second. Real time recording is about 30 fps on

each camera.

8 If you want to associate the defined recording parameters with a trigger for stopping

recording, check the Stop recording trigger option. If you do this, the Stop recording trigger tab
appears in the Recording parameters window. You must specify:

ERecording parameters

I RERERE

English

Recording parameters I Fecording parameters #1

General  Stop recording trigger |

Post-alarm recording delay [m:sz) ID:‘I 1]

J IHecording parameters #1
-
French

IHecording parameters #1

Access denied

Droor AlarmT rigger

Croor Modification
Gaeway Trigger

Yideo on Access Denied
fiden Trigger #1

i'L Cloze |

x Cancel | ? Help |

D Post-alarm recording delay: this delay enables the system to end recording when recording
is stopped by an end recording delay condition

D Trigger: select one (or more) trigger(s) that will stop recording.
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Video Event List

The Video Event List menu displays all video segments recorded in the system. These video
segments can originate from three sources:

D  Video triggers
D Manual requests from operators
D Automatic recordings from video servers

Using the Video Event List
The Video Event List window shows all video events as well as their description.
You can:
D Search for a specific event associated with a video segment
D Play a video segment
D Export the video segment to other applications

@ NOTE: Operators must have appropriate rights in order to search, play or export video data.

Finding Video Events

Use the Search button to locate and view video segments. The Events tab allows you to filter
events. The Options tab allows you to determine the size of the video for the search feature.

Operators must possess appropriate access right to perform this task.
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To find video events:

1 From the Video events list, click the Search button @ Search | The Find video event
window appears.

&5 Find video events ®

Start date and time [14/0422004 [ |oo00:00 " 0K |
End date and time [14/0422004 [ |oo00:00 3 Cancel |

Yideo Server | Eventsl Dptionsl

v &l video servers

Kantech Video Server

2 From the Find a video events window, select the Start date and time for the video event you

want to view, then select the End date and time for the video event. You get an alert message
if specified time exceeds one hour.

3 Select the video server that you want to include in the report. You can select All video servers
if you want to search through all video servers defined in the system.

NOTE: If an event was registered by more than one video server, at least one of the servers
must be selected for the event to be included in the list.

4  Select the Events tab to filter events to be included in the report. You can select All events all
check specific events.
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5  Select the Options tab to filter video segments according to their length.

T Find video events

o
EEE- |

6 To specify the size of the video segment you want to view, check the Size filter option, then
enter the length in the Greater than (mm:ss) and Smaller than (mm:ss) fields. The value entered
is in minutes and seconds.

7  Click OK to go back to the Video event list window.
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To display the video event list:

1 From the Video window, select the Video event list icon _@_ to display the Video event list

2004-04-04

2004-04-04 114027 Door definition modified
2004-04-04 114300 Door definition modified |
2004-04-4 1150027 Door definition modified
2004-04-051126:00  Door definition modified Carmcnt
2004-04-05 114027 Door definition modified
2004-04-05 114300 Door definition modified
2004-04-05 115027 Door definition modified

window.
, Yideo event list _ O] x
Date & Time | Event Details | Eamerasl Image I

200M-03-2023:26:00 Door definition modified st

2004-03-31 21:40:27  Recording requested by operator WWorkestation

2004-04-0311:26:00  Door definition modified (1) Addinonal Warkstation

2004-04-03 11:40:27  Dioor definition modified Operator

2004-04-03 11:48:00  Door definition modified

2004-M-03 11:50:27  Door definition modified |Kantech

2004-04-04 0 Door defintion modified Door

J004-04-04 314037 Recording requested by operator [(01.01.01)1717 Parking Barrier
12600 Door definition madified

% Search | D Flay | @ Export I Save | 2@ [Carce| |

i'L Cloze | ? Help |

2 From the Event list, select a video event segment. The left pane displays all events associated
with a video segment. The right pane enables users to view the text description of the video
content.

3 Do one of the following using the buttons described bellow:

Button Use description

Use this Search to search for events associated with a video segment. For
¥4 Search details, see “Finding Video Events” on page 138.
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Button Use description

Use the Play button to view a video event. When you click this button,
| the Video desktop displays the video event. If only one camera was used,
the system displays the duration of the video event. If the video event was
recorded by more than one camera, the video server will use the most
optimal format. If the video event was registered by more than one
server, it is possible to select a specific video server. For example, 2x2 for
a maximum of 4 camera, 3x3 for a maximum of 9 camera or less and 4x4
for a maximum of 16 cameras. For events with various length, events will
be played based on the longer event.

[} Flay

The KVI (Kantech Video Intellex) and KVA (Kantech Video AVI) for-

mats are available for your export needs. These formats allow users to
[E Export | store all the data relative to a video event such as the event icon,
description, etc.

The Save button is enabled when an operator enters data in the Comment
| field. It enables operators to save comments associated with a video
event.

EayE

The Cancel button is enabled when the Comment field is modified. It
Zg Care | enables operators to discard the comment and to go back to the previous
value.

Exporting Video files

EntraPass exports video segments in two formats: KVI and KVA.
» KVI (Kantech Video Intellex format). Video data are stored in Intellex format (.img). A
simple double-click allows you to view the file using VideoPlayerIntellex.exe.

D KVA (Kantech Video AVI format). Video data are stored in AVI format (.avi). A double click
opens the video file using VideoPlayerWindow.exe. You must install DirectX version 6.2 or
higher to view exported video data.
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To export a video segment:

1 From the video event list, select the video event you want to export.

Y - X
| Drate & Time | Ewent Details | Eamerasl Image I
i 15/04/2004 10:23:39 .. Door definition modified _
Dioor de n madified wforkstation

|1) &dditional Workstations

Operator

IInstaIIer

Droar
|01.02) Main Entrance 1

Comment

% Search | D Flay | @m Save | 2@ [Carce| |

2  Click the Export button.

@ videoeventfit______|CEk
Date & Time | Evvert Enter a video file name (¥ideo trigger) 7=
15/04/2004 10:23:33 ... Doar denltlon modled Sols I 3 Customimage j - £ B3
G Droor defir modified
File name: || | Save I
Gave as bype: IKantech Wideo Intellex Format j Cancel |

% Search | D Flay | @ Export I Save | 2@ [Carce| |
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3  Enter a file name in the File name field. By default, the file is assigned the Kantech kvi
format.The file will be saved among EntraPass programme files:\Kantech\Server-GE or
Server CE\Generaldata\CustomImage. Later you can call this file simply by double-clicking
it.

Cameras in the Video Event List

The Camera tab shows cameras that are associated with a selected event. When you select a
camera, you can view recording parameters relative to the camera, including the video trigger for
the selected event and camera.

You can also view camera recordings from the Message desktop. To do so, you have to select a
video recording event (identified by a camera icon in the Message desktop), right-click it and
select View video segment from the shortcut menu.

To view cameras relative to an event:

1 From the Video event list, select an event, then select the camera tab. The camera pane shows
cameras that were triggered when the selected event occurred.

T video event list = =]
Drate & Time | Ewent Details  Cameras | Image I

15/04/200410:23:39 .. Door definition modified

15/04/2004 10:34:54 .. Door definition modified

Yideo Server Camera

Start date and time |1 R/04/2004 |1 0:34:44
End date and time |15/04/2004 |10:35:44
Fecording time [mm:sz) ID‘I 0

Wideo trigger

IDoor Modification

Fecording parameters

IMain Entracce Yideo

% Search | D Play | @ Export | D Play | @ Export |

2 To view details associated with a camera, select a camera in the Camera pane. The system
displays:
D Start/End dates and time when the recording event occurred.
» Recording time: duration of the recording. This is specified in the recording parameter.

D Video trigger: the video trigger was defined in the Video trigger menu and then selected in
the Recording parameter definition.

D Recording parameters: parameters defined for the video trigger (Recording parameters)

144 5+ Video Event List Cameras in the Video Event List



CORPORATE EDITION

Reference Manual ENTRAPASS
@

) -

3 Youcan:

D Click the Play button to view this video segment of the selected camera for the duration of
the recording. The video appears also in the Video desktop (Desktop menu)

D Click the Export button to export it for future use. For details, see “Exporting Video files”
on page 142.

Viewing images in the Video Event List

The Image feature allows users to save the best image for a video event. This may be useful for
example if one event was registered by more than one camera. Viewing the image the video event
will enable users to identify the best image for this video event. They may then snap it and paste it.
To view an image from the Video event list:

1 From the video event list, select an event, then click the Image tab (right pane).

45 Yideo event list =0 x]
D ate & Time | Ewvent Detailsl Cameras Image |

15/04/2004 10:23:39 .. Door definition modified
] 2004 10:34:54 . Door definition modified =22

%4 Search | [P' Flay | @ Export | & Import image | Faste image | ¥ Clear, |

2 From the image window, you can:

D Getimage: click the Import button to retrieve a previously saved or exported image from a
file.

D Paste image: click this button to paste a previously snapped image. The Paste image
button is enabled only when you have snapped (copied) an image while viewing it.

D Clear: click the clear button to delete the displayed image from view.
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Video Playback

The Video Playback feature offers the ability to view recorded video one camera at a time. To do
so, you have to specify the period of time for the playback. A maximum of one hour is allowed. To
do so:

D Select a camera in the left pane
D Drag and drop it into the View playback area.

To view a video playback:

1 From the Video playback window, specify the Start date and time and End date and time for
the video you want to view. The maximum allowed is 1 hour. Therefore you may stream video
events that occurred on the same date and for a maximum of one hour.

[ % Yideo playback

| Start date and time |evvosizons ] fog2t:09 10.15.0.100 04/20/04
! End date and time jevvosizons ] fogz2z09

- Entrance
- |dir Cam#3
- CameradT
- Camerad
- Camerab
- Camera?
- Camerad

i - Camerad
- Main Entrance Server
- Dome RD
- Entrance
- |dir Cam#3
- CameradT
- Camerad
- Camerab

- Camera? Dome RD
- Cameral 09:22:00.20

- Camerad

- Front Dioor SO e 1 el R

i'L Cloze | ? Help

2 From the left pane, select a camera then drop it into the right pane. It plays for the time
specified in the start and end time. Use the controls in the lower part of the Playback window
(right pane) to play, fast forward, rewind or stop the video playback.
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3 To save a specific video image, click the Snap button.

7 Yideo playback

Save image ﬂﬂ
Save in: |@ Image j - EF Ed- Picture [47E6x388) @l
ImageFile_25.BMP
ImageFile_5.BMP

ImageFile_a.BMP
ImageFile_7 BMP

Start date and time:

End date and time

- Entrance
- 1dir Camdt3
- CameradT
- Cameral
- Camerab
- Camera?
- Cameral
- Camerad ¥ Ao display er

(=) Main Entrance Serv Cave I Stop |

- Dome RD
Save as type: | Bitmaps [*.bmp] | Cancel | [

File name:

- Entrance
- |dir Cam#3

4 Accept the default name or enter a specific name for the video recording. The video recording
is saved in: Program files\Kantech\Server GE\Temp\Image. The video image can then be
viewed using a Windows image viewer such as Paint. Simply, double-click the video image to
view it.
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Current Recording

The Current recording feature allows users to view the list of all on-going recordings. The
information displayed depends on the source of the recording request:

D Started by a video trigger
D Started by an operator
D Started by an alarm on the video server

To view the current recordings:

1 From the Video toolbar, click the Current recording button. The current recording window
appears, it shows all on-going recordings.

¥ Current recording

=@ Kantech Video Server - Camerad [9)

-4 Initiate by : Video tigger

Wideo trigger : Video Trigger #1

Fecording parameters : Recording parameters #1
Ewent : Door definition modified

Start date and time : 15/04/2004 1:35:10 PM

e Remaining time : 00:36

The following table shows the information displayed in the Current recording window depending
on the source of the recording.

Initiated by Information
Video server D Initiated by
alarm » Event name

D Start date and time

148 5« Current Recording Viewing images in the Video Event List



Reference Manual

CORPORATE EDITION

ENTRAPASS”

Initiated by

Information

Video trigger

Initiated by

Video trigger

Recording parameter

Event

Start date and time

Remaining time for the recording

Operator

Initiated by

Workstation

Operator name

Start date and time

Remaining time for the recording
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Using the Video Desktop

The Video Desktop allows operators to monitor Video using an EntraPass desktop.
For details about configuring the Video desktop, see “Video Desktop” on page 337.

To display a video view:

1 From the EntraPass main window, select the Desktop tab, then select the desktop dedicated to
Video. The Video View window appears in the desktop.

“TLive Video display x|

2 Select a Video view from the Video View drop-down list (bottom of the window). You can edit
the view (Video view > select a specific View > Modify Video view components button).

3 Click a button to resize the displayed images. Buttons in the lower part of the window allow
you to perform various tasks:

Buttons Description

Use these buttons to select a size for the displayed video.

|:|| |:|| |:|I o Note: A bigger image requires more process power. Therefore, selecting a bigger
image may result in lower process power.

Use these buttons to create and edit video views.

Use this Show view selector button to display a mosaic view of all the camera
= defined in the system.

Help and Close buttons. These are EntraPass standard buttons.
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4  Click the Show view selector button to display the View selector window. This small window
allows you to so select a specific view or to monitor a specific camera pattern. For instance, if
you select a cell in the View selector, the sequence is interrupted to display the selected cell.

e

Serveur Video RD

Ololc] o (=) 9] B 5

NOTE: When you open the Video view selector while a camera is recording, the camera icon
will blink until the end of the recording.

5 From the displayed view, you can click a dome camera icon = to display control buttons for
this camera (movement, zoom, focus). Available options depend on the Digital Video
Management system connected to your system. Please refer to your DVMS documentation for
additional information.

The following table explains the function associated to each button:

Click the Reset button to go back to the Video desktop and to display or
select a specific view.

Click the Stop sequence button to stop the sequence. To restart the
sequence, click again the View selector button

4l

NOTE: If your dome camera is set with pre programmed movement patterns, you can define a
view displaying a pattern composed of one or many of these pattern. For more details, see
“Defining Video Views” on page 127.
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Viewing Exported Video

EntraPass enables users to view all exported videos. This feature makes it possible to browse the
list of all exported video and to preview exported videos in KVI and KVA formats.

To view exported videos:
1 From the Video toolbar, select the View exported video icon.

ﬂ-]___\l'iew exported video

—Report file

e o
£ Program Files
5 Kantech
& Server_GE
i Tmp

D ate and time

& Image

IQ =3 j
@ Freview I @ Delete | i'L Cloze | ? Help |

2 Select a video sequence, then click the Preview button for preview. The description column
contains the information entered prior to exporting the video. When you preview the video
sequence, the system displays information about the camera as well as the software version
(Image tab, About button).
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Chapter 6 * Operations

The Operations toolbar allows operators to perform manual operations on various system
components. From the Operations toolbar (found on the workstation), manual operations are used
to override schedules or process special requests when necessary.

When a manual operation is launched, it is possible to view in real-time, the status of the selected

components. The following icons appear in most manual operation windows. Other icons also

appear depending on the component that is displayed:

D The Enable Graphic button: When selected, this button displays the image related to the
selected component (i.e.: door) and will also display the associated components (i.e.: reader).
To display in real-time, this button must be used with the Enable animation button.

D The Enable Animation button: When selected, this button automatically enables the Enable
graphic button at the same time. This will activate the current component (i.e.: door) and will
display its status in real-time.

D The Select All button: This button is used to select all the items or components displayed in a
list of choices.

D The Unselect All button: This button is used to unselect all the items or components that were
previously selected in a list of choices.

6 153



CORPORATE

EDITION

ENTRAPASS

Reference Manual

Manual Operations on the Gateway

154

The Reload data command allows operators to refresh system parameters with new data from the
system database. After a reload operation, the gateway reorganizes the data received and
communicates the new data to all the sites and controllers. Communication with controllers will be
suspended during a reload operation.

When to reload the gateway?

D  After major changes in the system database such as new cards, new devices, modification of
component definition, definition of new schedules;

D  When one or more controller(s) is malfunctioning (when it does not receive data for instance).

To reload a gateway:

1  From the Workstation main window, select the Operations tab and click the Reload data to
open the following Reload data window.

-':"_".j._ Reload data

[ o | Y

2 Select the desired gateway to reload. You may select the Enable graphic icon or the Enable
animation icon in order to view real-time system animation on the gateway.

3 Click the Reload gateway icon to refresh data in the gateway.
4 You may select the Help icon to view more information about the gateway.
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Manual Operations on Sites

2

The manual operations on site feature is used to poll unassigned controllers. For example, when a
controller has been added in the system without a serial number, you can use this command to get
the controller serial number.

To perform manual operation on a site:

1 From the Operation window, click on the Site icon to open the following window.

B site [T

Gateway list |m -Warkstation EntraPass Special Editi j

Site list I Modem I\stl Connection and W/ ait Iislsl

Modem description

f. Drurmmy site 1} Nao Closed Port

[ oo | Y

2 To poll a controller that is not assigned, click the Controller icon. A message is sent to an
unassigned controller, asking it to identify itself. When the controller receives the call from
the site, it sends an acknowledgement message in the Message desktop.

3 You may select the Message desktop to view the controller serial number.
NOTE: The% column shows the communication performance of a selected site. If the
percentage is too low (below 75% for instance), it may indicate that the site is not

communicating efficiently. Communication problems may stem from various reasons such as
interferences, damaged cables, etc.

Communication options that are available from the toolbar:

Tool Description

Connect to remote site: Click to connect to a remote site using a
@ pre-configured dial-up connection.

Disconnect remote site: Click to close the connection between this
workstation and the remote site.
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Tool

Description

Disable remaining time: Click to stay connected until clicked again.
This action disables preset connection remaining time. This action
bypasses any idle time.

Update remote site: After selecting site, click to connect and update
parameters.

Update all remote sites: Click to connect and update parameters on
all sites starting with the first site on the list.

Remove site from connect and wait list: Select a site then click to
suspend connection after all sites had been set for update.
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Manual Operations on Controllers

This menu is used to reset or reload a controller:

D A soft reset will not affect the controller database. This command sends new information to a
controller to update its physical components (relays, inputs, doors and outputs);

D A hardreset will erase the existing controller database and reload it with new information in
the controller database;

» Areload will reload the controller database; if for example a controller database is not
reloaded correctly due to an erratic operation;

» Areload controller firmware will reload the firmware of the controller (KT-100 and KT-300).
From the controller reset window, you may perform operations on the reader. For example, you
may:

» Unlock the reader keypad (KT-100 and KT-300);

D Reset the power on the reader (KT-300);

D Rest the number of cards in the area, display the list of Cards in/Cards out (KT-100, KT-200
and KT-300).

NOTE: Before you carry out a controller reset operation, we recommend you contact our
Technical Support. For more information, see “Technical Support” on page 4. Reset
commands should be executed with caution.

To reset a controller:

1 From the Operations window, select the Controller reset icon.

" [
I ﬂ Q

Contraller

8B vl

E [O1] KT200 - Securty Office

Security Office

E [02] K.T300 - Securty Office

E [03] KT100 - Securty Office

Contraller group

Al controllers
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From the Site list (left pane), select the Site (or Gateway) on which the controller is located.

NOTE: If only one Site or Gateway is defined in the system, the Site or Gateway list window
will not appear on the Controller window.

3

From the Controller list displayed in the top right pane, select the controller on which the
operations will take place. It has to be highlighted. To perform the operation on a group of
controllers, select All controllers (lower right pane).

Select the appropriate operation: soft reset to refresh the controller; hard reset, to re-initialize
the controller, reload controller and reload controller firmware.

NOTE: A hint is displayed when the cursor moves over a button. It gives details about the
operation to be performed.

5

To perform a manual operation on a reader:

D Select the Unlock keypad button if you want to unlock the keypad;

D Select the Reset reader power if there is a problem with readers (KT-300 only).

Select Forgive if you want to reset the Cards in and Cards out counters. When you select the
Forgive option, card holders will not be considered inside or outside until the next use of their
card at an entry or exit reader.

You may want to know how many cards are in or out. To do this, use the Cards in and Cards
out button. The passback option has to be enabled on the reader and the door has to be defined
as an entry or exit door.

NOTE: The Card in/Cards out operations are performed only on a door defined as an entry or
exit door. If you have one or more controllers configured with anti-passback, this function

allows you, for example, to view a list of cards that are considered inside or outside the area.
The passback option has to be enabled; that is, it has to be either soft or hard synchronization.
This operation is performed only on one controller at a time as it may be a lengthy operation.
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Manual Operations on Doors

This menu allows an authorized operator to manually modify the state of a door or group of doors.
Operators can manually:

» Lock/unlock a door (icons with a red/green flag),

D Temporarily look/unlock a door or group of doors (icons with an hourglass image),

D Enable or disable readers of selected doors (reader icons are red or green flag).

There are various reasons why you would want to perform one of these operations; for example
you may need to “disable a reader” for a short period in order to deny access to the door, etc.

This operation allows an operator to lock a door that was previously unlocked by an operator or a
schedule. When a door is manually locked through the Operation menu, it remains locked until:

D The presentation of a valid card (will re-lock after access), or

D The next valid change of the automatic unlocking schedule (for a door defined with an
unlocking schedule), or

D  An operator manually unlocks the door.

To lock a door manually:
1 From the Operations window, select the Door icon. The Door window appears.

B Door [ [0 x]
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2 The left pane displays the site or gateway lists. You may select All sites/gateways or select a
specific site or gateway. The doors are listed in the top right pane.

NOTE: If only one site or gateway is defined in the system, the site or gateway list window will
not appear on the Controller window.

3 Select desired door(s) from top right pane or All doors from bottom right pane.
4  Click the Lock-door icon in the toolbar.
5 Click the Enable animation icon to view a real-time display of the door status.
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To unlock a door manually:

1

From the Operations window, select the Door icon.
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2 The left pane displays the site or gateway lists. You may select All or select one site or
gateway. The doors associated with the selected site or gateway are displayed in the right hand
pane.

3 Select a door in the upper part of the right pane. You may also select All doors (bottom of
window).

4  Click the Unlock-door icon in the tool bar. The selected door will be manually unlocked. The
system will prompt for operator confirmation. A door defined with an automatic unlocking
schedule, it will remain unlocked until:

D The next valid change of the unlocking schedule, or
D  An operator manually locks the door.

To unlock a door temporarily:

1 From the Operations window, select the Door icon.

2 The left pane displays the site or gateway lists. You may select All or select one site or
gateway. The doors appear in the right hand pane.

3 Select door in the upper part of the right pane. You may also select a door group under the All
doors (bottom of window).

4  Click the Temporarily unlock icon.

NOTE: The selected door will be temporarily unlocked by an operator. The system will prompt
the operator to enter the delay, when this delay expires, the door will re-lock automatically.

6 « Manual Operations on Doors



CORPORATE EDITION
Reference Manual ENTRAPASS

This option is often used to grant access to a user who does not have a card or has forgotten his/her
card. Maximum unlock time: 4”:15 (255 seconds).

NOTE: If a door contact is installed, the door will re-lock as soon the system sees a “door
open-door closed” transition. There is no “Animation” for this type of operation.

To enable a reader:

1 From the Operations window, select the Reader icon.
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2 The left pane displays the site or gateway lists. You may select All or select a specific site or
gateway. The Doors appear in the right pane.

3 Select a door in the upper part of the right pane. You may also select a reader group under the
“All readers” (bottom of window).

4  Click the Reader-enable button. This option enables a previously disabled reader.
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To disable a reader:

1 From the Operations window, select the Reader-disabled icon.
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2 The left pane displays the site or gateway lists. You may select All or select a specific site or

gateway. The doors appear in the right hand pane.

3 Select a reader in the upper part of the right pane. You may also select a reader group under
the All doors (bottom of window).

4  Click the Reader-disabled button. This option disables a previously enabled reader. Disabling
a reader prohibits users from accessing the door, even if access rights have been granted.
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Manual Operation on Elevator Doors

This menu allows you to manually lock, unlock or temporarily unlock elevator floors. The window
will also display, in real-time, the status of the selected elevator door(s).

How elevator access is authorized

D The cardholder pushes an “up/down” button, the elevator door opens,

D  The cardholder presents its card at the reader (usually inside the cab),

D The system checks if the schedule assigned to this door is valid. If yes, the system checks
which floor group is associated to this door,

D Then the system verifies each floor of the floor group (in the floor group menu) and checks if
the schedule associated to each floor of the group is valid or not valid.

D  Only floors that have a valid schedule will be available for selection by the user (the elevator
panel will enable the buttons corresponding to the floors).

NOTE: When a manual unlocking operation is complete, only floors that are defined with an “X”
in the “state” field of the Floor Group Definition menu will be available for selection. Also,
when communication is lost and the controllers are working in stand-alone mode, only the
floors marked with an “X” will be available for selection and the access schedule will be
ignored.

To lock floors:

From the Operations window, select the Elevator door icon.

1 Select the elevator door gateway/site from the list of gateways/sites displayed in the left pane
of the window.

2 Select an elevator door in the upper part of the right pane. You may also select a door group
under All doors (bottom of window).

3 Click the Lock icon in the toolbar. This command will manually lock the floor group that was
previously unlocked by an operator or a schedule (button with a red flag).

4  Click the Unlock elevator floors icon in the toolbar to unlock a previously locked floor. This
command will only enable the elevator floors that are defined with an “X” in the “State”
column of the Floor group Definition menu. If you do this, the system will prompt the
operator to select a floor group that should be unlocked (available). Once the group is
selected, the system will prompt the operator to confirm the operation.

NOTE: For a door defined with an “automatic unlocking schedule”, floors will remain available
until:

D the next valid change of the unlocking schedule, or

D until an operator manually locks the door.

NOTE: A door defined without an unlocking schedule will only be locked by a manual

command. To lock all floors that were previously unlocked, use the Unlock option in the
Manual operation on doors menu.
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To unlock elevator floors temporarily:

This command will only temporarily enable the elevator floors that are defined with an “X” in the
“State” column of the “Floor group Definition menu” (available for selection).

The system will prompt the operator enter the delay (when this delay expires, the floors will no
longer be available for selection), then the system will prompt the operator to select a floor group
that should be unlocked temporarily (available).

Maximum: 4m15s (255 seconds).

NOTE: There is no “Animation” for this type of operation. To temporarily unlock all floors, use
the “temporarily unlock door” option in the “manual operation on doors” menu.
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Manual Operations on Relays

Use this menu to manually change the state of a relay or group of relays. You can activate/
deactivate and temporarily activate relays or group of relays manually. The window will also
display, in real-time, the status of the selected relay(s).

This feature allows to manually turn off a relay; for example, when an input programmed to
activate a relay goes in alarm in unknown conditions.

To manually deactivate relays:
1 From the Operation window, select the Relay icon.
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2 In the left pane, you may select a site or gateway, or you may select All to display all the
relays.

3 In the right pane, you may select a relay in the upper part of the window, or you may select All
in the lower part of the window.
4  Click the Deactivate relay icon.The selected relay(s) will be manually deactivated. This

operation allows an operator to deactivate a relay which was previously activated by an
operator, event, schedule or input in alarm.

@ NOTE: If you manually de-active a relay that is usually activated according to a schedule, it will
remain deactivated until its reactivation schedule becomes valid. This means that if a relay
needs to be activated according to a schedule and you deactivate it, remember to reactivate it
again for the remaining scheduled time, because one relay can be defined for various
components of the system; its activation or deactivation will relate to its configuration within
these components.
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To manually activate a relay:

1 From the Operation window, select the Relay icon.
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2 In the left pane, you may select a site or gateway, or you may select All to display all the

relays.

3 In the right pane, you may select a relay in the upper part of the window, or select All relays in

the lower part of the window.

4  Click the Activate relay icon. The selected relay(s) will be activated. This operation allows an
operator to activate a relay which was previously deactivated by an operator, event, schedule

or input in alarm.
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To activate a relay temporarily:
1 From the Operation window, select the Relay icon.
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2 In the left pane, you may select a site or gateway, or you may select All Relays to display all
the relays.

3 In the right pane, you may select a relay in the upper part of the window, All Relays in the
lower part of the window.

4  Click the Activate relay temporarily icon to open Change delay on action window.

__7_ Change delay on action

Mew time IDD:DD:DB
v |

x Cancel

5  Enter the desired delay time and click OK.

NOTE: The selected relay(s) will be temporarily activated. This is useful for an operator who
would like to activate temporarily a relay which was previously deactivated by an operator,
event, schedule or input in alarm. The system displays a message box requesting that a
temporary activation delay, is entered. When this delay is over, the relay will be deactivated
automatically.
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To perform manual operations on inputs:

Reference Manual

1 From the Operation window, select the Input icon. The Input window appears.
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2 To return an input to its normal state, select the input, then click the Input Normal state icon.
The selected input returns to its normal state as defined in the Device menu. For example, if an
input is assigned a monitoring schedule in its definition and an operator has reversed the state
of the input making it “not supervised”, it can be returned to its normal state using this button.

3 To stop monitoring an input, select the input, then click the Input no supervision icon. The
selected input is not supervised, regardless of its schedules (if defined). Only a manual

operation can modify this condition.

input will not be monitored temporarily.

To shunt temporarily an input, select the input, then click the Temporarily shunt icon. The
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Chapter 7 * Users

The Users menu allows you to easily manage the EntraPass cardholder database.
The Users toolbar icons start the following tasks:

D Define and issue cards as well as to perform card-related tasks (find, modify or delete existing
cards),

Design and print badges,

Define and manage card access groups,
Define access levels,

Define and issue visitor cards,

Define card types,

Define and issue day passes,

Modify groups of cards,

Import or export CSV files.

The Integrated Badging feature was added to EntraPass to allow users to design and print badges.
Pictures and signatures can be imported or, with the necessary devices, captured and incorporated
into cards for printing badges.

7. 169



CORPORATE

EDITION

ENTRAPASS

Reference Manual

Defining Cards
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Cards are defined by the following properties: card number, cardholder name, access level and
status (valid, invalid, pending, lost/stolen). Cards records can be searched, sorted and deleted.

The Users menu is used to:

Create and issue new cards

Modify or delete existing cards

Define multiple cards (by creating a group of cards)
Assign access levels and pictures, etc.

To issue a new card:

1 From the Users menu, select the Card icon. The displayed Card window is used to enter/verify
general information on the cardholder.
I List of PIN owners
Cedl e 42522 :l r Creation date 20030312
Card uzer name IMane Usemname ﬂ Modification date 20030312
Card type lEIAdministrator ‘.,.I Modification count 1

General |Access Ievell Mizcellaneous Eommentl Usagel Picturel

Card information 1 Card informatiorn &
Card informatiorn 2 Card information 7
Card information 3 Card informatiorn &
Card informatior 4 Card information 9
Card information 5 : Card information 10
| |
i'L Cloze | x Cancel | ? Help |

Click the New icon (first icon) in the toolbar. The Card number field is enabled.

Enter the number printed on the card (Card number field), then press Enter. If it is a new card,
the Card user name field is initialized with “New user”. If the card already exists, the system
displays information about the card.

Enter the cardholder’s name in the Card user name field. You can enter up to 50 characters.
Check the Copy to visitor card checkbox. When this option is checked, card information fields
are copied to the Visitor database (the card number is not copied). This feature enables you to
archive profiles that are retrieved should you issue a temporary card.

Click on the Card type box to access the Card type menu. Select the card type for the new card.
The card type is used to group cardholders; it is useful for modifying an existing card group
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and creating reports, etc. For more information on how to create/modify card types, see
“Defining Card Types” on page 233.

NOTE: From the Card type window, you can right-click the Card type field and choose New to
create a new card type, choose Select to pick an existing card type or you can choose Edit to
edit an existing card type.

NOTE: The system automatically displays the Creation date, the Modification date and the
Modification count information.

7  Fill out the Information #1 to #10 fields. These are user definable fields. They are used to store
additional information regarding the cardholder. For example, you could use Information #1 to
store the employee number; Information #2, department; Information #3, the address, etc.
Later, card information fields are used to index reports, customize the cardholder lists, etc.

NOTE: These information fields are editable labels. To rename an information field label,
double-click it, then enter the appropriate name in the displayed fields. You can enter up to 50
characters.

8 Click the Save icon.

Creating New Cards Using the “Save as” Feature

The Save as feature allows you to create a new card based on an existing card, only making
changes to specific information. For example: changing only the user name and keeping all other
card information.

To create a new card using “Save as”:

1 Type required changes into specific fields in the Card window and click the Save as icon. This
feature allows you to create a new card under a new card number.

__i_ Save As [x]
Mew card number |1 234569
| & Keep oniginal card " Delete original card |

W OF I X Cancel | ? Help |

2 Enter the new card number in the New card number field.

3 Select the Keep/Delete original card options to specify if the original card should be kept or
deleted (usually kept), then click OK to save the new information. The Card window is
displayed.
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Issuing Cards Using the Batch Load Feature

The Batch Load feature allows operators to issue cards by presenting cards to a door reader. The
card number is displayed on an “unknown card” or “access denied” event messages. During a
Batch Load operation, the operator can create new cards or modify existing ones.

To issue cards using the Batch Load feature:
1 From the Card window, click the Batch Load "8 button.

B Card 15 x|
Card nurmber |‘123528'IB j |~ Copy ta visitor card Creation date 2
Card user name IMarie Uszemarme ﬂ Modification date 1271272003
Card type lEIAdministrator ‘.,.I Modification count o
General | Access level I Mizcellaneous | Comment I lUsage Picture
Flcture Bl [yl Droar Eririt badae
L I =1 -1

|v Refresh on access granted
¥ Save on new card

Right-Click for picture menu

Right

Wl I

ﬁl i'L Cloze | ? Help |

2 From the Door drop-down list, select the Door that will be used to read the cards.
3 Check the following options:

Refresh an access granted: if this option is checked, each time an access is granted the
information displayed will be refreshed with data relative to the card.

Save on new card: if this option is checked, new cards will be saved in the card database
on an “unknown card” event message. If this box is not checked, the operator will have to
save the card manually each time a card is read.

The Find button allows operators to search for an existing card in order to create a new
card based on the existing card data.

If an operator clicks the Close button without saving (when the Save button is still
enabled), a system prompt will ask to save the last information.
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4  Right click the Door drop-down list to expand your search.
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Issuing Cards using a PIN

EntraPass offers you the ability to create new cards by associating a PIN to a card. To do this, use
the Find a PIN button in the Card window toolbar.

To issue new cards using the Find a PIN button:

From the Card window, click the Find a PIN button _| .

1

2 In the Enter your PIN field, enter the PIN for the new card.
3 Take note of the PIN for future use.
4

Click OK to close and go back to the Card window. The system displays the card number in
the Card window

5 Enter the information for the new card.

Viewing and Verifying PINs

EntraPass enables you to view and verify cardholders’ PINs in the Card and Visitor windows.
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To view cards assigned the same PIN:

1 From the Card or Visitor window, click the List of PIN owners button i .

Cedl e |W:J r SR Creation date 20030312
Card uzer name IMane Usemname ﬂ Modification date 20030312
Card type I_ IAdmlnlstrator ‘.,.I Modification count 1
General | Access level I Mizcellaneous | Comment I Uszage I Ficture I

Card information 1 Card informatiorn &

Card informatiorn 2 Card information 7

Card information 3 Card informatiorn &

Card informatior 4 Card information 9

Card information 5 : Card information 10

| |

i'L Cloze | x Cancel | ? Help

2 Enter the PIN number in the Enter your PIN field.

Enter pour PIM I‘I 2345

x Cancel |

|Enter a valid PIN number

@ NOTE: If the system is set to PIN duplication (Options > Server Parameters), and if the PIN is
used by more than one cardholders, the system displays a list of cardholders who are using
the PIN. This feature is useful when for example you want to display the list of cardholders
who are using a given PIN or if you are issuing new cards and you want to verify which PINs
are already being used.

Editing, Finding and Deleting Cards

Editing a card

To edit a card, do one of the following:

D Enter the card number in the Card number field and press Enter. The system displays the card,;
you may then modify the card as required.
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» Browse the Card number field using the Up/down arrows and then select the card to be
modified.

D Browse the Card user name ficld, using the Up/down arrows.

Searching for a card

1 From the Card window, select the Binocular icon.

Enter a keyword to start the search (For example, the cardholder’s first name).
Check the Display match only option to restrict the search.

Click the Find button to launch the search.

Click the Details button to display detailed information about the cardholder.
Click the Index button to change the search field.

(=223, B~ R JL R (N )

NOTE: The system searches for “user name” by default. This may be changed with the Index
button to search with any of the user definable fields.

NOTE: If you are searching for a visitor card, click the @ from the Card window.

Deleting a card

The Delete feature allows an operator to remove a card from the cardholder database. A card that
has been deleted from the cardholder database must be re-issued again in order to use it again.
To delete a card:

1 Locate the card you want to delete: to locate the card, you may enter the card number in the
Card number field and press the Enter key or you may browse the Card number or Card user
name fields using the up/down arrows.

2 Click the Delete icon, then click Yes in the Warning message box.

NOTE: Although a deleted card is removed from the card database, it remains in the card
history; all events involving that card remain in the event messages database. An event report
locating past events that involved any deleted card can be performed.

Customizing Card Information Fields

You may rename Card information fields according to your organization requirements. These
fields can contain any information. They can be used as edit boxes or drop-down lists.
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To customize card information fields:

1 In the Card definition menu, select any card, then double-click the Card information field. The
system displays the Change labels window:

2 Change labels E
|Employee number &I

Card information 2

Card infarmation 3 IEmponee number x Cancel |
Card information <

Card information 7 € Edit field
Card information &
Card information 9
Card information 10

Card information 5 Edit field _
Card information & ’V e ? Help

' Drop-down list

2 Select the field you want to modify and enter the name in the language section. For example,
if you want to rename Card Information #I to Employee number, double-click the Card
Information #1 label; it appears in the language section, then enter the new name in the
language section.

3 Select the Edit field option if the information appears as an Edit field (one-line information) or
Drop-down list (as applicable); then click OK to save your modifications.

4  You need to repeat these steps for all the fields you want to modify.
NOTE: Check Mandatory field to ensure a field is not left empty.

NOTE: The changes you make are not immediately effective. They will take effect only when
you exit and then re-enter the Card menu.

NOTE: An operator must have full access privileges to edit card information fields. An operator
with read only access may only view information in these fields.

Assigning Access Levels

3

An access level must be assigned to each card. Access levels determine where and when the card
will be valid. The access level allows the cardholder entry to selected locations during specified
schedules.

For information on defining access levels, see “Defining Access Levels” on page 230.

NOTE: When you modify the access level assigned to a card, you also modify the user’s
access permission to the doors and schedules associated to that access level.

In order to assign an access level to a card, you have to:

D Create schedules that will correspond to the time the user has access to the desired doors,
D  Assign the created schedule to the desired doors (in the Access level definition menu),

D  Assign the access level to cards.
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To assign an access level to a cardholder:

1  From the Card definition window, select the Access level tab. The Access level window
appears, it displays the Site column and Access level drop down list.

#H Carte

I List of PIN owners

i) ey 4252612 | r Creation date 200204-23
Card uzer name IJohn Hickmore ﬂ Modification date 200204-23
Card type Administrator ‘...I Modification count 1

General Access level | Mizcellaneous Eommentl Usagel Picturel

ﬁ;l Site Access level

Remate Site |N0ne ¥

i'LEIose | x Cancel |

2 Click the Card access group button (displayed on the left of the Site or Gateway list). It is
used to copy information from a Card access group to a card. The Site column displays the
sites and gateways to which an access level will be associated.

3 From the Access level drop-down list, select the access level that will determine the
cardholder’s access to the doors of the selected site. If you do not want this cardholder to have
access to the door of this site, leave this field to None.

{% NOTE: You have to create Access levels (Users > Access Level) to have them displayed in the
Access Level drop-down list.
Defining Card Use Options
Use the Miscellaneous tab to specify and view card additional information.

To define card use options:

1 Select a card number using the Up/down arrows. The Start date ficld indicates the card creation
date. You can change this information by selecting another date in the displayed calender. The
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start date must be the same day or earlier than the current date; else, the Card state field
(Miscellaneous section) will be set to “Pending”.

#H Carte = B3
|42 2012 List of PIN owners

Eard number j r Creation date 200305811

Card user name I j: Modification date 20030311

Card type I ".I Modification count 1]

General | Access level  Miscellaneous | Eommentl Usagel Picturel

i~ Card walidation date [ Miscellaneou:
Start date [2003/08/17 g Card state Walid =l
_ |~ Card trace
I~ Use end date I g I Delete when expired [ Disable passhack
“FIN p Jw Extended door access delay
™ wait for keypad —Supervizor p b
Editable pin number IDDDDD I™ Privileged operation
FIM |2B21 44 Supervizor level I
i'L Cloze | 56 Canel | ? Help |

2 Check the Use end date box if applicable. When this box is checked, the system displays a
calender allowing you to select the end date. When the end date is reached, the Card state field
is set to “Expired”.

NOTE: When creating a card with a limited access time of 24 hours of less, for example a Day

Pass, the card will expire at midnight. This expiration may take up to one minute to register in
the system.

3 Check the Delete when expired option (if applicable). This option can only be used with the
Use end date option. When selected, the card information will automatically be deleted on the

expiry date (using the end date specified), otherwise the Card state ficld will be modified to
“Expired”.

NOTE: A deleted card is a card that is not active in the system database. Even if a card was
deleted, previous events generated by this card are still stored in the archive file.

4  Check the Wait for keypad option to force users to enter a PIN on keypad to access all doors,
then in the Editable PIN field enter the PIN that users will be required to enter.

NOTE: Selecting the Wait for keypad will delay access to a door for this card until the correct
PIN has been entered on a keypad. This only affects doors defined with both reader and
keypad in the Door Definition menu (Devices > Doors). The keypad schedule must also be
valid for this door. For more information on defining a door, see “Configuring Doors” on
page 96.
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5 From the Card state drop-down list, assign a state to the selected card. By default, a card is
valid. The following states are available:

D \Valid: the card is functional,

D Invalid: the card is NOT functional,

D Lost/Stolen: the card is NOT functional,

D Expired: the card has reached its expiry date,
» Pending: the card is not yet functional.

NOTE: You cannot force a card state to Pending by selecting this state from the Card state drop-
down list. To do so, you have to change the Start date.

6  Check the Card trace option if you want to monitor the use of a particular card. Selecting this
option will cause the “Card traced” event to be generated each time this card is presented to a
card reader. For example, you can request and generate a report containing the “card traced”
event in order to verify user actions.

7 Check the Disable passback option if you want the card to override the passback option when
defined.

@ NOTE: If your are issuing a card for a cardholder with disabilities, check the Extended door
access delay option. To enable this option in the system, you have to define appropriate delays
in the Door definition. This option is also available when defining visitor cards.

8 Set Supervisor level according to user privileges.

NOTE: If required check the Privileged operation option to override any security measures
regarding doors.
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Adding Comments to a Card

To add comments to a card:
1 From the Card window, select the Comment tab.

[E |

#H Carte

Card number |42 52812 j [~ Copy ta visitor card Gzl dkle 20030619

Card user name IMartln Uszerman ﬂ Modification date 200308-20
Card type Dperator ‘".I Modification count 4

General | Access Ievell Miscellaneous  Comment | Usagel Picturel

This is Operator card has limited access options between 4PM and Gak]

2 Enter a comment (if necessary) relative to this cardholder. The displayed field can be used to
store additional information in the database. Maximum allowed: up to 241 characters.

3 Click the Save button, then the Close button to exit.

Limiting Card Usage
EntraPass offers the ability to set card use count options so that you may limit the number of times
a card can be used.
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To set usage restriction:
1 From the Card window, select the Usage tab.

#H Carte

Card rumber |42 52812 j [~ Copy ta visitor card [Frizstien ckle 20030619

Card user name IMartln Uszerman = Modification date 2003-06-26
Card type Dperator ,"'I Modification count 7

General | Access Ievell Miscellaneousl Comment  Usage | Picturel

v  Enable usage restriction
Card count value 0 =
Card count options o 2] P ilobeesiiozem

i'L Cloze | x Cancel | ? Help |

2 Check the Enable usage restriction option in order to enable the card use count feature.

3 From the Card count value scrolling list, set the maximum number you want this card to be
used. You may enter the number in the field or use the Up/down arrows.

@ NOTE: Once you set the Card use counter feature, the Card count option field is automatically
incremented each time the cardholder uses the card. After a certain number of uses, you may
check the Reset to zero field if you want the counter to be reset to zero after the maximum
value is reached.

Assigning Pictures and Signatures

EntraPass offers the ability to associate photos and signatures with cardholders and to associate
badge templates with cards as well as to print badges.

Photos and signatures can be retrieved from files, pasted from the clipboard, or captured using an
appropriate device. To capture video images, use any MCI and TWAIN compliant device. For
capturing signatures, signature pads such as Topaz, Penware TTI500 and Penware TT3100 are
recommended.
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Assigning Saved or Pasted Images
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To assign a picture from a file:
1 From the Card window, select the Picture tab.

[ [ x]

50 Carte

Card number |42:5281 2 : I Copy ta visitor card Gzl dkle 20030619
Card uzer name IMartin Uszerman ﬂ Modification date 2003-06-23
Madification count 5

Dperator ‘...I

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

Card type

Ficture Badge layout @ Print badge
| = 4{
. @L Ereviewbadge
Get picture from file Sl
Paste picture Badge print issue IU
Widen zapture: Barcod
lnl=)
Start selection mode Card rumber ;I
Ertract
it piGhire menu Right-Click for signature menu etz I
B [S{ean pictune
e ] o
IL Cloze | x Cancel | ? Help |

2 Right-click the picture area. A shortcut menu appears; choose the appropriate action:
D Get picture from file: this option allows you to select a previously saved picture.

D Paste picture: this option allows you to paste a picture from the clipboard. To use this
option, you have to copy the picture, then paste it into the picture window.

NOTE: The Video capture option is enabled only when a video capturing device is installed.

3 From the Files of type drop-down list, select the file type you are looking for or leave this field
to All to display all image files. Make sure that the Auto displayer option is selected to enable
preview.

NOTE: Files with the following extensions are supported: BMP, EMF, WMF, JPG, GIF, PNG,
PCD, and TIF.

4  Select the directory where the image is stored. Select the image you are looking for, then click
Open to import it into the Card window.

NOTE: To delete the imported picture, right-click the picture, then choose Clear picture from the
shortcut menu.
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Assigning a picture using a video camera

&

The Video capture option is enabled only when the option Enable video capture is checked: Options
> Multimedia devices > Video tab.

NOTE: Before you can capture images using a video camera, all equipment needs to be
properly configured. For more information, consult your manufacturer’s device manual. If you
have more than one video driver, you will need to specify the video driver to be used (Options
> Multimedia devices> Video tab).

To incorporate a photo into a card using a video camera:
1 Right-click the picture area.

EET Carte M= B3
Card nurmber |42 52812 j [~ Copy to visitor card Creation date SO0
Card uzer name IMartln Uszerman ﬂ Modification date 2003-06-23
Gl Dperator ‘“.I Modification count &

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

Ficture Badge layout @ Print badge |
I : @L Ereviewbadge |
Signature

Get picture from file
Paste picture Badge print issue IU
d h
‘ideo capture Barcode
Start selection mode Card rumber ;I
Ertract
it piGhire menu Right-Click for signature menu alue I
B [S{ean pictune
e ] o
_— IL Cloze | x Cancel | ? Help |
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2 From the shortcut menu, select Video capture. This option is enabled only when the Video
capture capability has been enabled in the Options menu (Options > Multimedia devices >
Video).

|FlashPaint Y/IDCAP Driver

NOTE: Options may vary depending on the video capture program. If you have more than one
video driver, you will need to specify the video driver you are using. For more information on
configuring your video drivers, see “Setting up Multimedia Devices” on page 392.

3 Click the Freeze button when you are satisfied with the displayed image, then click the
Capture button to paste and save the displayed image.

280 Carte 9= S |
= ea] s 2 B | =
([Far] Fumiten 42:52812 j [~ Copy ta visitor card Eiveetiam dkfiz 20030619
Card uzer name IMartin Userman ﬂ Madification date 2003-06-23
Card type Dperato[ ‘“.I Madification count 5

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

pote Badge layout @ Eririt badae |

Employee ‘...I
i @L Preyiewbadge |

Signature
Badge print issue IU—
=7 Barcode
Card rumber =1
Right-Click for picture menu Right-Click for signature menu Value I

i'L Cloze | x Cancel | ? Help |
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4  To associate a badge layout with the defined card, select one from the Badge layout list. For
information on how to define a badge layout, see “Designing Badges” on page 195.

@ NOTE: The Print badge and Preview badge buttons are enabled only when a badge printer and
badge layout has been selected and the option Use badge printer checked: Options >

Printer>Badge printer. If these buttons are enabled, you can preview and print the cardholder’s
badge.

Importing a Signature from a File

You can import a signature, just as you import other images such as logos or pictures into the card.

To import a signature:
1 From the Card window, right-click the signature area. A shortcut menu appears.

250 Carte == I
([Far] Fumiten |42 52812 j [~ Copy ta visitor card Eiveetiam dkfiz 20030619
Card uzer name IMartln Userman ﬂ Madification date 2003-06-23
Card type Dperato[ ‘“.I Madification count 5

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

Ficture Badge layout @ Print badge |
Employee ‘...I
@L Ereviewbadge |
Signature

\ — Get sighature from file Badge print issue IU
= Paste signature Barcods
i Signature pad
3 Card rumber ;I
. Start selection mods
. . . Ertract I
Fiight-Click. for picture menu e Walue
Editsigrature
Ele;r g i'L Cloge | x Cancel | ? Help |
ndo

2 From the shortcut menu, make the appropriate choice:
D Get signature from file: allows you to select a previously saved signature,
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D Paste signature: allows you to paste a signature that was previously copied to the
clipboard. The option is enabled when there is content in the clipboard.

@ NOTE: The Signature pad option is enabled only when the appropriate device is enabled in the
Options menu (Options > Multimedia devices > Signature).

Lock in: | 23 Bading =l =1 Picture [106446) L2l

9] badge layaut brp @ editpicture. brp @ getsighaturefrornfi
[/ badgeproperties. bmp ] editpicture2. brp #ljhnshwartz.bmp
[ B adgetemplate. bmp ] edt3.bmp johnsign

M7 barcodeproperties bmp 5] extract bp i rewlapout brop N R
B bordersproperties. bmp 1] getpicture brnp ] oftset.bmp

M7 cancelsslectionmode. bmp  3F] aetsignature.bmp FPrinteroptions by

[ | | _’I W Auta display er
File name: Iiohnsign.bmp DOpen I Stop |
Filez of type: IAII j Cancel | |

3 Select the signature file, then click Open.

Adding a Signature from a Signature Capture Device

Use this option if a Signature Capture Device is installed and configured. The Signature pad
option is enabled only when the appropriate device is enabled in the Options menu (Options >
Multimedia devices > Signature).

186 7 +» Defining Cards Assigning Pictures and Signatures



CORPORATE EDITION
Reference Manual ENTRAPASS

To place a signature:
1 From the Card window, right-click the signature area. A shortcut menu appears.

280 Carte (=[] =]

Card number |42 52812 | I Copy to visitor card Creation date 2002-08-06

Card uzer name IMartln Userman ﬂ Madification date 20020808

Card type Dperato[ ‘“.I Madification count 2

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

Badge layout @ Frint badge |
Default Badge ‘...I @ era—
. Teview badge |

Signature

ighature from file
Paste signature
Signature pad

- - Usze specific barcode value ——
Start selection mods I
Fight-Click for picture menu| Etract

Editsigrature
[S[ear sigrature N Cloze | x Cancel | ? Help |
] e ]

2 From the shortcut menu, select Signature pad. The Signature window appears, allowing you to
preview the signature.

3 Click OK to paste the signature in the card window.

Bi Signature :

X
Wit Ussnmasy  —22

Right-Click for signature menu

Working with Photos and Signatures

The EntraPass Integrated Badging feature allows users to extract part of an image or enhance
images that are incorporated into cards.
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Extracting Part of an Image

If you have incorporated a large image but you need only part of it, you can select and extract the
part that you want to assign to the card (picture, signature).

To extract part of an image:
1 Right-click the image you have just imported.

#H Carte == I
Card nurmber |42 52812 j [~ Copy to visitor card Creation date S0

Card uzer name IMartln Uszerman ﬂ Modification date 2003-06-23

Gl Dperator ‘“.I Modifica.tion count 5

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

Ficture Badge layout @ Print badge |
I!; Employee ...I
- . @L Ereviewbadge |
Signature
E = Get picture from file Badge print issue ID
e Paste picture _g‘ C—
i iden captine TR S .
- RELT RN L;_.cun,m.‘ 'y Card rumber =l
Start selection mode
. u . Extract Wl I
Right-Click. for picture Right-Click for signature menu e
Edit picture
Clear picture =
Cloze Cancel 7 Hel
Undo ML | b | H P |

@ NOTE: The Extract option is enabled after you have started the selection mode. Similarly, the
Undo option is enabled only when an image has been pasted.
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2 Seclect Start selection mode from the shortcut menu.

280 Carte 1 I |
Card nurmber |4215231 2 ﬂ [~ Copy to visitor card Creation date 20030619
Card uzer name IMartin Userman = Modification date 2003-06-23
Card type Dperator ,"'I Modification caunt 5

General | Access Ievell Miscellaneous Eommentl Usage PiCtUlBl

Ficture Badge layout @ Print badge |

Employee ‘...I
@L Ereviewbadge |
Signature
Badge print issue ID
i =3 Barcode
s ‘ mﬁ-';l.iw\ U_Mnm.p_.ﬂ | Card number =1
. " . . . . Walue I
Fiight-Click. for picture menu Right-Click for signature menu
i'L Cloze | x Cancel | ? Help |

NOTE: You can increase the size of the selection rectangle by dragging its sides and corners
to adjust to the part of the image you want to extract. You can also move it by dragging it to
the desired area of the image.
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3 Once you have selected the part you want to incorporate into the card, right-click the image
again. A shortcut menu appears.

#H Carte = B3

Card number |42 52812 | I Copy to visitor card Creation date 200306-19

Card uzer name IMartin Userman i’ Modification date 20030623
Card type Dperato[ ‘“.I Madification count 5
General | Access Ievell Miscellaneous Eommentl Uzage Ficture |
Pictue Bkl (e @ Fritit badge |
Employee ‘...I -
. @L Ereviewbadge |
Signature
Get picture from file Badge print issue ID
Vi o o | Barcod
LE ST
k. - odia L i, Card number ;I
4 Cancel selection mode
: - . . . . Walue I
Fiight-Click for picture | Right-Click for signature menu
Edit picture
Ele;r picture i'L Cloge | x Cancel | ? Help |
ndo

@ NOTE: To disable the current selection, right-click the picture, then select Cancel selection
mode. Select Undo to discard the changes. The Undo option is enabled only when you have
pasted an image.

4  From the shortcut menu, select Extract.
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Editing a Picture/Signature
1 Right click the image you want to edit.

A Carte =
=
-
Card rumber |42:52812 = ™ Copy ta visitor card Creation date 20030619
Card user name IMartin Userman ﬁ Modification date 2003-06-23
Eendlliyss Dperator -".l Modification count 5
Gensrall Agccess Ievell Miscellaneous Cummenll Usage Ficture |
Picture Badge layout ) Frint bedoe
EEmployee _...I
EL Ereviewbadge
Signature
| 58 _“ Get picture from file Badge print issue ID
> - Paste picture B
5 iden capture . :/‘} . L sreede
- — e T | Card rumber =
- Start selection mode
Ertast I
[Fight-Click for picturer ———————| Right-Click for signature menu el
lE'L Close | X Cancel | ? Help |

{% NOTE: The Barcode area allows you to assign a barcode to a badge for identification purposes. Select
any item from the drop-down list to be used as the value of the barcode. Select Custom to enable the
Value field and type a specific barcode value. If you do not enter a custom barcode value, the Card
number is used as the default value.

2 From the shortcut menu, select Edit (picture or signature).

Creation date 20030619
todification date 200306-23

Cerd e J1z:070m i’ [~ Copy to visitar card

- -
Card user name IMartm Uszerman TI

Card type IEEI

General I Access level I bdis

F'icturei % . % . @F’rinlhadge |

@ Ereviewbadas |
Auto contrast | Sharpen I—|'_|'—l -
Reset all | Erightness I:D:I ID

" x Cancel | ? Help | vl
.nght-[}hck For picture menu|

| | | | Value
3 Adjust the features of the image using the displayed options. The Reset all option enables you
to go back to the original image:

& Picture : Martin Userman

Original image Preview Image

l:'L Cloge | x Cancel | ? Help |
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D Auto contrast: this feature gives better contrast by intensifying lights and shadows: it
makes the darks darker and the lights lighter. In general, this auto contrast feature gives a
good result when a simple contrast adjustment is needed to improve an image’s contrast.

D Sharpen: this feature provides more definition to blurry images by applying sharpening
only when an edge is found.

D Brightness: this feature allows you to add light to the image by sliding towards the
positive values.

D Resetall: this feature allows you to undo all the changes and to restore the original image.
4  Click OK to close the Picture editing window.

5 From the Badge layout pull-down menu, select a layout to associate with the card you have
defined To define a badge layout, see “Designing Badges” on page 195.

Printing Badges

You may print badges Visitor card menu, the DayPass menu from the Card or from all Badge
preview windows. The software is set up to let you print one single or double-sided badges.

Before you print, you have to select a badge printer. It may be any network printer, or a specific
badge printer.
Selecting a Badge Printer

1 From the EntraPass Workstation window, select the Options tab, then click the Printer Option
button.

2 From the Printer option window, select the Badge printer tab.

é Printer options E

s adge piter |
—Iv Badge printer X Cancel |

Select badge printer

? Help
ILexmark Optra S 1625 j
—Detail
Origin offzet
R axis 0 -
' awiz 0 -

v Use barcode code 29 as font

Fant Palating

NOTE: You can print badges to any network printer. However, to print badges on appropriate
cards, you have to select a badge printer.
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3 Check the Badge printer option to indicate to the system that a badge printer is selected. If the

Badge printer option is checked, the Print badge and Preview badge are displayed in windows
where you can print badges (Card, Visitor, and Daypass windows).

4  From the Select badge printer drop-down list, select the printer dedicated to badging.
5 Adjust the margins:

D Origin offset, X axis: indicates the left margin.
D Y axis indicates the upper margin.

Previewing and Printing Badges

&

7 « Defining Cards Printing Badges

The Badge - Preview and Print window allows you to preview a badge layout with card information
(if the badge layout is associated with a card) or with default values (if the template is not yet
associated with a particular card). The program permits you to print single or double sided badges.

To preview badges:

1 From the Card, Visitor and Daypass windows, click the Preview badge _ [& Previsbadge | button.

i Carte = B3

Card nurmber I‘I 207081 j [~ Copy to visitor card Creation date 20030619
Card uzer name IMartln Uszerman ﬂ Modification date 2003-06-23
Card type Dperator ‘.“I Madification count 5
General | Access Ievell Miscellaneous Eommentl Uzage Ficture |
Ficure Eadocl @ Frint badge |
Employee ‘...I
@" Preview badge |
: Signature
! ‘ . Badge print izsue ID
; < —m Barcode
<3 ’h-'EUW\ U_Mﬂma_.«\ | =1
-Hight-EIick for picture menul Right-Click far signature menu etz I
i'L Cloze | x Cancel | ? Help |

NOTE: From the Badge design window, the preview option allows you to view a badge with
default values since there is no card associated with it (Badge design > Layout > Preview).

193



CORPORATE EDITION
ENTRAPASS" Reference Manual

2  From the Badge - Preview and Printing window, choose a printing option:

E¥ Badge - Preview and Print

Freview the front side Preview the back side

12:22222
MartinUserman

RO

T J,
20020718 e i Lt drsnn

lzole7d

2003/05/31 12:22222

Ui Pithontside | o Prnt back side | 4 Print both sides | |, Close | 7 Help |

Print front side: only the front side (preview in the left pane) is printed.
Print back side: only the back side (preview in the right pane) is printed. This button is
enabled only when the badge is defined with two sides.

» Print both sides: the front and back side are printed. This button is enabled only when the
badge is defined with two sides.

NOTE: Important! In Order to print badges with barcodes, your printer has to be properly set.
You have to select the “black resin” option, otherwise, barcode readers may not detect the

barcode. If you have problems with barcode printing or reading, refer to your printer
manufacturer’s manual.

7 « Defining Cards Printing Badges
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Designing Badges

EntraPass contains a badge layout editor which enables users to create, save, edit or delete badge
templates that are later selected and associated with cards for badge printing.

You can create and edit badge templates, add colored or graphic backgrounds, logos, text,
barcodes, and place photo or signature holders.

Creating a Badge Template

To create a badge layout:
1 From the Users menu, select the Badge icon. The Badge window appears.

e EEE
R EREE

English

IE adge Template
[~ |

Card layout I@Badge Template
French

IPrésenlalinn de badge:

[V Sel as default card layout

Preview the front side Preview the back side

Click here to modify the card layout U

ﬁ Close | x Cancel | ? Help |

NOTE: The Badge window contains all the tools available in other EntraPass windows: new,
save, copy, delete, print, links, search (the Hierarchy button is disabled). However, it contains

an additional button EI which allows to modify the number of sides assigned to a badge
layout.

2 Click the New icon in the toolbar. The Badge properties window appears.
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To specify properties for a badge:
1 In the Badge properties window, indicate the number of sides for the badge, then select the

desired size for the badge layout, then click OK.

Fadlge =L
AR ER D

English

Card layout I LI !_ §
—
[ Set s detault card laymut
sids
& {Dne sided " Two sided
Eadge size ? Help |

& 337 % 212 [Default]

" Custom I ¥ I—

Preview the front side

Uit
' Inches x 100 b 1 10 |
Click here to modify the card layout u

i Close | P ance] | ? Help |

7 » Designing Badges Creating a Badge Template
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2 Indicate the number of sides for the badge, then select the desired size for the badge layout,
then click OK.

@ NOTE: Measures are expressed either in inches or millimeters (a hundredth of an inch or a

tenth of a millimeter). To change the unit of measure, check the appropriate radio button in the
Units section.

Badge I B3
A EEFERERE
English
Mew badge layou
Card layout s
Y I J French
S ties derai s arclayait INouveIIe présentation du badge
Freview the front side
Click here to modify the card layout u
i'L Cloze | x Cancel | ? Help |
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3 Enter the name for the badge template in the language fields. You can enter up to 40

characters.
Badge I B3
&) ] =l ] 2]
English
IBadge Template
Card layout I@ Badge Template
French
V' Set as default card layout IModeIe d badgs
Freview the front side
Click here to modify the card layout u
i'L Cloze | x Cancel | ? Help |

4  You may check Set as default card layout if you want this new design to be automatically used
for all new badges.

@ NOTE: Only one default layout is available. When you select one layout and check the option
Select as default card layout, the current default layout is replaced.

5 Click the Save icon to save the badge template.

Editing a Badge Layout

The Badge design utility allows users to edit the badge layout, to add background color or
graphics, to modify the font, etc.

@ NOTE: Once a card layout is created, you cannot modify its size; you have to create a new
layout. However, you can modify the number of sides by clicking on the Sides icon in the
Badge window toolbar.
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Modifying the Number of Sides

To modify the number of sides:
1 From the badge window, select the badge you want to edit.

FBadige 1S B3
R
English
IBadga Template
Card layout I@Eadge Template
French
V¥ Set as default card lapout IMDdEIE de badge
Presview the front side
Click. here to madify the card layout ”
j’L Cloge | x Cancel | ? Help |

2 From the Badge window toolbar, click the 12| button.

Fadige I E3
I REEENEE
English

IB adge Template

Card layout I@ B adoe Template ;I el

IPrésentatinn de badge

Preview the front side Preview the back side

Click here to modify the card layout u

j'L Cloze | x Cancel | ? Help |

3 Click the Save icon to save the new badge information.
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Modifying the background color

To modify the background color for your badge:

1 From the Badge window, select the badge you want to modify.
2

Click the Click here to modify the card layout button (located in the lower part of the window)
to open the Badge design window.

Badge design
Layout Align Options  Help

BlEEEOoos\ ~

r

NOTE: When you move the cursor over the Badge design objects, a hint explaining each
object appears.
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3 To modify the template background color, right-click anywhere in the work area. The
Properties shortcut menu appears.

. Badge design
Layaut Algn Options Help

[BnEEEOees
|

Card number

Card user nams

departement

9-12-2002

Fiont side [Back side:

4  Select Properties. The Background properties window appears.

—Background Preview
* Mo background &I
= Use color a: background x Cancel |

SElech calor | ? Help |

= Use image as background

Selest pieture |

r—Orientatior

 Vetical

5 Select the appropriate options for the template:
» No background (default setting)
D Use color as background: this option will allow you to apply a background color to all the
designs.
D Use image as background. This option allows you to incorporate an image that will be
displayed as a watermark in all the badges.
D Orientation: allows you to select a landscape (horizontal) or portrait (vertical) display.
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Adding Objects to a Badge Layout
By a simple click and drop feature, the Badging utility permits you to incorporate objects into the
badge template:

Card fields information,

Barcodes,

Text boxes,

Current date,

Previously saved images and logos (BMP, JPG, GIF, etc.),

Border,

Rectangle (including rounded rectangle, ellipse),

Line, pointer,

NOTE: objects are incorporated with their default settings. To modify an object’s properties,
right-click the object, then select appropriate settings from the shortcut menu.
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Incorporating Card Information Fields

1 To add card information fields to the badge template, click the Card fields icon. The Card
fields submenu appears.

Badge design
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2 To modify an object property before you drop it, go to Options in the Badge design window,
then choose Show properties on drop. If you do this, the Properties window will open every
time you drop an item in the template work area.

NOTE: Icons may also be used to drag down information fields for barcode, text, date, pictures
and border.

== Server parameters

[ Hewokaams | C8Viepot | KTA00fimwae |
| Logoutandide | Time adustmert || Server | Disgnostic |
[KeTES00 irware | INNPEGIEEGI User name fomat X Concal |

7 Hel
v Parse user name ‘4DI

Lser name: format

Parse user name with I Space vI

Ty

@ NOTE: To enable last and first name selection in the Card fields submenu of the Badge design
window, go to the main Options menu, then choose Server parameters, click on the User name
format tab and check Parse user name checkbox. For more information see “EntraPass Ultilities
(Options)” on page 385.

Card number
LCard uzer name
Card informnation 1
Card informnation 2
Card information 3
Emploped number
Card information 5
Card informnation G
Card information 7
Card infarmation 8
Card information 9
Card informnation 10
Start date

End date

Card type

Picture

Signature

Last name
Firzt name
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From the shortcut menu, select the card information field you want to add to the template

3
layout, then click in the template work area to incorporate that field you have selected.

Badge design
Layout Algn Options  Help

[ ENEFEOoos

S — Template
| Card number Work Area
| Gard user-name
: jdepariement I
Front side [BagksEe]

%173 [v:18 |

NOTE: When you add a photo to a badge design template, the photo that appears is only a
placeholder. It indicates where the cardholder’s photo will be displayed. When a badge is

assigned to a card, the appropriate cardholder’s photo is displayed.

Aligning Objects in the Template Layout
As you “click and drop” design objects in the template work area, they will not be properly
aligned. The badging tool lets you align these objects, using the Align command.

205

7 « Designing Badges Adding Objects to a Badge Layout



CORPORATE EDITION
ENTRAPASS Reference Manual

To align items in the template:
1 From the Badge design window, select the Align menu, then select Show gridlines.

Badge desian
Lapout Align Opliens  Help

b lEREOsos\ &

Front st [ERRE]

@ NOTE: Grids assist you in aligning items in the badge layout template. It can be used as a
visual aid to place items on gridlines. The Snap to grid option allows for more precise
alignments of items. For example, when an item is moved close to a grid mark, it will be
automatically aligned to the grid point.
» Show gridlines: displays grid points to aid with object alignment.
D Align to grid: aligns all objects to the nearest grid point.
D Grid settings: allows you to specify the horizontal and vertical grid spacing (in pixels).
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2 To adjust the space between the grid points, right-click the badge design work area to open the
Grid settings window.

Badge design E

Layout  Align  Options  Help

[ BlEEEOseo\ »

Grid spacing [pixels)
‘width E -

Height g =

W OF I x Cancel |

3 Using the Up/Down arrows, select the desired spacing in pixels for the width and height, then
click OK.

@ NOTE: To disable the grid: Align > Show gridlines

Modifying Card Fields Properties

Objects are incorporated in the template with their default settings (font, color, etc.). You can
modify the settings later. For example, you can modify the appearance of any text object, such as
card field, static text, date, etc.
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To modify an object (card field, static text, date, etc.):

1  From the Badge design template, right-click the object you have inserted (in this example,
Card information fields).

. Badge design E
Layout  Align  Options  Help

Mﬂlﬂ!ﬂﬂll@@l:l@@\ w |

Enter text here ...

Bring ta front
| Send to back

| Card fields properties

Department NI

Card type 0123456

123

Frort side | Back side
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From the shortcut menu, select Card fields properties.

CORPORATE

EDITION

ENTRAPASS”

NOTE: The Properties menu item depends on the selected item. For example, it will change to
Image properties or Current date properties, depending on the selected object.

Card fields properties

Font Size
Ahadi MT Condensed Lioks I.ID —Faont style: Tent justification———————

i 7 2 [" Bald Horizontal— —Vetical
Ar!al Black g =1 | [ Italic & Left & Top
Arial Marrow ™ Underline
Awant Garde Book BT 112  Cenre  Centre

i Color
AvantGa_rde Medium BT 15 ~ Right  Eottom
Book Antigua 14 I- Elack vl
Bookman Old Style 16
Calisto MT 123 — Text orientatio Background————
Century Gothic IS o« T
. | 270 ranzparent

Comic Sans M3 %i .
CormrmonBullets 2 90 " Other ¢ Solid with 2 color
Copperplate Gothic Bold | —
Capperplate Gothic Light | 3 | 0 [5 Z{0 [ ek [
~ - m 48
P T Draw frame

I word wiap Erame colar

I- Black 'l

I Set as default
i~ Preview

AaBbYyiz

Device is not capable of 90-degree character ratation

x Cancel |
? Help |

NOTE

From the Card fields properties window, you can modify all the text properties:

Font (name, color, style (bold, italic, underline)),

Background (transparent or solid with a color),

Orientation,

[
b
D Justification (horizontal, vertical),
[
b

Parameters (word wrap, for example).

Modifying Picture Properties

7 « Designing Badges Adding Objects to a Badge Layout

NOTE: When Text Orientation is set to “Other” it is not possible to resize the field.

This applies to any picture object such as photos, logos, and signatures.

: The Set as default checkbox allows you to apply all the characteristic to all text objects
that will be incorporated in the template.

209



CORPORATE EDITION
ENTRAPASS" Reference Manual

To modify the properties of a picture:
1  From the Badge design work area, right-click the image (picture, logo) or signature that you
want to modify.

. Badge design
Layout Align Options  Help

BlEEEOoos\ ~

Card number

Delate

Card user'-name

Bring to front
Send to back

departement

Image propetties

Frant side | Back side

2 From the shortcut menu, select Images properties.

mage———— [ Preview ‘/ = |
Select image from file |

x Cancel |

? Help |

¥ Stretch ratio
I~ Transparent mode
¥ Diraw frame

Frame color

| BECuistom

I~ Set as default

3 You may select another image from file or modify the image properties:
D Stretch ratio: select this option if you want the image to be centered in the image holder
space, while keeping the proportion of the original image.
Transparent mode: if you choose this option, there is no background color,
Draw frame: select this option if you want a frame around the picture object,
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D Frame color (enabled when a Frame option is selected): select this option if you want to
apply a specific color to the image frame. The Frame color drop-down list enables you to
select a custom color from the frame.

4 You may check the Set as default option if you want these properties to apply to all image
objects you add in the badge template.

Adding Static Text Objects

To add text objects to a badge, first click and drop a text box, then enter the text in the Text
properties window. It is also in the Text properties window that you modify the text appearance.

To add a static text box:

1 From the Badge design tool bar, click the text icon. To resize the text box, select it and use the
two-headed arrow to drag the sizing handles to the desired position. This also allows you to
change the height and width of the text box.

. Badge design E

Layout  Align  Options  Help

BllEEEOooo\ «

Card number Card type

Department

Start date £ 1

End date Card :S_E'rlnme
Send to back

Frant side | Back side |

2 To align the text box, see “Aligning Objects in the Template Layout” on page 205.
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3 To add text to the text box, right-click the text box, then select Static text properties from the
shortcut menu.

Static text properties E

Enter text ke e.. W OF I
Fant Size x Cancel |

Abadi MT Condensed Ligra] 10| || Font st VBT 7 Hep |
i 7 2] [ Bold Horizantal— ~Wertica =
Arial Black g =1 | [ Italic & Left & Top
Arial Marrow I~ Underline
Awant Garde Book BT 112  Cenre " Cerlre
i Color
AvantGa_rde Medium BT 15 © Right £ Bottom
Book Antiqua. 14 I- Black 'l
Bookman Old Style 16
Calisto MT 123 — Text orientatio Background————
Century Gothic o @ T
> 0 270 ransparent
Comic Sans M3 %i L
CommonBullets o a0 ¢ Other ' Solid with a color
Copperplate Gothic Bold | —
Capperplate Gothic Light | ig o | £ 0 ) | [ |

B

I T Draw frame
I word wiap Erame colar

I- Elack 'l

I Set as default

~Preview

Enter text here ...

Device is not capable of 90-degree character ratation

4  Enter text in the Enter text field; then modify the text properties as desired. The Preview
section shows the result of the changes you apply to the text.

Adding Bar Codes

The Badging feature allows users to add bar codes to badges. By default, the barcode value is the
card number, if no other value is specified.
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To add bar codes:

1 From the Badge design window, click the Barcode icon, then click in the Badge design work
area.

BllEFEEoao\ »

0123456

2 To align the barcode, see “Aligning Objects in the Template Layout” on page 205.
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To set up barcode properties:
1 From the Badge design window, right click the barcode to open the Barcode Properties

window.
Code 128 Properties
Fort Size oK
sox |
- [ Font siyle
Avrial - 10
Avial Black Al I~ Bold X Cancel
Arial Narrow T Italic: 2 hel
Awvant Garde Book BT I Underiine { P
Avent Garde Medium BT Color CE= |
Book Antigua
Bookman Old Style —Aligrment Orientation
Calista MT = Leit 0
Century Gothic a0
Comic Sans MS :: Bt 180
Fiight 270 : A
gg;"gf’ggt‘;'zzmm ol “ Supported Encoding Options:
Copperplate Gothio Light = Bremlicns Code 39 or Code 39-Modulo 43
coretien RSN N E—— POSTNET
R = Codabar
Parameter Color
Barcode encading option ™ Transparent EAN 8 & EAN 13
Background color UPC A
[T white =l UPCE
XDimension I Space Color Code 2 of 5
CharacteiSet Codef - 0 e -] Interleaved 2 of 5
Barcods solor Code 128
DisplayCaption e - R |
Previe
0123456
™ Set as default

2 From the Properties window, you can define settings for the barcode that you want to
incorporate in the Badge design.

{% NOTE: If it is necessary to set Barcode encoding option to Code 39-Modulo 43, set Field
Checksum to true.

Adding The Current Date

You add the current date just as you add any other design item by selecting the item in the tool bar,
then by clicking in the Badge design work area.
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To Add the Current Date:

1 From the Badge Design template, select the Current date icon, then click in the Badge design
work area.

BllEEEaee\ -

0123456
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2 Right-click the current date to display the shortcut menu.

. Badge design
Layout  Align  Options  Help

BlEEEOaaes\ »

Card number Card type

Department

Start date

End date Card user name

TN e

0lz3456 Current date properties

Frant side | Back side |

3 To align the current date, see “Aligning Objects in the Template Layout” on page 205.

21 6 7 « Designing Badges Adding Objects to a Badge Layout



CORPORATE EDITION
Reference Manual ENTRAPASS

4  Select Current date properties from the shortcut menu.

Current date properties [ <]

0K
Date format |26-6-2003 = I‘/—I
Fant Size K Cancel

Fontstyle————————— [~ Textjustificatio
2|0 ¥ ! P Help
Abadi MT Condensed Ligh " EBold Horizontal— ~Vertical
™ Italic &0
Avrial Black ™ Underine @) Leth R
Avial Marrow = [eriie 5] Certie
Awant Garde Book BT Color )
Awant Garde Medium BT W Black B L Fig ey
Book Antiqua
Bookman Old Style ~Tert arientatio ~Backgound———————
Calisto MT Iy ~ o7 O Tt
Century Gothic X
Comic Sans MS 90 " Solid with a calar
CommaonBullets 28
i EEE N [ =
Copperplate Gothic Bold 36 180 | =
JPRRERIEE AP0 =l s =
P I Draw frame
= siord wran Frame colo)
Bl Custorn 'I
[~ Set as default
Previes
o

5 From the Current date properties window, you can:
D Select the date format (top of the window)
D Change the text properties: font, color, justification, orientation etc.

Adding An Image

Background images can be imported from any directory. Scanned images, photos taken with a
digital camera and artwork created in any illustration design program can be incorporated into the
badge design.
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To incorporate an image into the design:
1  From the Badge design window, select the Picture icon.

. Badge design XII
Layout  Align  Options  Help

BlEEEOaaes\ »

Card number Card type

Department

Start date

End date Card user name

0123456

Frant side | Back side |

NOTE: The Badging feature supports most available image formats: BMP, JPG, EMF, WMF,
GIF, PNG, PCD, and TIF.

2 Drop the Picture icon in the template work area. The Image properties window appears.

Image properties [ %]

Ima ~Preview
d 0K |
x Cancel |
¥ Stretch ratio
7 Hel
[~ Transparent mode ‘43p|

Select image from file |

Eramme calar

I- Custam j

I Set as default
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3 Click the Select image from file button. The Open window appears, allowing you to select an

image.

open T g )
Look jr: |@ Logos J _I _I _I I__I Picture [498x57]

corporate. jpg @FrontcoverEntraSpec ipg I(A,NTEC]—[I.";_M,,,@,\MM; Click the &I
Corporate_with_tm.jpg @HeaderSE copy.jpg @ zoom
DSC_Integrated_Systems_Logo.jpg @k b
Entrapass_white.jpg y utton to
EntraPasslnst_Ref.jpg @Iogkant.mg increase the size
EntSpecl.jpg @Logomasterpagersign.Spec.ipg of the image in
< | 2 |5 Auto displap or the preview pane
File name: Ikan_sign.wmf Open I Stop |
Filez of type: IAII j Cancel | |

4  Browse to the desired image, then click Open. The picture appears in the template area.

|

Badge desian
Lapout Align Oplions  Help

B

HliEEFENHO=SS\ »

Card number Card type

Department

Start date

End date Card user name
[T ——
0123456

Fiont side [Back side |

NOTE: When you import an image, you have to resize it to its original size as illustrated on the
following image.
5 Using the sizing handles, adjust the image to the desired size, then move it to the right
position; you can use the grid to align it properly. For more information, see “Aligning

Objects in the Template Layout” on page 205.
6 Right click the image to modify its properties. For details, see “Modifying Picture Properties”

on page 209.
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Placing Other Design Objects
The Badging feature lets you add borders, rectangles (regular, rounded, ellipse), lines and pointers,
just as you add any other design object, by a click in the toolbar, then a drop in the design work
area.

To add a border, a pointer or a line:
1 From the Badge design window, select the object you want to add (next to the Diskette icon),

then click in the Badge design work area” The Border properties window opens.

5]
Card rumber [~ 1 ‘
Border properties
Card User:né | sode Fievie —
Buorder Color
departemer | B Gy B X Cancel
Border style P Help

9-12-2002 T

Border Width [1..20]

(I

™ Set as default

2 To modify the border properties, select the border color, the border style, and the border
width. You may check the Set as default option, then click OK to exit.

7 + Designing Badges Adding Objects to a Badge Layout

220



Reference Manual

2

7 « Designing Badges Adding Objects to a Badge Layout

To place a rectangle:

1

CORPORATE

EDITION

ENTRAPASS”

From the Badge design window, select the rectangle tool (next to the Border tool), then click
in the work area.

adge design

Layout Align Options  Help

BIEEEOSoS\

‘ Card nnmhsr

= |

Rectangle properties [ ]
i Line Previe: I
Line colar
B Maoon - X Cancal
Lire syle
Il Dot -
Line width
2 =
~Background—————————|
Bruish style
W sold -
Brush color
[ white: -
™ Set as default

NOTE: This applies also to rectangles, rounded rectangles and ellipses.

2

From the Rectangle properties window, you may define the rectangle properties before

importing it:
D Line color,
D Line style,

D Background (brush style and brush color).
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Validating Card Access

The Validate card access feature lets you view access levels that are assigned to a particular
cardholder.

To validate user access:
1 From the Card window, select a card.

[ Card HIE E3
Y EE N T
Gt 1111111 j I~ Copy to visior card Besfradkin 20020820
Caduserrame  |AEEES i’ Modiication dste 20020830
Erlizs [ﬂﬁéwlw .“‘| Muodification count 3
General | Access level | Miscallaneous | Comment | Usage | Picture |
Depariment Card information &
|sE:umy Department
Wark giaup Card informalion 7
[First floor
Team Card informalion &
[Team1
Card information 4 Card information 3
Card informalion 5 Card informalion 10
1 Close | 5 Gancel | 7 Help |

2 From the Card window toolbar, click the View and Validate Access button (the key icon in the
toolbar).

@i Alice Smith 11:11111

coess level [ Schedule 1. Close |
Employees / Day Shift

(4] Emplopees ¢ Day Shift

D Always Yalid, Al Doors Al walid 2 Help |
@ Employees / Might Shift Emplayees / Might Shift ]

@ Administrators Nightly Arming Schedule

—Select specific value

[Thursday, September 148 [11:35:59 J(01.01.02 02 - { 01.01) Main Building Doar (back) =]

3 From the Select specific value section, select the date, time and the door on which the
validation is required. The system displays the access levels for the selected door as well as
the schedules assigned to the displayed access levels. The Access Level column displays the
access levels associated with the selected door. The Schedule column displays the schedule
associated with the access level.

D Red—Indicates that access to the selected door on the selected date and time is not
allowed (not authorized).

D Green—Indicates that access to the selected door on the selected date and time is allowed
(authorized).
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Printing Cards

Use the Print feature to print a specific range of all the cards that are stored in the database. You
can select various filters to customize the card list.

You can preview your list so that you can modify or verify the settings (fields) before printing.
You can also use the Font button to set a different font and font size for your report.

@ NOTE: Whatever your selections, the card user name and card number will always be
displayed. By default, only fields containing information will be printed. If no fields are
selected, only cards containing information will be printed. If you want to print empty fields,
check the Print empty fields option. If you want to simply preview card reports there must be at
least one printer installed on the computer.

To print cards:
1  From the Card window, click the Printer icon.

Card index IEan:I nurnber j fL Close |
¥ Specilic 1ange

Lower baundarny Im —Igg Carcs|
Upper boundary Jon:00000 P Help |
¥ Filter

I™ Start date betwesn | EOEEEE= (N EE T | <@ Pin

I~ End dats between | S (N P T |

[ Cardstate [vaid = MI
I~ Card type INnne j

I~ Esist trace 73, Font

I Esist comment I Esist delete on expired

I~ ExistPIN I Esist wait for keppad

Select door for access fiker

¥ PFiint selected fields

[ Access level -
[ Badge
[[] Card information 1

[] Card information 10

[J Card information 2

[J Card information 3

[ Card information 4 LI

™ Print empty fields

{% NOTE: By default, empty fields are not printed. To print empty fields, check the Print empty
fields option.

2 Select a sorting criteria from the Card Index drop-down list. These are card information fields.

3 Ifyou are printing a specific range, check the Specific range option. Select the field that will
be used to sort the card list. For example, if you select Card number, the cards in the list will
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be sorted according to the card numbers in ascending order. This field can also be used to
target a specific range of cards when using the Lower/Upper boundaries fields.

If you want to print a specific range, you have to specify a starting number in the Lower
boundary field. It has to be used with the Upper boundary field. You must use the “card
index field”.

If you have decided to print a specific range and if you have entered a Lower boundary

value, enter the last number or letter in the Upper boundary field. This field is used with
the Lower boundary and the Card Index field.

NOTE: Only cards that match ALL the selected filters will be printed. For example, if you
specify six filters, all the six criteria must be met. Cards that do not match all the six criteria
will not be included in the range.

4 Select the Filter option if you do not want the system to search through all the cards of the
system. Filters will restrict the search and facilitate the production of the desired card list.

Start date between—The system will include cards with a “Start date” field which is
within the specified range (Miscellaneous tab).

End date between—The system will include cards with a “Use end date” field which is
within the specified range (Miscellaneous tab).

Card state—Check the option and then select the desired state. The system will include
cards that have this card state selected in the Card window (Miscellaneous tab).

Card type—Check the option and then select the desired card type. The system will
include cards that have this card type selected in the Card window.

Select the Exist trace for the system to include cards that have the “Card Trace” option in
their definition (Card window, Miscellaneous tab).

Select the Exist comment option for the system to include cards that have information in
the Comment field in their definition (Card window, Comment tab).

Select Exist PIN—The system will include cards that have a PIN.
Select Exist delete when expired—The system will include cards that have information in
the Delete when expired field (Card window, Miscellaneous tab).

Select Exist wait for keypad for the system to include cards that have information in the
Wait for keypad field (Card window, Miscellaneous tab).

5 You may also check the Print selected fields to include specific data. If you select this field, no
other fields below, the system will print the cards that match the filters you specified above
with the card number and user name only.
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6 Click the Sl e ffem e ey button if you want to include cards associated to a

door.

& Select door for access filter
f o 0K

[ (01.01) 01 - KT200 - Securty Office el
[ (01.02) 02 - KT200 - Security Dffice X Cancel
[ (02.01) 01 - KT300 - Security Office
[ (02.02) 02 - KT300 - Security Office
[ (03.01) 01 - KT100 - Security Office
[ (03.02) 02 - (03] KT100 - Security Office

Help

Select all

Clear all

i b

& Based on time " Based on schedule

7  Select the Based on time option if you want to select cards according to the time or select
Based on schedule if you want to select cards according to a defined schedule.

{% NOTE: To extend the selection, right click within Select door for access filter window.

[ (M.01) 01 - KT200 - Securty Qffice
[ [0.02] 02 - k7200 - Securty Qffice
[ [02.01) 01 - KT300 - Securty Qffice
[ [02.02] 02 - k7300 - Securty Qffice
[ [02.01) 01 - KT100 - Securty Qffice
[ [02.02) 02 - (03] KT100 - Security Office

Text filter || ‘ ™ Suppress address ‘ Columns e
Filters type
’V(:' Containg 7 Starts with © Ends with 7 Ewact words  Selected ‘
W OF | X Cancel | ? Help |
|5 o |5 o | | | v
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8 Check the appropriate field you want to print. The system will include the field content as it
appears in the card definition.

9  You may save the list as a.QRP file (Quick Report) to view later using the Quick Viewer
option.

10 You can also use the “Font” button to use a different font and font size for your list. The
changes will appear automatically in the sample box. Use the Preview button from the print
window to preview your report.
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The View last transactions feature lets you view the most recent transactions for the selected
cardholder. For example, the window will display “Access denied” as the type of event, and will
display the date and time as well as the event message that was displayed in the Message desktop.

The system displays the 15 most recent transactions for each category:

Access denied events (bad location, bad access level, bad card status, etc.),

Access granted events,

Database events (that have affected the database, such as: card definition modified, relay
definition modified, etc.),

Other/Miscellaneous events (these include events that were generated by cardholders),

Time and Attendance events (entry, exit).

NOTE: To view more transactions for a specific category, see the “Card use report” option in
the menu Historical Report definition menu.

To view the last transaction:

1 From the card definition window, select the View last transaction icon.

Access denied
Access denied
Access denied
Access denied
Access denied
Access denied
Access denied
Access denied
Access denied
Access denied
Access denied
Database

Database
Database
Database

Database

2000-10-1
2000-10-1
2000-10-1
2000-10-1
2000-10-1
2000-10-1
2000-10-1
2000-10-1
2000-11-0;
2000-11-1
2000-11-1
2000-10-1

LR
LR
LR
LR
LR
LR
LR
a1
21
41
41
21

2000-10-1217:1..
2000-10-17 15:0...
2000-10-17 15:0...
2000-10-24 15:1...

1:3
1:3
1:3
13
13
13
44
05
1:0
71

Access denied -
Access denied -
Access denied -
Access denied -
Access denied -
Access denied -
Access denied -
Access denied -
Access denied -
Access denied -
Access denied -

Bad access level
Bad access level
Bad access level
Bad access level
Bad access level
Bad access level
Bad access level
Bad access level
Bad access level
Bad access level
Bad access level

Card definition modified

Card definition modified

Card definition modified

Card definition modified

Card pogition manually modified

[01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
(01.01.01) 01 -01 -0 - 01
Adminizgtration YWorkstation
KANTECH

Adminizgtration YWorkstation
KANTECH

Adminizgtration YWorkstation
KANTECH

Adminizgtration YWorkstation
KANTECH

Adminizgtration YWorkstation
KANTECH

- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works
- Administration \works

i'L Cloze |

@ Refresh

| ", Parent |

@ Frint |

? Help |
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Type—Displays the event category.

Date and time—Displays the date and the time stamp of the event message.

Event message—Displays the event message that was sent to the server (and to the
authorized workstation) when this event occurred. This is the same message as in the
Message desktop (Desktop menu).
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D Details—Displays additional details directly related to the type of transaction. For
example, for a “card definition modified” event message, the details list the workstation
from which the card was modified as well as the operator name.

» Refresh—This button can be used to refresh the window with new transactions as they
happen. As cardholders generate events, new information is available.

D Parent—To view the parent component of a selected component. For more information,
see “Basic Functions” on page 44.

D Print—Use this button to print an exact copy of the window. For more information, see
“Basic Functions” on page 44.
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Defining Card Access Groups

Pre-programmed card access groups allow quick selection of access levels for various sites of the
system. This card access group can be recalled during card programming instead of re-entering the
access levels for each site.

It is only the card access group information that is associated with the card. Therefore, you can
modify the card access group information without modifying the card access information.

@ NOTE: When importing cards, the Card access group may be used to assign an access level to
the cards.

To create Card access groups:
1 From the card definition window, click the access group icon.

||'|;_-: Card access gip. M= B3

Sl Els] = s
English

Card access grp. | =
French

Gateway £ Site Access level

01 - Additional Global G ateways Maone ¥ | =]

i'L Cloze | 56 Canel | ? Help |

2 To modify an existing card access group, select it from the Card access group drop-down list.
To create a new group, click on the New button and enter the group name in the language
section. The Site column displays the site associated with a card access group.

3 From the Access level drop-down list, select the primary access level that will determine the
access to the doors of the selected site.
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Defining Access Levels

Access levels determine where and when the card will be valid. Pre-programmed card access
groups allow quick selection of access levels for various gateways. A total of 250 access levels can
be programmed per site.

In order to assign an access level to a card, you have to:

D Create schedules that will correspond to the time the user has access to the desired doors
D  Assign the created schedule to the desired doors (in the Access level definition menu)

D  Assign the access level to a card.

NOTE: The default access level is Always valid, all doors: cardholders assigned this default
access level have access to all doors at any time. To restrict access to certain doors and at a
certain time, you have to create a specific access level.

To define access levels:

1 From the Users menu, select the Access level icon. The Access level window appears.

||' gAccess level M= B3

=R
English
|

1 level A

coess level I J I
|
Door Schedule | Floor group

] Close | 56 Canel | ? Help |

@ NOTE: You can click the Hierarchy button (next to the Printer icon) to display the gateway list.
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2 From the Access level drop-down list, select New access level, then assign a meaningful name
to the access level you are creating.

' Access level 1]
NEREEERD
English
Gateway / Site [@ 01 - etditioral Global Gateways =] | INew asosss level
Access level I =] | French

INouveau hiveau accés

Door Schedule Floor group ﬂ
[071.071.071] Front Door Mone ¥ | Mone ¥
[071.071.02) Back Door Mone ¥ [Mone ¥
[02.01.01) Controller#l Dooritl Mone ¥ [Mone ¥
[02.01.02) Controller# Doorit2 Mone ¥ [Mone ¥
[02.02.01) Controllerit2 Dooritl Mone ¥ [Mone ¥
[02.02.02) Controller#2 Doorit2 Mone ¥ [Mone ¥

[02.03.01) Controller#t3 Dooritl Mone ¥ [Mone ¥ _I

i'L Cloze | x Cancel | ? Help |

@ NOTE: Components that are displayed in the Doors, Schedule or Floor group column have to
be defined for selection in the Access level definition. To define Doors: Devices > Sites >
Doors. To define Schedules: Definition > Schedules. To define Floors groups: Groups > Doors.
3 From the Doors list, select the doors to which the cardholder has access.
4  From the Schedule column, select the schedule during which the cardholder will have access.
5 Select the floor group, if applicable.
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Defining Visitor Cards

A visitor card is issued on a temporary basis. It serves as a template for entering user information.
You can create visitor cards in two ways:

D Copying the card information field into the Visitor card database when a new card or a
daypass is created in the system,

D Creating a new visitor card.

To create a visitor card when creating a new card:
1  Select the Card icon from the Users window. The Card window appears.

=] =

Card Mumber 1219324 : ™ Copy to visitor card

= P Creation Date 2000-03-07
Card User Name ~ [Alice B | et 20000314
Card Type Administrator ‘...I Modification Count 3

2 Check the Copy to visitor card option. The card information will be used later for creating new
cards and issuing day passes.

To create a visitor card using the card template:
1 Select the Visitor card icon from the Card window toolbar.

O Viitar

Nl =l sl

232

2

Card user name - Creation date 2002-08-09
Modification date 2002-08-09

el e I - Modification count Q
General I Access level | Miscellaneous | Comment | Ficture |

Department Card infarmation &

Card information 2 Card information 7

Card information 3 Card information 8

Card information 4 Card information 3

Card information 5 Card information 10

j-'L Close | 2@ [Earee] | ? Help |

2 Enter the required information in the Visitor card fields.

NOTE: For more information on Day Passes and Visitor cards, see “Defining Cards” on
page 170. The Picture tab allows you to display the cardholders picture and signature as well

as to preview and print badges.
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Defining Card Types

A card type is used to group cardholders and can later be used to modify an existing card group or
to create reports. It can also be used to restrict access to card information for a particular operator.
For example, you can restrict an operator’s ability to issue or view a specific card group. For
instance, if a card type is defined as “Administrators”, an operator who does not have the
appropriate security level will not be able to issue, view, modify, delete, or print this type.

NOTE: The system is preset with five card types: administrator, employee, security,
maintenance and visitor.

To create a new card type:

1 From the Users menu, click the card type icon. The Card type window appears.

' Card Type |
Ol e ool | | =[] ol
English
IAdministratod
Card Type I@Administrator B
French
IAdministrator
i'L Cloze | 56 Canel | ? Help |

2 In the Card type window, click the “New” button in the toolbar and enter the necessary
information in the language section.

3 To assign a card type to a cardholder, see “Users” on page 169.
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A day pass is issued to visitors such as contractors, employees from different divisions, customers,
etc. This menu option offers an easy way to allow access to “visitors” for a single day.

Even if the day pass cardholder does not return the day pass card, the card will expire the same day
at 24:00, and will no longer grant access.

You can use profiles that were copied to the “Visitor definition” menu to create day passes (use
the “find visitor” button).

To create a day pass:
1 From the Users menu, select the Day pass icon. The Day Pass window appears.

¥ Day pass M
- 4] Hew
— BEEE = rome e
= £ Fird
Card user name JHew user =
18 Findlvisiter
Start date 2003-03-15 Ficture | Signature
End dote 2003816 Delele when spied r Il Save
Card ype | =i [y S e
Giateway / Site |Card access ap = XK Cancel
Card access gip. | | [ Close
Card information 1 7 Help

Card information 2

Card information 3

Right-Click. for picture menu

() Bt berdge: | [\ Freview bedae |
Card information 4
. Badge layout
Card infomation 5 | |
Card information 6 :
Badge piint issue 0
Comment
Barcade
| Card Pumber |
Value

2 You can fill out the displayed fields or browse the card databases to the desired card. For more
information, see “Users” on page 169.

3 Check the Copy to visitor card option if you want to save this day pass in the visitor database.

NOTE: For more information of visitor cards, see “Defining Cards” on page 170. The Picture

tab allows you to display the cardholders picture and signature as w