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Chapter 1: Introduction to Secure Perfect 6.1

Welcome to Secure Perfect 6.1! This manual provides information for
system administrators to set up, install, and configure the Secure Perfect
6.1 system.

Throughout this manual, reference to Secure Perfect is represented as
“SP” in text content to avoid repetition where the product name and /or
version may have already been established.

In this chapter:

,‘\\,§ “Quick Start Guide” on page 1.2

“Recommended Minimum Hardware and Software
Requirements” on page 1.3

“Operating Systems and Configuration Summary” on page 1.5
“Before You Begin” on page 1.6

“What's New in Secure Perfect 6.1?” on page 1.7

“Installation and Setup Outlines” on page 1.11

“Notational and Typographical Conventions in this Manual” on
page 1.19

“Related Documentation” on page 1.20

“Training Sources” on page 1.21

11



Quick Start Guide

Quick Start Guide

New Installation
1. Install Operating System (choose one)
“Preparing the Windows 2000 Professional or XP Professional Computer” on page 2.1

“Preparing the Windows 2000 Standard Edition Server or 2003 Standard Edition Server”

on page 3.1

2. Install Secure Perfect 6.1 (choose one)

“Installing Secure Perfect 6.1 eZ or Professional Edition Server Software” on page 4.1
“Installing Secure Perfect 6.1 Enterprise Edition Server Software” on page 5.1
“Installing Secure Perfect 6.1 Global Edition: Global Database Server” on page 6.1

“Installing Secure Perfect 6.1 Global Edition: Regional Database Server” on page 7.1

\ 4

3. License

“Licensing the Secure Perfect System” on page 10.1

X Also, refer to “Installation and Setup Outlines” on page 1.11.

12
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Introduction to Secure Perfect 6.1

Recommended Minimum Hardware and Software
Requirements

Note: Your Secure Perfect 6.1 system WILL NOT install unless minimum
requirements have been met.

Hardware
The following are recommended minimum hardware requirements:
1 Intel® Pentium® III 9xx MHz

[ 512 MB RAM for Server Computers
256 MB RAM for Client Computers

SVGA Monitor, 1024 by 768 resolution, 16-Bit High Color
101 Keyboard

Mouse or Trackball device

Network card

150 MB hard drive space for Secure Perfect with a default database

a o o o a o

Client Computer: If using Imaging and a video camera (as the image
source), an approved image capture card

Hard drive space will vary depending on your system environment. If you
elect to partition your hard drive, verify that sufficient space remains in your
system drive for your program files to load properly.

Note: If using the Digital Video Surveillance option, increasing the
processor speed and memory may be required to increase performance in
your specific system.

The following items are recommended:

[ Approved modem(s) if using dial-up micro(s)

Secure Perfect 6.1 Installation Manual 13



Recommended Minimum Hardware and Software Requirements

[ Support modem for pcANYWHERE
[ Tape drive

[ Digi® serial-port expander to provide additional ports if using micro(s)
and/or CCTV devices

Software

The following are recommended minimum software requirements:

[ One of the following, based on the system that you purchased:

*  Microsoft Windows 2000 Professional (Service Pack auto installs
with Secure Perfect 6.1.) or Windows XP Professional

- OPTIONAL: Microsoft Office Windows XP Access 2002 or
Microsoft Access 2002

*  Microsoft Windows 2000 Standard or Advanced or Windows 2003
Standard Edition Server and applicable Service Packs

- Microsoft SQL Server 2000 Standard Edition (Service Pack
auto installs with Secure Perfect 6.1.)

[ Internet Explorer (6.1 or later with applicable Service Pack)

The following item is recommended:

[ Symantec pcANYWHERE Version 9.3 or higher

1.4 Secure Perfect 6.1 Installation Manual



Introduction to Secure Perfect 6.1

Operating Systems and Configuration Summary

The Secure Perfect 6.1 software is supported by operating systems as listed
in Table 1-1: “Operating Systems and Configuration Summary”.

Table 1-1: Operating Systems and Configuration Summary

Operating System Configuration

Windows 2000 e Secure Perfect Server or client Software

Professional or Windows e Microsoft SQL Server 2000 Desktop Engine (MSDE) and
XP Professional applicable SQL Service Pack (installed automatically with

Secure Perfect software).

e Imaging: The feature is installed automatically on the
Server as an Imaging workstation.

e Clients: The system supports five system-wide clients (any
of these clients can be configured as communications
clients for hosting micros).-

e Micros: The system supports 32 system-wide micros (32 on
the Server or up to 16 per communications client).

(Also, review “Licensing Capacities” on page 10.2.)

Windows 2000 Standard e  Secure Perfect Server or client Software

or Advanced and Cluster technology or Global Edition selections in the
Windows 2003 custom-level installation provide new architecting
Standard Edition Server options.

e Allows database and file Server to be placed on separate
Windows Server computers.

e Microsoft SQL Server 2000 Standard Edition Database
(user provided) and applicable Service Pack (installs
automatically with Secure Perfect 6.1).

e Imaging: The feature is installed but not recommended for
production as an Imaging workstation.

e  Clients: Secure Perfect supports 25 system-wide clients
(any can be configured as communications clients for
hosting micros).

e Micros: Secure Perfect supports 256 system-wide micros
(32 on the Server and up to 64 per communications client).

(Also, review “Licensing Capacities” on page 10.2.)

Windows 2000 e Secure Perfect Client Software
Professional or Windows e Imaging: The option is installed automatically.
XP Professional (Also, review “Licensing Capacities” on page 10.2.)

Secure Perfect 6.1 Installation Manual 15



Before You Begin

Before You Begin

Note: You will not be able to successfully complete your Secure Perfect 6.1
installation without access to the GE security business Web site. If you do
not have Web access, call GE Customer Support at 1-800-428-2733 for
assistance.

1. You will need a valid GE Customer Support Web site login in order to
enable the Secure Perfect 6.1 licensing program. The steps for obtaining
a login are detailed in Chapter 10 - Licensing the Secure Perfect System,
in the section entitled “Obtaining the License” on page 10.3.

2. Ifyoureceived a Secure Perfect 6.1 system from GE:

Your Server computer is preloaded with the operating system,
hardware, Symantec™ pcANY WHERE™, Microsoft SQL Server
2000® Standard Edition or MSDE, default Secure Perfect 6.1
database, Internet Explorer®, and Secure Perfect 6.1 application.

Your client computer is preloaded with the operating system,
pcANYWHERE, Internet Explorer, and Secure Perfect 6.1
application.

Your system is licensed according to your purchased items such as
number of clients, number of readers, and number of Imaging
clients.

At this time, you are ready to go to Chapter 11 - Logging On and
Configuring Secure Perfect 6.1.

Several optional features are available for your Secure Perfect system:

DVR Surveillance is an integrated event-driven video recording
option, enabling you to access live and recorded video, and initiate
camera control at any workstation within a Secure Perfect system.

CCTV interfaces are available for your Secure Perfect 6.1 system.
You can automatically control supported CCTV cameras based on
alarm events within Secure Perfect 6.1. For details, refer to the
document, Secure Perfect CCTV Interfaces, on the Documentation
CD shipped with your Secure Perfect system, in PDF format.

Microsoft Access 2002 can be installed and used solely in creating
custom reports. Refer to the document, Secure Perfect and
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Introduction to Secure Perfect 6.1

Microsoft Access 2002, on the Documentation CD shipped with
your Secure Perfect system, in PDF format.

*  Visitor System Interface Capability Powered by PassagePoint
Software of Stopware, Inc OR Access Sentry CI? enables visitor
badging and lobby management software to interface with Secure
Perfect. This interface is purchased separately and licensed through
Secure Perfect. For complete details, contact your GE security
business sales representative.

*  Report Commander for Secure Perfect, Web browser based
reporting feature for designing custom reports using Internet
Explorer, using multiple data sources, and accessing through
Secure Perfect. This option is purchased separately and licensed
through Secure Perfect. For complete details, contact your GE
security business sales representative.

*  Support for Thin Client virtual workstation technology. The Thin
Client installation executable is included on the Secure Perfect CD.

What's New in Secure Perfect 6.1?

Guard Tour: This feature makes use of two new forms in Secure Perfect,
Guard Tours and Tour Point. A Guard Tour is an inspection of your facility
premises, by a security guard. The officer stops at pre-determined tour points
along the way, where a digital input (DI) is triggered or a badge is presented
to a reader so that the Secure Perfect system can track the tour progress.
Each time a badge is presented to a reader, a tour point is 'hit.' DIs can also
be assigned as tour points. An additional tab has been added to the Manual
Control form. The Guard Tour tab of the Manual Control form displays the
status of Guard Tours configured in your Secure Perfect system. Select a
Guard Tour to display tour details and tour points. An occasion may arise
that requires a tour to be started, paused, resumed, or stopped manually. This
feature and related forms are not available for input if you are not licensed
for Guard Tour.

Global Edition Enhancements:

+ Database Server and Fileserver Redundancy: Global Editions
systems can be configured for database redundancy, at the Region level.
A Regional Database Server can be configured to have backup servers.
Refer to the Backup Regions tab of the Region Form. If a client is not
able to connect to its Regional Database Server for any reason, it fails

Secure Perfect 6.1 Installation Manual 1.7



What's New in Secure Perfect 6.1?

over to the backup Regional Server. Regional database redundancy and
fileserver redundancy operate independently. One or the other, or both
can fail at the same time, whether they reside on the same server
computer or are configured to reside on separate computers.

*  Client Region Failover: If you have Region backups configured, all
clients in that region, by default, will fail over to the backup Region
when the system detects that it cannot access the database. You might
choose to clear this checkbox on the Client tab of the Client form, to
prevent nonessential client failover and keep extra traffic on your
system network to a minimum.

Alarms:

*  Alarm Bumping and Routing: The Client Group Form allow you to
assign Secure Perfect computers into logical Client Groups. Then,
alarms can be routed to these Client Groups by time schedule or at all
times. Additionally, alarms can be 'bumped' (forwarded) to one or more
additional Client Groups when alarms are unacknowledged and
unpurged within configured time limits.

* Alarm Graphics Enhancements: Alarm Graphics can now be
configured for digital inputs and digital outputs. The Alarm Graphics
Viewer displays active status. Right-click menu options display newly
enhanced functionality. Operators for the Alarm Graphics Viewer must
be assigned 'Update' and facility permissions in order to select right-
click menu options. For shortcut menu functionality, rest your mouse
pointer on an assigned point and right-click. The shortcut menu that
displays with a right-click mouse button depends on the Point Type
assigned to the point. The options allow manual control of doors.

*  Duress: This selection determines whether the door will open when a
duress PIN code (with the final digit incremented by + 1) is entered with
a valid badge. This feature is configured for your Secure Perfect system
on the Parameters Form, Settings Tab.

Event Trigger Updates:

*  Assigning Intrusion Zones to an Event Trigger: The Intrusion Zone
tab on the Event Trigger form allows you to assign Intrusion Zones and
Intrusion Zone transaction type(s) that will trigger an event.

Extended Unlock Time Options: Extended unlock time is enabled on the
Personnel Tab of the Person Form. When this option is selected, enabled
badges associated with a Person record allow extra time to gain access to an

1.8
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entry or exit point. Extended times (in minutes and seconds) are configured
and assigned on the Door Functions tab of the Reader Form. For example, if
a door is used by disabled persons or the reader is mounted at a distance
from the door, a longer unlock time may be required to exit or enter.

Real-Time Digital Output Status: Digital output status is reflected in real-
time updates on the Alarm Graphics Viewer if this option is selected on the
Micro Definition tab of the Micro Form.

UL Certification: Secure Perfect is a UL-listed Grade A system (UL 1076
Grade A Proprietary Burglary Requirements/UL 294 Access Control
Requirements). Your installation must adhere to the requirements listed in
the Certification section of this, in order to qualify as UL-listed Grade A
certified.

Badge Designer Upgrade: The integrated Badge Designer program is an
upgraded version with many new features. On the Secure Perfect Badge
Design Form, click Edit Badge Design to display a new windowpane. This
is a separate program with its own toolbar. If you had a previous version of
badge designer that created files with a .gdr extension, you will be prompted
to save the file as a .dgn when you edit a badge design for the first time.
Access the extensive Online Help system from the Badge Designer toolbar.
Additionally, refer to the Badge Designer User Manual, and review the
"What's New" section. A PDF file of the manual is provided on the
Documentation CD shipped with your Secure Perfect system.

Badge Format: This option on the Administration menu allows an operator
to design, import, or export custom badge formats for your Secure Perfect
system. Custom magnetic stripe or Wiegand formats can be loaded and
stored in the Secure Perfect database. After identifying the required custom
format, the format is flashed to the micro. A new tab on the Micro Flash and
Micro Parameter Configuration window allows you to configure custom
badge formats.

Auto Shutdown of Secure Perfect Services: This is a default option on the
Client tab of the Client form. If selected, Secure Perfect Services will
automatically shut down when the client application is closed. A list of
prerequisite criteria must be met.

Manual Control Form:

*  Shortcut from Client Monitor Form to Manual Control Form: This
feature allows the current operator to quickly locate a client, right-click
and select the Manual Control form, and manually perform operations
of the Secure Perfect system.
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*  Mode Tab on the Manual Control Form: This feature allows the
operator to select all or individual micros or clients for immediate
change of mode.

Report Generation Upgrades:

*  Guard Tour History Report: This option on the Administration menu
allows you to generate a report of completed Guard Tours, displaying
tour activities such as start points, hits, invalid points, pauses, resumes,
tour end points, tour time exceeded, manual start, and manual stops.

*  Administration Report: The list of report types has been expanded to
include details of Alarm Routing and Bumping configurations and
Badge Format (UBF) custom badge configurations.
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Installation and Setup Outlines

Before you proceed, make sure that your peripheral system hardware (such
as micros, readers, and network lines) is installed and running.

The tables that follow outline the steps to set up a Secure Perfect 6.1 system.

Refer to the appropriate table for the system that your purchased.

a

Windows 2000 Professional or Windows XP Professional as a
Secure Perfect Server or Client: Refer to “Steps to Prepare a Windows
2000 Professional or Windows XP Professional as a Secure Perfect
Server or Client” on page 1.12.

Windows 2000 Standard or Advanced and Windows 2003 Standard
Edition Server: Refer to “Steps to Prepare a Windows 2000 or
Windows 2003 Server Standard Edition Computer” on page 1.14.

Initial Setup of Secure Perfect 6.1: Refer to Table 1-4, “Steps for
Initial Setup of Secure Perfect 6.1,” on page 1.16.

Windows Clustering Technologies: Refer to the document, Installing
Secure Perfect in a Clustered Environment, included on the
Documentation CD shipped with your Secure Perfect system.

Secure Perfect Global Edition: Refer to ‘“Pre-Installation Checklist”
on page 6.6.

Unless otherwise noted, details for each step can be found in the chapters
that follow.
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Preparing a Windows 2000 Professional
or Windows XP Professional
as a Secure Perfect Server or Client

Note: If you are converting from a previous version of Secure Perfect
software, refer now to the appropriate upgrade section of this manual or the
upgrade PDF document.

Table 1-2: Steps to Prepare a Windows 2000 Professional or Windows XP
Professional as a Secure Perfect Server or Client *

Task Reference

A. Check minimum hardware and software page 1.3
requirements.

B. Install network board. page 2.1

C. If this Server will be part of an existing domain, page 2.3
you will need to add it to the primary domain
controller of that domain.

D. If you will be using a video camera as the image page 2.4
source, install the capture board.

E. Prepare operating system. page 2.4

F. Install Secure Perfect 6.1 Software (includes MSDE  page 4.1
2000 with Service Pack 3a).

G. Obtain license. page 10.1
H. Enter the Secure Perfect 6.1 license key. page 10.6
I. Setting Services to Automatic Startup page 4.20
J. Log on to the Secure Perfect Server computer. page 11.4
K. If applicable, set up Imaging Logins. page 9.17

L. Add clients to Secure Perfect 6.1 database from page 4.25
Secure Perfect Server computer.

M. OPTIONAL: Install Microsoft Office XP or Microsoft See PDF Doc
Access 2002. on CD

N. OPTIONAL: If you are planning to add micros or See PDF Doc
use CCTV, set up the serial port expander. on CD
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Table 1-2: Steps to Prepare a Windows 2000 Professional or Windows XP

Professional as a Secure Perfect Server or Client ™ (Continued)

Task Reference

0.

OPTIONAL: Install and set up Symantec

pcANYWHERE.

OPTIONAL: If you plan on using dial-up micros on
this computer, set up the modems.

If purchased, install and set up the CCTV software

and hardware.

Install and set up printers.

Set up a tape drive.

Install Secure Perfect 6.1 on additional clients, if

applicable.

client computer.

See PDF Doc
on CD

See PDF Doc
on CD

See PDF Doc
on CD

See PDF Doc
on CD

Refer to
instructions
shipped with the
tape drive.

page 9.1.

. Repeat the applicable steps in this table for each additional communication
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Preparing a Windows 2000 Standard or Advanced and
Windows 2003 Standard Edition Server

Note: If you are converting from a previous version of Secure Perfect
software, refer now to the appropriate upgrade section of this manual or the
PDF upgrade document.

Table 1-3: Steps to Prepare a Windows 2000 or Windows 2003 Server Standard
Edition Computer

Task Reference

A. Check minimum hardware and software page 1.3
requirements.

B. Install network board. page 3.1
C. Determine Server type. page 3.3

If it is part of an existing domain, you needtoadd  page 3.3
this Server to the primary domain controller of

that domain.
E. Prepare operating system. page 3.6
F. Install Microsoft SQL Server 2000. page 3.10
G. Verify SQL Server is running. page 3.13
H. Set SQL Server Agent service. page 3.14
I. Install Secure Perfect 6.1 software. page 5.1
- Create Secure Perfect database - Typical page 5.7
- Create Secure Perfect database - Custom page 5.16,
page 5.23,
page 5.36,
page 5.48,
page 5.59,
- License the system. page 5.71
J. Verify that Secure Perfect Services are running. page 5.72
K. Log on to the Server computer. page 11.4
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Table 1-3: Steps to Prepare a Windows 2000 or Windows 2003 Server Standard
Edition Computer (Continued)

Task Reference

L.

M.

OPTIONAL: Set up serial port expander.
OPTIONAL: Install and set up Symantec
pcANYWHERE.

OPTIONAL: Set up the modems.

If purchased, install and set up CCTV software and
hardware.

Install and set up printers.

Set up a tape drive.

Add client computers, if applicable.

See PDF Doc
on CD

See PDF Doc
on CD

See PDF Doc
on CD

See PDF Doc
on CD

See PDF Doc
on CD

Refer to
instructions
shipped with the
tape drive.

page 5.77
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Initial Setup of Secure Perfect 6.1

Task
1.

Table 1-4: Steps for Initial Setup of Secure Perfect 6.1

Log on.

Set system parameters.

OPTIONAL:
Create facilities.

Set up clients.

Determine the
permissions you

require and create

them.

Create operator
records.

Determine what
schedules and

events you need.

Set up the time
schedules.

Set up the event
schedules.

Set up mode
schedules.

Menu/Form
File/Login

Administration/
Parameters

Administration/
Facility

Administration/
Client

Create permissions and operators.

Administration/
Permission

Administration/
Operator

Set up schedules and events.

Administration/Time

Schedule

Administration/
Event Schedule

Administration/
Mode Schedule

Information Source
page 11.4

Refer to the Secure Perfect 6.1
Administrator’s Manual on CD
or Online Help.

Refer to the Secure Perfect 6.1
Administrator’s Manual on CD
or Online Help.

Refer to appropriate section in
the Chapter for your system.

Refer to the Secure Perfect 6.1
Administrator’s Manual on CD
or Online Help.

Refer to the Secure Perfect 6.1
Administrator’s Manual on CD
or Online Help.

1.16
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Table 1-4: Steps for Initial Setup of Secure Perfect 6.1 (Continued)

Task

7. Set up devices.

A. Configure the
micro.

B. Configure readers.

C. Set up digital
inputs (DI).

D. Create alarm
instructions.

E. Set up alarm
groups.

F. Activate alarms to
be used on this
micro.

G. Create digital
output (DO)
groups.

H. If necessary,
modify DOs used
on this micro.

Configure DVRs

J. Flash (download)
firmware to the
micro.

K. Put the micro
online and
monitor
communications.

Repeat Step 7. for each micro.

Menu/Form Information Source

Refer to the Secure Perfect 6.1
Administrator’s Manual on CD

or Online Help.

Devices/Micro

Devices/Readers

Devices/Digital Input

Administration/
Alarm Instruction

Devices/Alarm
Groups

Devices/Alarms

Devices/Digital
Output Groups

Devices/Digital
Outputs

Devices/Digital Video
Recorder

Flash Tool
Application or
Operations/Micro
Utilities

See PDF Doc on CD

Refer to the Secure Perfect
Online Help.

Operations/Micro
Utility
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Table 1-4: Steps for Initial Setup of Secure Perfect 6.1 (Continued)

Task Menu/Form Information Source

8. Create access rights, persons, and badges. Refer to the Secure Perfect 6.1
Administrator’s Manual on CD
or Online Help.

A. Determine which Personnel/Access
access rights you Right
need and create
them.

If this is a new installation, complete B and C.

B. Create person Personnel/Person Refer to the Secure Perfect 6.1
records. Administrator’s Manual on CD
or Online Help.

C. Create badge Personnel/Badge
records.
OPTIONAL:
D. Create intrusion Administration/ Refer to the Secure Perfect 6.1
zones. Intrusion Zone Administrator’s Manual on CD
or Online Help.
9. Back up the system. Refer to the Secure Perfect 6.1

Administrator’s Manual on CD
or Online Help.
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Notational and Typographical
Conventions in this Manual

This manual uses certain notational and typographical conventions to make
it easier for you to identify important information.

Table 1-5: Notational and Typographical Conventions

Item Example

Menu Titles, Menu

[tems, Field Names,

Form Titles
Keys
Buttons

Text you enter

Side-bar or callout
text

“Must Read”
Sections

s
£
P
P \
F s,
/ Y
i N
L

7
/

/N

Administration

Enter
OK

Micro 1

To reduce the confusion between similar numbers
and letters, namely the number 1 and the lowercase
letter 1 along with the number 0 and the letter o, refer
to the following list:

1234567890
ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijklmnopgrstuvwxyz

Provides important information. When not part of a graphic,
the text is displayed on the left side of the page.

Recommended “Must Read” text blocks are shaded.

This graphic is displayed to advise the user that failure
to take or avoid a specified action could result in loss
of data.

This graphic is displayed to warn the user that failure
to take or avoid a specific action could result in
electrical damage.

Secure Perfect 6.1 Installation Manual 1.19



Related Documentation

Related Documentation

—
\\.M?/; ‘
\=——

Information about
menus, windows,
and fields.

All you want to
know about the
Micro/5.

All you want to
know about the
Micro/PX-2000.

PDFs on CD.

For more information, refer to the following:

Secure Perfect Online Help System

The Online Help system provides reference information, such as window
and field descriptions, along with instructions for system administrator
duties, such as configuring micros.

Micro/5 Installation Guide

This guide provides mounting and installation instructions for the Micro/5
controller and its associated boards.

Micro/PX-2000 and PXN-2000 Installation Guide

This guide provides mounting and installation instructions for the PX-2000
and PXN-2000 microcontrollers.

These documents and others are included on the Documentation CD shipped
with your Secure Perfect system, in PDF format. You must have Adobe
Acrobat Reader installed on your computer to view PDF documents. For
your convenience, a copy of the Adobe Acrobat Reader software is included
on the CD.

Microsoft®

We recommend that you investigate the wide range of information available
from Microsoft, covering such topics as Windows 2000 or Windows 2003,
Microsoft SQL Server 2000, and networking in print and electronic format.

Dell®

If applicable, refer to your Dell documentation for hardware installation
instructions.

Follow specific installation instructions for your brand of hardware.
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Newly Removed Sections from this Manual

Sections of this manual were removed and are now available on the
Documentation CD shipped with your Secure Perfect system, as white
papers in PDF format:

»  Secure Perfect 6.1 Diagnostics and Troubleshooting

+ Installing Secure Perfect in a Clustered Environment
»  Secure Perfect Optional Hardware and Software

+  Secure Perfect CCTV Interfaces

+ Installing FlashTool and Flashing Micros with Secure Perfect

Training Sources

o You may want to take advantage of the XtremeLearning library of
convenient, comprehensive, and interactive Web-based training courses
available through your GE security business sales representatives.
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NOTES:
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Chapter 2: Preparing the Windows 2000 Professional
or XP Professional Computer

This chapter provides specific information about setting up a Windows
2000 Professional or Windows XP Professional computer as a Secure
Perfect Server computer or client computer. We recommend that you
read these sections carefully BEFORE you begin the installation. Perform
the steps in the order they display. Each client computer will run the
Secure Perfect 6.1 application and Imaging package.

ZA

In this chapter:

“Pre-Installation Checklist” on page 2.2

“Supported Microcontrollers” on page 2.2

“Installing the Network Board” on page 2.3
“OPTIONAL: Installing the Capture Card” on page 2.4
“Preparing the Operating System” on page 2.4
“Setting Up Your Monitor” on page 2.5

“Setting the Network Properties” on page 2.5

“Defining User Accounts” on page 2.6

“Assigning User Passwords” on page 2.7

“Item Specific to Windows 2000 Professional” on page 2.7
“Items Specific to Windows XP Professional” on page 2.8

“What's Next?” on page 2.10
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Pre-Installation Checklist

Pre-Installation Checklist

Ifyou » To prepare your Windows 2000 Professional or Windows XP
purchased Professional computer, refer to this checklist of reminders:
this system
from GE,
these tasks
Z/c;rwepleted (0 Meet minimum recommended hardware and software requirements.
for you.
(1 Install the network board.
1 Install Windows 2000 Professional or Windows XP Professional with
appropriate Service Packs.
(1 Set monitor resolution to a minimum of 1024 by 768 pixels.
(0 Set the Network Properties.
(7] Enable Distributed COM Configuration Properties.
(1 Add Client computers to the Secure Perfect 6.1 Server Database.

Supported Microcontrollers

Secure Perfect 6.1 supports the following GE microcontrollers:
*  Micro/5-PX

*  Micro/5-PXN

*  Micro/PX-2000

*  Micro/PXN-2000

Serial-port expanders can be installed at any of the client computers to
provide additional serial COM ports. COM ports can be used for either
wiring direct-connect, communicating with dial-up micros via modems, or
LAN connection to the microcontrollers. You MUST use GE-approved
serial-port expanders. Currently, 8 and 16-port expanders are supported.
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Installing the Network Board

If you purchased
this system from
GE, the network
board is installed
for you.

If you have not already done so, install the network board now. Follow the
instructions included with the board. Verify that you are using the same
network card speed as the existing network. Refer to the Microsoft
Installation Guide for details of a network card configuration or obtain
information at www.microsoft.com/technet.

Determining Computer Type

Before you continue, consult with the network administrator before adding
any computers to an existing network.

The Professional computer can be:
1. Part of a new or existing workgroup.

2. Part of an existing domain. (See “Adding the Computer to an Existing
Domain™ .)

Since the setup will be different depending on which option you choose, you
will need to decide which type applies before you can continue with the
installation.

Adding the Computer to an Existing Domain

If the Professional computer will be part of an existing domain, you will
need to add the computer to the network. Since network configuration varies
from company to company, see your network administrator for assistance.

Note: If your Secure Perfect Server computer and client computers
participate in a workgroup, add the workgroup name during the installation.
We suggest using SECUREPERFECT. Write down the Server name and
workgroup name as these are required during the client installation.

It is important that the Secure Perfect Server and Client system use the same
network properties. Refer to “Setting the Network Properties” on page 2.5
for more information or consult with your network administrator.
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OPTIONAL: Installing the Capture Card

If you purchased
this system with
Imaging from
GE, the
FlashPoint card
is installed and
set up for you.

A capture card is required only if you are using the capture feature of
Imaging and you are using a video camera as the image source. Imaging
installs with each Secure Perfect application installation. If you have not
done so already, install the capture card now.

Note: You must use a GE-approved capture card.
Currently, GE supports the Integral Technologies capture cards. Contact

your GE security business sales representative for supported models. For
directions on installing this card, refer to the appropriate GE documents.

Preparing the Operating System

If you purchased
this system from
GE, the operating
system is installed
for you.

The Professional Secure Perfect Server computer MUST be running
Windows 2000 Professional or Windows XP Professional with any
applicable Service Packs. If it is not already installed on your system, you
will need to install it now.

Insert the Windows 2000 Professional or Windows XP Professional
Installation CD in your CD-ROM drive and follow the instructions provided
by the Microsoft documentation.

This section represents an overview of the installation procedure and does
not provide step-by-step instructions to install the operating system.
During the installation of the operating system, review the following
items:

*  You will be asked to select a file system type. For added security, we
recommend that you select NTFS.

»  Under the Networking Settings window, we recommend that you select
Typical Settings. If you need to select Custom Settings, please consult
your network administrator.

*  For network services and binding, leave the default settings.
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At the Workgroup or computer domain window, select one:

- No, this computer is not on a network, or is on a network without a
domain. Type a workgroup name in the following box.

- Yes, make this computer a member of the following domain.

Enter the workgroup or domain name in the Workgroup or computer
domain field.

For additional information, consult your Microsoft documentation.

Setting Up Your Monitor

The minimum recommended monitor resolution required for Secure Perfect
6.1 is 1024 by 768. Small Fonts MUST be selected on the General tab of the
Advanced properties. If using Imaging, the minimum color resolution is
High Color (16-bit).

» To access the display settings:

1.

2.

Right-click your mouse on the desktop.
Select Properties from the menu.
Click the Settings tab in the Display Properties window.

Change the Screen Area settings to at least 800 by 600. (GE
recommends 1024 by 768 pixels.)

Click Apply.

Click OK.

Setting the Network Properties

It is important that the same network properties are used for both the Secure
Perfect Server and Client systems.

Secure Perfect 6.1 Installation Manual 2.5



Defining User Accounts

» To check the network settings:
1. Right-click My Network Places.
2. Select Properties from the shortcut menu.
3. Right-click the Local Area Connection icon and select Properties.
4. Select Internet Protocol TCP/IP.
5. Click Properties.

6. Select one:

*  Obtain an IP address automatically

. Use the following IP address

Secure Perfect 6.1 computers do not require static IP addresses.
Note: If you selected Use the following IP address option, you must obtain
a valid IP address from the network administrator, or use a local IP address

that no other computer is using in your network. Consult your network
administrator for detailed instructions.

7. Click OK.

8. Click OK to exit Local Area Connection Properties.

9. After Windows 2000 Professional or Windows XP Professional is
installed, reboot the computer and make sure it is connected to the

network. Verify that you do not have any hardware errors under Device
Manager.

Defining User Accounts

Windows 2000 requires that a user account be set up for each user on that
computer and for each user accessing the Server remotely. This section
addresses adding additional user accounts and assigning user passwords.

The Users and Passwords selection in Control Panel allows you to add
users to your computer and to add users to a group. In Windows 2000 and

2.6
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Windows XP, permissions and user rights are usually granted to groups. By
adding a user to a group, you give the user all the permissions and user rights
assigned to that group.

For instance, a member of the Users group can perform most of the tasks
necessary to do the job, such as logging on to the computer, creating files
and folders, running programs, and saving changes to files. However, only a
member of the Administrators group can add users to groups, change user
passwords, or modify most system settings.

Adding additional users is optional but recommended since this clearly
identifies each user in Windows.

Note: If you do choose to add additional users, you must assign them to the
group ‘SPAdmin’ after Secure Perfect is installed.

Assigning User Passwords

GE recommends that you assign a password to all user accounts. This will
avoid security permission issues when attempting to access remote client
computers.

Refer to your Windows 2000 Professional or Windows XP Professional
documentation for additional information on setting up a user and assigning
passwords.

Item Specific to Windows 2000 Professional
This item is unique to Windows 2000 Professional.

Enabling Distributed COM Configuration

If DCOM is not enabled during the operating system software installation, a
warning message displays when you insert the Secure Perfect 6.1 CD-ROM,
This application requires that DCOM is enabled.

» To enable and verify remote connections:

1. Click Start, select Run, enter dcomcnfg, and click OK.
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2.

On the Distributed COM Configuration Properties window, select
the Default Properties tab, if not already selected.

Verify that Enable Distributed COM on this computer is selected for
remote connections. If not set, select the check box to enable.

Verify that the Default Authentication Level is set to Connect and the
Default Impersonation Level is set to Identify.

DO NOT alter other settings on any other tabs unless instructed by your
Information Systems Department.

Click OK and close the window.

Items Specific to Windows XP Professional

These items are unique to Windows XP Professional.

1. Enabling Distributed COM Configuration

If DCOM is not enabled during the operating system software installation, a
warning message displays when you insert the Secure Perfect 6.1 CD-ROM,
This application requires that DCOM is enabled.

» To enable and verify remote connections on Windows XP Professional:

1.

Click Start, select Run, enter dcomcnfg, and click OK.

Result: Component Services displays.
Double-click Components Services and then click Computers.

Right-click My Computer and then scroll to Properties.

Result: My Computer Properties window displays.
Click the Default Properties tab.

Verify that Enable Distributed COM on this computer is selected for
remote connections.

2.8
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6. Verify that the Default Authentication Level is set to Connect and the
Default Impersonation Level is set to Identify.

7. DO NOT alter other settings on any other tabs unless instructed by your
Information Systems Department.

8. Click OK and close the window.

2. Windows XP User Password

When installing and configuring Windows XP Professional, the user
Administrator MUST be assigned a password. For Secure Perfect to work
correctly once installed, all Windows login IDs used with Secure Perfect
should have an assigned password. DO NOT leave blank.

3. Matching User Information

If any computer within the Secure Perfect system is running Windows XP,
then ALL computers in that system must use a matching user name and
password at login in order to communicate.

4. User Logon Modifications

In the Control Panel, select User Accounts, and then Change the way
users log on or off. Clear the following check boxes:

¢ Use the Welcome Screen
¢ Use Fast User Switching

If needed, these settings can be re-enabled after installation of Secure Perfect
is complete.

5. Enable Network Folder Sharing

In the Control Panel, Network Connections, run the Network Setup
Wizard, and enable network file/folder sharing.
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6. Disable Simple File Sharing

In Windows Explorer, select Tools, Folder Options, and then the View tab.
Scroll through the Advanced settings to display Use simple file sharing.
Clear the check box to disable this feature.

What's Next?

You are ready to install Secure Perfect 6.1. Refer to Chapter 4 - Installing
Secure Perfect 6.1 eZ or Professional Edition Server Software.
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Chapter 3: Preparing the Windows 2000 Standard
Edition Server or 2003 Standard Edition Server

This chapter provides instructions for a sample configuration of a
Windows 2000 or Windows 2003 Standard Edition Server computer. We
recommend that you review the “Pre-Installation Checklist” on page 3.2,
then review the sample configuration carefully BEFORE you begin the
installation.

If you are installing to a Cluster environment, refer to your Microsoft
documentation and the Documentation CD shipped with your Secure
Perfect system, Installing Secure Perfect in a Clustered Environment, in

PDF format.
In this chapter:
s “Pre-Installation Checklist” 3.2
AN re-Installation Checklist” on page

“Installing the Network Board” on page 3.3

“Preparing the Operating System” on page 3.6
“Setting Up Your Monitor” on page 3.7

“Enabling Distributed COM Configuration” on page 3.8

“Items Specific to Windows 2003 Standard Edition Server”
on page 3.8

“Installing Microsoft SQL Server 2000” on page 3.10

“What's Next?” on page 3.19
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Pre-Installation Checklist

Pre-Installation Checklist

If you
purchased

this system
from GE, these

tasks were
completed
for you.

Important!

Important!

Important!

» To prepare your Windows 2000 or Windows 2003 Standard Edition

Server computer, refer to this checklist of reminders:

I I [ |

Meet minimum recommended hardware and software requirements.
Install the network board.
Determine Server type.

Install Windows 2000 or Windows 2003 Server.

*  Sections of this chapter include instructions specific to Windows
2003 Server.

*  When assigning a Server type, choose ‘Stand-alone’ or ‘Member.’
Set monitor resolution to a minimum of 1024 by 768 pixels.
Enable Distributed COM Configuration Properties.

Install MS SQL Server 2000.

*  You must have SQL Server installed prior to
installing Secure Perfect 6.1 software.

* In ‘Server and Client Tools,” you must enter SPSQL in the
‘Instance Name’ field.

Verify SQL Server installation.

Set SQL Server Agent properties.

SQL Server Agent must be running to keep the databases in optimal
condition.

Note: You may experience other behavior based on the version of
Windows you have installed. These are guidelines and these instructions
are based on a SAMPLE configuration.
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Installing the Network Board

Ifyou purchased  If you have not already done so, install the network board now. Follow the

this system from instructions included with the board.
GE, the network

board is installed
for you.

Determining Server Type

Before you continue, you will need to decide what type of server the Server
computer will be in the network. Always consult with the network
administrator before adding any computers to an existing network.

The Server computer can be:
1. Part of a new or existing workgroup.

2. Part of an existing domain. (See “Adding the Computer to an Existing
Domain™ .)

Since the setup will be different depending on which option you choose, you
will need to decide which Server type applies before you can continue with
the installation.

Adding the Computer to an Existing Domain

If the Server computer will be part of an existing domain, you will need to
add the Server computer to the network. Since network configuration varies
from company to company, see your network administrator for assistance.

Note: If your Server and client computers participate in a workgroup, add
the workgroup name during the installation. We suggest using
SECUREPERFECT. Write down the Server name and workgroup name as
these are required during the client installation.

It is important that the Server and Client system use the same network
properties. Refer to “Setting the Network Properties” on page 3.4 for more
information or consult with your network administrator.
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Setting the Network Properties

It is important that the same network properties are used for both the Secure
Perfect Server and Client systems.

» To check the network settings:

1.

2.

Right-click My Network Places.

Select Properties from the shortcut menu.

Right-click the Local Area Connection icon and select Properties.
Select Internet Protocol TCP/IP.

Click Properties.

Select one:

*  Obtain an IP address automatically
*  Use the following IP address

Secure Perfect 6.1 computers do not require static [P addresses.

Note: If you selected Use the following IP address option, you must obtain
a valid IP address from the network administrator, or use a local IP address
that no other computer is using in your network. Consult your network
administrator for detailed instructions.

7.

Click OK.
Click OK to exit Local Area Connection Properties.

After Windows 2000 Professional or Windows XP Professional is
installed, reboot the computer and make sure it is connected to the
network. Verify that you do not have any hardware errors under Device
Manager.

3.4
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Setting Up Your Monitor

The minimum recommended monitor resolution required for Secure Perfect
6.1 1s 1024 by 768. Small Fonts MUST be selected on the General tab of the
Advanced properties. If using Imaging, the minimum color resolution is
High Color (16-bit).

» To access the display settings:
1. Right-click your mouse on the desktop.
2. Select Properties from the menu.
3. Click the Settings tab in the Display Properties window.
4. Change the Screen Area settings to at least 1024 by 768.
5. Click Apply.

6. Click OK.

Defining User Accounts

Windows 2000 requires that a user account be set up for each user on that
computer and for each user accessing the Server remotely. This section
addresses adding additional user accounts and assigning user passwords.

The Users and Passwords selection in Control Panel allows you to add
users to your computer and to add users to a group. In Windows 2000 and
Windows XP, permissions and user rights are usually granted to groups. By
adding a user to a group, you give the user all the permissions and user rights
assigned to that group.

For instance, a member of the Users group can perform most of the tasks
necessary to do the job, such as logging on to the computer, creating files
and folders, running programs, and saving changes to files. However, only a
member of the Administrators group can add users to groups, change user
passwords, or modify most system settings.

Adding additional users is optional but recommended since this clearly
identifies each user in Windows.

Secure Perfect 6.1 Installation Manual 35



Assigning User Passwords

Note: If you do choose to add additional users, you must assign them to the
group ‘SPAdmin.’

Assigning User Passwords

GE recommends that you assign a password to all user accounts. This will
avoid security permission issues when attempting to access remote client
computers.

Refer to your Windows 2000 Professional or Windows XP Professional
documentation for additional information on setting up a user and assigning
passwords.

Preparing the Operating System

If you purchased
this system from
GE, the operating
systemisinstalled
for you.

The Server computer MUST be running Windows 2000 or Windows 2003
Server. If it is not already installed on your system, you will need to install it
now, along with the latest applicable Service Packs.

Insert the Windows 2000 or Windows 2003 Installation CD in your CD-
ROM drive and follow the instructions provided by the Microsoft
documentation.

This section represents an overview of the installation procedure and
does not provide step-by-step instructions to install the operating
system. During installation of the operating system, review the following
items:

*  You will be asked to select a file system type. For added security, we
recommend that you select NTFS.

*  On the Licensing Modes screen, select Per Seat.

*  When selecting the Networking Settings, we recommend that you
select Typical Settings. If you need to select Custom Settings, please
consult your network administrator.

*  For network services and binding, leave the default settings.

* At the Server Type window, you may select either Stand-alone or
Member.
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If you selected a Server type of:

Stand-alone, this Server has its own database of users, and it
processes logon requests by itself. It does not share account
information with any other computer and cannot provide access to
domain accounts.

Member, this Server participates in a domain, but does not store a
copy of the directory database. For a member Server, permissions
can be set on resources that allow users to connect to the Server and
use its resources. Resource permissions can be granted for domain
global groups and users as well as for local groups and users.

Example: If you wish to group computers by department, you
could set up an Accounting Workgroup. When viewing the
network, you would see the Accounting Workgroup. If you double-
clicked on that Workgroup, all computers in that Workgroup would
be displayed.

For additional information, consult your Microsoft documentation.

Setting Up Your Monitor

The minimum recommended monitor resolution required for Secure Perfect
6.1 1is 1024 by 768. Small Fonts MUST be selected on the General tab of the
Advanced properties. If using Imaging, the minimum color resolution is
High Color (16-bit).

» To access the display settings:

1.

2.

Right-click the desktop.

Select Properties from the menu.

Click the Settings tab in the Display Properties window.

Change the Screen area at least 1024 by 768 resolution.

Click Apply.

Click OK.
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Enabling Distributed COM Configuration

If DCOM is not enabled during the operating system software installation, a
warning message displays when you insert the Secure Perfect 6.1 CD-ROM,
This application requires that DCOM is enabled.

» To enable and verify remote connections:

1.

Click Start, select Run, enter dcomcnfg, and click OK.

Result: The Distributed COM Configuration Properties window
displays.

On the Default Properties tab, verify that Enable Distributed COM
on this computer is selected for remote connections. If not set, select

the check box to enable.

Verify that the Default Authentication Level is set to Connect and the
Default Impersonation Level is set to Identify.

DO NOT alter other settings on any other tabs unless instructed by your
Information Systems Department.

Click OK.

Proceed to “Installing Microsoft SQL Server 2000” on page 3.10.

Items Specific to Windows 2003 Standard Edition

Server

These items are unique to Windows 2003 Standard Edition Server:

1. Enabling Distributed COM Configuration

If DCOM is not enabled during the operating system software installation, a
warning message displays when you insert the Secure Perfect 6.1 CD-ROM,
This application requires that DCOM is enabled.
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» To enable and verify remote connections on Windows 2003 Standard
Edition Server:

1. Click Start, select Run, enter dcomcnfg, and click OK.
Result: Component Services displays.
2. Double-click Components Services and then click Computers.

3. Right-click My Computer and then scroll to Properties.

Result: My Computer Properties window displays.
4. Click the Default Properties tab.

5. Verify that Enable Distributed COM on this computer is selected for
remote connections.

6. Verify that the Default Authentication Level is set to Connect and the
Default Impersonation Level is set to Identify.

7. DO NOT alter other settings on any other tabs unless instructed by your
Information Systems Department.

8. Click OK to accept and close the window.

2. Windows User Password

When installing and configuring Windows 2003 Server, the user

administrator MUST be assigned a password. For Secure Perfect to work
correctly once installed, all Windows login IDs used in conjunction with
Secure Perfect should have an assigned password. DO NOT leave blank.

3. Matching User Information

If any computer within the Secure Perfect system is running Windows 2003
Standard Edition Server, then ALL computers in that system must use a
matching user name and password at login in order to communicate.
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4. User Logon Modifications

In the Control Panel, User Settings, Change the way users log on or off,
disable the Windows 2003 logon Welcome Screen and Fast User
Switching. If needed, these settings can be re-enabled after installation of
Secure Perfect is complete.

5. Enable Network Folder Sharing

In the Control Panel, Network Connection, run the Network Setup
Wizard, and enable network file/folder sharing.

Proceed with “Installing Microsoft SQL Server 2000” .

Installing Microsoft SQL Server 2000

If you
purchased this
system from
GE, SQL Server
is installed and
configured for
you.

>

The SQL Server program stores and controls the Secure Perfect 6.1
databases. If you do not have SQL Server installed on the Server computer
that will store your databases, you must install it now.

Note: The SOL Server software is user supplied and is not included as part
of a Secure Perfect 6.1 system.

To install Microsoft SQL Server:

Insert the SQL CD-ROM into the CD-ROM drive.

Result: The Microsoft SQL Server 2000 Standard Edition window
automatically displays.

2. We recommend that you select Read the Release Notes. This displays
the Microsoft SQL Server 2000 Readme file, in Notepad. When you are
finished, exit and continue below.

3. Select SQL Server 2000 Components.

4. Select Install Database Server.

Result: The SQL Server 2000 Welcome window displays.
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Important!

Click Next.

Result: The Computer Name window displays.

The local computer will be selected by default. The dialog box contains
the name of the default local computer. Do not change the default
setting since you want to install Microsoft SQL Server 2000 on the local
computer.

Click Next to accept the Local Computer option.

On the Installation Selection window, select Create a new Instance,
or install Client Tools and click Next.

Result: You are prompted for your User Information.

» To enter the User Information:

1.

Enter a Name and Company, then click Next.

Result: The Microsoft End User License Agreement displays.

Review the agreement and click Yes to accept the agreement.

Result: The License Key information for SQL Server 2000 window
displays.

Enter the CD-Key number as displayed on the back of the CD jewel
case, then click Next.

Result: The Installation Definition window displays.

Select Server and Client Tools and click Next.

Result: The Instance Name window displays with the Default check
box selected.

Clear the check box.

Enter sPSQL in the Instance Name field. Click Next.

Result: The Setup Type window displays.
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Important!

» To configure a typical setup:

1.

Select Typical for setup type. You have the option to change the
Destination Paths for the program files and data files. We recommend
that you accept the default locations, and click Next.

Result: The Services Accounts window displays.

You are prompted to select an Account Login and Service Setting.

*  Seclect Use the same account for each service (Autostart SQL
Server Service).

»  Select Use the Local System Account.

Then, click Next.

From the Authentication Mode window, you MUST select Mixed
Mode (Windows Authentication and SQL Server Authentication).

In Add Password for the ‘sa’ login, enter master or create a unique
password as the password for the administrator account. Enter a second
time to confirm. (If you purchased your Secure Perfect 6.1 system from
GE, a temporary password of master was assigned.)

Note: We strongly suggest that you assign a unique password of your
choice.

This is the ‘sa’ user password, used later in the installation, during
creation of the Secure Perfect database.

Write the password down, then store it in a safe place as you will be
asked for it again later.

Click Next.

Result: A dialog box displays a statement, Setup has enough information
to prompt you for the Licensing Mode Information and then start
copying the program files.

Click Next to proceed.

Result: The Choose Licensing Mode window displays. GE
recommends selecting Per Seat License. (All GE-installed systems are
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10.

11.

installed with Per Seat License.) Refer to your SQL Server 2000
license agreement to find out how many users you are authorized,
according to the system you purchased. Enter that number as the
number of devices.

However, if you purchased SQL Server 2000 with a processor license,
select Processor License and enter the number of processors (CPUs) in
your Server computer. If you have a problem choosing a licensing
mode, refer to your Microsoft manuals or consult your network
administrator for assistance.

Click Continue.
Result: A Shutting Down Tasks window may display.

Click Next.

Result: The system starts to copy files. Various installation windows
display along with a progress bar. This step takes a considerable length
of time.

A Setup Complete window displays, stating that the installation of this
instance of SQL Server 2000 has completed on your computer.

Click Finish and remove the CD from the CD-ROM drive.

You must shut down and restart your computer in order for the
installation to take effect.

Verifying Microsoft SQL Server Installation

When restarted, the system will automatically start SQL Server. Log on as
administrator. You may want to verify the installation. You have two options
available:

Check the taskbar.

Check the Services Form.
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Verify SQL Installation Using the Taskbar

» To verify that SQL Server service is running:

In the taskbar status area, an icon will display, a computer with a green

arrow.

Verify SQL Installation Using the Services Form
» To verify SQL Server using the Services window:

1. Click Start, Programs, Administrative Tools, then Component
Services.

2. Click Services (Local).

3. Locate the service MSSQLS$SPSQL.

»  The status should read Started which means that the service is
running.

» Ifitis blank, then the service is not running. You cannot proceed
with the installation unless the service is running. Check your SQL
Server documentation for more information on troubleshooting.

4. Exit the window.

Setting SQL Server Agent Service Properties Through
Enterprise Manager

The SQL Server Agent service must be running to keep the Secure Perfect
6.1 databases in optimal condition.

» To set properties of the SQL Server Agent service:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.
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10.

11.

12.

Locate the Server computer name on which you will be installing
Secure Perfect 6.1. Expand the folder by clicking on the plus sign.

Select and expand the Management folder.

A red dot on the SQL Server Agent folder indicates that it has not
started. Select SQL Server Agent, then right-click and select Start on
the menu to start the services.

Result: The red dot is replaced by a green arrow in the navigation tree.

Now, you have to set SQL Server Agent service properties. Select SQL
Server Agent, then right-click and select Properties from the menu.

Result: The SQL Server Agent Properties window displays.

Do not change any settings on the General tab unless instructed by the
Database Administrator. Select the Advanced tab and select the Auto
restart SQL Server if it stops unexpectedly and Auto Restart SQL
Server Agent if it stops unexpectedly check boxes.

Click OK.

Result: A message may display, One or more of the changes you have
made will not take effect until SQL Server Agent is restarted. Do
you want to stop and restart SQL Server Agent now? We
recommend that you stop and restart SQL Server Agent now.

Click Yes to stop and restart SQL Server Agent.

When a dialog displays SQL Server Agent was restarted successfully,
click OK.

Exit Enterprise Manager.

Click Start, Programs, Administrative Tools, then Component
Services. Select and double-click to expand the list of services.

Scroll down the list of services to select SQLAgent$SPSQL, then
right-click and select Properties from the menu.

Result: The SQLAgent$SPSQL Properties window displays.
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13

14.

15.

16.

On the General tab, select Automatic from the Startup type drop-
down list. Do not change any other tab or setting.

Click OK.

Result: SQLServerAgent Properties exits.
Exit Component Services.

Continue with “Setting SQL Server Agent Service Properties Through
Service Manager”

Setting SQL Server Agent Service Properties Through
Service Manager

» To verify and set SQL Server services:

1.

Click Start, Programs, Startup, then Service Manager.

Result: The SQL Server Service Manager window displays.

If not displayed, from the Server drop-down list, select the correct
computer name with the SPSQL instance name.

If not already displayed, from the Services drop-down list, select SQL
Server.

Result: A green arrow displays on the computer image, indicating the
service is running. Verify that Auto-start service when OS starts
check box is selected.
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fo SQL Server Service Mana - |EI|5|
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Figure 3-1. SQL Server Service Manager - Enterprise Server

4. Refer to Figure 3-1. The Server computer name and service status
display at the bottom of the dialog box.

» To verify and set SQL Server Agent:
1. From the Services drop-down list, select SQL Server Agent. The SQL

Server Agent must be running to keep the Secure Perfect 6.1 databases
in optimal condition.

Server:

Services:

Refresh services. .. |

» | Start/Continue

n Fauze
| Stop

[~ Auto-start service when 05 starks

|St0pped -WWSPTESTT - SOLServerdgent

Figure 3-2. SQL Server Service Manager - SQL Server Agent
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2. InFigure 3-2, the Server computer name and service status are Stopped,
as displayed at the bottom of the dialog box. To change the status, click
Start/Continue and then select Auto-start service when OS starts.

Result: A green arrow displays on the computer image, indicating the
service is running. In the future, the service will automatically start
when the operating system shuts down and restarts.

3. Exit SQL Server Services Manager.

4. Ifyou have not already done so, remove the Microsoft SQL CD from
the CD-ROM drive.

5. We recommend that you DO NOT install the Microsoft SQL Service
Pack at this time, if you are about to install Secure Perfect 6.1. The latest
supported version is Microsoft SQL Server 2000 Service Pack 3a, and
auto installs during installation of the Secure Perfect 6.1 software. If you
are about to install SP 6.1, continue with “What’s Next?”” on page 3.19.

6. Continue with “Installing Microsoft SQL Server 2000 Service Pack”,
only if applicable.

Installing Microsoft SQL Server 2000 Service Pack

Typical Server/Client Architecture

Note: We recommend that you do not install the Microsoft SOL Server 2000
Service Pack if you are about to install SP 6.1. If you install the Service Pack
OUTSIDE of the SP installation, this is an abbreviated list of instructions to
assist you.

» To install SQL Server Service Pack 3a on a typical Server/Client
Architecture:

1. Back up the SQL databases: master, model, and msdb.

2. Insert the Microsoft Updates CD into your CD-ROM drive.

3. Navigate to the drive, typically, D:\SP ENT SERVER\SQL Server 2000
Standard SP 3a\sql2ksp3a.exe
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4. Follow instructions as prompted, using the recommended choices as
described during the installation process.

5. When complete, AGAIN, back up your SQL master, model, and msdb
databases, since installation of the Service Pack 3a has updated and
altered their contents.

6. Reboot your computer. You are now ready to install the Secure Perfect
software.

Cluster Environment

Contact the Enterprise Services Department of GE at

(561) 998-6168, to discuss Windows Clustering setup and installation before
installing Secure Perfect 6.1. GE security business sales representative or
Customer Support, at (561) 998-6100, can provide additional details of these
services and a quotation applicable to your system configuration.

If you are installing Microsoft SQL Server Service Pack to a Windows
Cluster, you must apply the SQL Service Pack 3a before installing Secure
Perfect 6.1. Consult the Microsoft documentation received with the SQL
Server Service Pack, for instructions.

What's Next?

Proceed to Chapter 5 - Installing Secure Perfect 6.1 Enterprise Edition
Server Software.
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NOTES:
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Chapter 4: Installing Secure Perfect 6.1 eZ or
Professional Edition Server Software

This chapter includes instructions for installation of Secure Perfect 6.1
Server software on Windows 2000 or Windows XP Professional
computers. Follow instructions in the order presented. These instructions
pertain to Secure Perfect eZ Edition and Professional Edition.

Note: This Chapter is NOT for Enterprise Edition or Global Edition
installations. If you are installing an Enterprise Edition, refer to “Installing
Secure Perfect 6.1 Enterprise Edition Server Software” on page 5.1. If you
are installing a Global Edition system, refer to “Installing Secure Perfect
6.1 Global Edition: Global Database Server” on page 6.1.

In this chapter:
4—‘\\;§ Prepare to Install” on page 4.2
“TYPICAL Installation” on page 4.5

“CUSTOM Installation for Secure Perfect 6.1 eZ/Professional
Edition” on page 4.6

“For Windows XP Professional Service Pack 2 Users” on page
4.10

“Licensing Your Secure Perfect System” on page 4.19
“Setting Services to Automatic Startup” on page 4.20

“For Windows XP Professional Service Pack 2 Users” on page
4.10

“Server Folder Structure” on page 4.22
“Secure Perfect 6.1 User Accounts” on page 4.25
“Adding Additional Clients to the Database” on page 4.25

“What's Next?” on page 4.29
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Prepare to Install

Prepare to Install

Note: Your Secure Perfect 6.1 system WILL NOT install unless minimum
requirements have been met. Before you begin, refer to “Recommended
Minimum Hardware and Software Requirements” on page 1.3 and
“Pre-Installation Checklist” on page 2.2.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers
You are
here!
If you » To prepare your computer for installation of the Secure Perfect 6.1
purchased this application:
system from
GE, Secure 1. You MUST be logged in as the local administrator user. If not, log off
Perfect 6.1 is . .. R
installed for and log back on as a user with these permissions. If you are logging onto
you. Skip to a domain environment, log off and log on as administrator to the local
“Logging On computer. (If the computer is a domain controller, log on as an
and administrator to the domain.)
Configuring
Sec,,u re Perfect 2. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.
6.1" on page
11.1.

3. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* NET Framework

*  DirectX 9.0

» MDAC

*  Windows 2000 Service Pack

e Windows Installer
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Four components will cause the system to reboot when a new version is
installed.

*  DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A message displays, informing you that installation will be cancelled
until you install the required software, in the appropriate language to
the operating system you are installing. You cannot install Secure
Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.

The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.
Continue with “When the Secure Perfect software installation begins:”
on page 4.4.
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» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation
window. If you click Cancel at any time during the installation, the
installation process stops and your system returns to the state prior to
beginning the installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

Result: The License Agreement window displays.

2. Select I accept the license agreement and click Next.

Selecting Installation Type

» To continue, your next step is to select ONE type of installation:

Select Typical or Custom:

Typical Installation Type:

The installation requires little user interaction and you do not need
to make any special choices. Follow instructions in “TYPICAL
Installation” on page 4.5.

Custom Installation Type:

If you need to accomplish any one of the following tasks, you must
select Custom:

+  Use Badge Aliasing.
+  Change the password for the Windows logon USERID ‘secure.’
Note: If you change the default Secure Perfect user password, all

computers must use the identical Secure Perfect user
replacement password.

Continue by proceeding to “CUSTOM Installation for Secure Perfect
6.1 eZ/Professional Edition” on page 4.6.
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TYPICAL Installation

» To continue with a Typical installation, follow the instructions below:
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1. Click Next.

2. Atthe Install Secure Perfect Client/Server window, select Server and
click Next.

Result: The Ready to Install the Application window displays.
3. The default program folder is indicated. You may want to install Secure
Perfect in another location. Click Browse to navigate to the program

folder of your choice, for placement of Secure Perfect files.

4. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.

Note: This takes several minutes.

5. To finish your installation, continue with “Installation of MSDE 2000
and Service Pack 3a” .

Installation of MSDE 2000 and Service Pack 3a

At this point, the Secure Perfect installation determines if the SPSQL
instance of MSDE 2000 and Service Pack 3a need to be installed.

» When the required software is not detected on your system:

1. When the required software is not detected on your system, installation
of MSDE and Service Pack 3a continues.

Result: When installation of MSDE is complete, the system
automatically reboots. This process takes several minutes.

2. Log on as administrator user to continue the installation.
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3. After the login, the database creation begins. This takes a few minutes to
begin. Please wait.

4. A progress bar displays the process.

5. When the database creation is complete, a message displays informing
you that the database was successfully created.

6. The SP License Setup window displays along with a Welcome dialog
box. We recommend that you license your system at this time. Click OK

in the dialog box to continue.

7.  Continue with “Licensing Your Secure Perfect System” on page 4.19.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!

CUSTOM Installation for Secure Perfect 6.1
eZ/Professional Edition

Recommended for experienced software installers.

Note: Secure Perfect 6.1 components CANNOT be individually installed on
a Windows Professional operating system. However, you MUST select
Custom as your installation type if you choose one of the following options:
*  Badge Aliasing

*  Change the password for the Windows logon USERID ‘secure.’
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» If you chose a Custom installation, follow the instructions below:

1. Select the type of installation as Custom and click Next.
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2. At the Install Secure Perfect Client/Server window, select Server and
click Next.

3. The Select Badge Aliasing Option window displays as in Figure 4-1.

Select Badge Aliasing Option u
Select the desired badge aliazing option. [ A

Aliazing provides protection of the numbers encoded into badges by hiding them from
unauthorized uzers. The actual encoded number is replaced by another number called an
Aliaz. Be aware that aliases provide greater security but complicate the badging process.

' Do not use aliases
" Use aliases automatically provided by SP

" Use aliases manually provided by user

“wise Installation ‘Wizard

< Back | Mest » I Cancel

Figure 4-1. Badge Alias Window

4. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

*  Use aliases manually provided by user aliasing allows you to
assign the number.

Secure Perfect 6.1 Installation Manual 4.7
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5. Choose one aliasing option and click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 4-2.

ii&ﬂ' Secure Perfect 6.1 I [ 3

Change the "Secure” passward 5
Change the password for the Windows Logon USERID 'Secure’ N

-

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. |f your Windows network, has security policies that enforce rules for
password creation, you may want to change the 'Secure’ uzer paseword. |f you are unsure,
ask your System Administratar

& Lse Default Password

" Change Password

MNew Password I xxxxxx

Fepeat Mew Pagsword Imxm

‘wiize [nstallation Wizard®

< Back I Hext » I Cancel

Figure 4-2. Change the ‘secure’ Password Window

6. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

7. Click Next.
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8. The Ready to Install the Application window displays.

Result: The default destination folder is indicated. You may want to
install to another location. Click Browse to navigate to the program
folder of your choice for placement of Secure Perfect files.

9. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

10. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

11. At this point, the Secure Perfect installation determines if the SPSQL
instance of MSDE 2000 and Service Pack 3a needs to be installed.

Installing MSDE and Service Pack 3a when the required software is not
detected on your system:

1. When the required software is not detected on your system, installation
of MSDE and Service Pack 3a continues.

2. When installation of MSDE is complete, the system automatically
reboots. This takes several minutes.

3. After the reboot, the database is created. A progress bar displays the
process.

Note: No user interaction is required. Please wait.

When the database creation is complete and the SP License Setup
window displays:

Continue with one of the following sections:

“Windows 2000 Professional” on page 4.10
“Windows XP Professional:” on page 4.10

Secure Perfect 6.1 Installation Manual 4.9
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Windows 2000 Professional

1. We recommend that you license your system at this time. Click OK in
the dialog box to continue.

2. Proceed with “Licensing Your Secure Perfect System” on page 4.19.

Windows XP Professional:
Click OK in the dialog box and continue as follows:

» If you DO NOT have Windows XP Professional, Service Pack 2
installed:

We recommend that you license your system at this time. Continue with
“Licensing Your Secure Perfect System” on page 4.19.

» If you DO have Windows XP Professional, Service Pack 2 installed:
1. Click OK to close the LicenseSetup Welcome window.

2. Click Cancel to close the SP License Setup window. (You cannot
license at this time.)

3. Continue with “For Windows XP Professional Service Pack 2 Users” .

For Windows XP Professional Service Pack 2 Users

If you installed Secure Perfect on a Windows XP Professional operating
system with Service Pack 2, the following adjustments must be made to your
configuration, in order for Secure Perfect to run successfully. We assume
that this is a basic installation of Windows XP Service Pack 2, with no other
policies configured other than the base configuration within Windows XP.

1. Configuring Windows Firewall

» To configure your Windows Firewall for access to the Database Server
from a Secure Perfect client computer:

1. Log on as a user with administrator permissions.
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2. Click Start, Settings, Control Panel, then double-click Windows
Firewall.

3. When the Windows Firewall window opens, select ONE of TWO
configurations options:
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e Select Off.

*  Select On and select the Exceptions tab.

4. If you select Off (turns off Windows Firewall):

¢ Click OK to exit this window.
+  Skip Step 5. through Step 26.

*  Continue with “Configuring Launch and Access Permissions” on
page 4.14.

If you select On and the Exceptions tab, configure the exceptions:

*  Proceed to Step 5., to configure the ports as indicated.

Add Programs
5. Click Add Program.

6. One at a time, add the following programs to the exceptions list by
selecting from the list of programs:

+  Diagnostic Viewer
*  Flashtool

*  Secure Perfect

*  SPLicense

7. Click OK to display the selected programs in the Programs and
Services list.
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Add Ports

Click Add Port.

Note: To name the ports, type a short name for the port to help you
remember for what it is used.

»  Name the port and enter the SQL Server port number

(This port number can be obtained from your Server Computer. At
the Database Server computer for this client, click Start, then Run
and enter svrnetcn.exe. Click OK. When the SQL Server
Network Utility window displays, select TCP/IP and click
Properties. The port number displays. Note this port number and
return to the client computer.)

*  Add Ports 6700 through 6715 for TCP filtering.
*  Add Ports 6700 through 6715 for UDP filtering.
* Add Port 1024 for TCP DVR filtering.

*  Add Port 135 for RPC filtering.

*  When all entries are complete, click OK to exit this window.

Set Data Sources (ODBC)

Note: If the Database Server is not Windows XP, skip Step 9. through Step

15

9.

10.

11.

12.

13.

14

.and continue with “Set dcomcnfg Properties” .

In the Control Panel, double-click Administrative Tools, then Data
Sources (ODBC).

On the ODBC Data Source Administrator window, select the System
DSN tab.

Select Secure Perfect SQL.
Click Configure and click Next.
Click Client Configure.

. De-select Dynamically determine port.
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15. Enter SQL Server Port number, as obtained from the Server computer.
(See Step 3. above.)
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Set dcomcnfg Properties

16. Click Start, select Run, enter dcomcnfg, and click OK.

Result: The Component Services window displays.

17. Click to expand the Components Services navigation tree.

Result: If the Windows Firewall is Off, a window displays the message,
Do you want to keep blocking this program? Click Unblock and the
window closes.

18. Again, click to expand the Components Services tree to display My
Computer in the right window pane.

19. Right-click My Computer to display a shortcut menu and select
Properties.

Result: My Computer Properties window displays.
20. Click the Default Protocols tab.

21. When the Properties for COM Internet Services window displays, if
not already there, you must add categories to the DCOM Protocols
window pane. Click Add.

22. A Select DCOM protocol window displays with a drop-down list of
Protocol Sequences from which to choose.

- Select Connection-oriented TCP-IP and click OK.
- Select Datagram UDP/IP and click OK.

Result: Your selections display in the DCOM Protocols window pane.

23. Select Connection-oriented TCP/IP Filtering and click Properties,
then Add. Proceed by adding port ranges 6700 through 6715 in the
requested format.
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24. Select Datagram UDP/IP and click Properties, then Add. Proceed by
adding port ranges 6700 through 6715 in the requested format.

25. When all entries are complete, click OK to exit this window.

26. Continue with “Configuring Launch and Access Permissions” .

2. Configuring Launch and Access Permissions

In this section, you will be configuring two permissions:
*  Launch Permission

*  Access Permission

In this section, you will be configuring services:

*  Secure Perfect System Manager

*  Secure Perfect Manager

»  Secure Perfect Diagnostics

» To configure the Access and Launch permissions for ‘Secure Perfect
System Manager’ service:

1. Log on as a user with administrator permissions.

2. Click Start, Settings, Control Panel, Administrative Tools, then
double-click Component Services.

3. In the right windowpane, expand the Component Services navigation
tree to display Computers, My Computer, then DCOM Config.

4. Select Secure Perfect System Manager and right-click to display the
shortcut menu.

5. Select Properties to display the properties window.

Launch and Activation Permissions

6. Select the Security tab, and in the Launch and Activation
Permissions grouping, select Customize and click Edit.
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7.  When the Launch Permission window displays, select the Security tab
and click Add.

8. When the Select Users, Computers, or Groups window displays, click
Advanced.
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9. Ifyou are asked to log on to the Domain, enter your login ID and
password and click OK.

10. When you are returned to the Select Users, Computers, or Groups
window, click Find Now.

11. When the Name(RDN) list displays in the lower windowpane, select
ANONYMOUS LOGON and click OK, then OK in the window that
follows.

12. Verify that all permission for ANONYMOUS LOGON are set to
Allow. Click OK.

Access Permissions

13. You are returned to the Security tab, and in the Access Permissions
group, select Customize and click Edit.

14. When the Launch Permission window displays, select the Security tab
and double-click Add.

15. When the Select Users, Computers, or Groups window displays, click
Advanced.

16. If you are asked to log on to the Domain, enter your login ID and
password and click OK.

17. When you are returned to the Select Users, Computers, or Groups
window, click Find Now.

18. When the Name(RDN) list displays in the lower windowpane, select
ANONYMOUS LOGON and click OK, then OK in the window that
follows.
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19.

Verify that all permission for ANONYMOUS LOGON are set to
Allow. Click OK.

Note: Ignore the Configuration Permissions grouping of the Security tab.

» To configure the Access and Launch permissions for ‘Secure Perfect
Manager’ service and Secure Perfect Diagnostics:

Repeat the steps as listed, beginning with “To configure the Access and
Launch permissions for ‘Secure Perfect System Manager’ service:” on page
4.14; however, you will select ‘Secure Perfect Manager’ OR ‘Secure Perfect
Diagnostics’ in the DCOM Config navigation tree, Step 4.

3. Configuring Local Security Settings

» To configure the local security settings at each client computer:

1.

2.

10.

Log on as a user with administrator permissions.
Click Start, Settings, Control Panel, then Administrative Tools.
Double-click Local Security Policy in the right windowpane.

Expand the navigation tree to display Local Policies and select Security
Options to display a list box of ‘Policies’ and ‘Security Settings.’

Double-click DCOM Machine Launch Restrictions. . .
Click Edit Security and then click Add.
Click Advanced.

If you are asked to log on to the Domain, enter your login ID and
password and click OK.

Click Find Now.
When the Name(RDN) list displays in the lower windowpane, select

ANONYMOUS LOGON and click OK, then OK in the window that
follows.

4.16
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I1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Verify that all permission for ANONYMOUS LOGON are set to
Allow. Click OK.

Double-click DCOM Machine Access Restrictions. . .
Click Edit Security and then click Add.
Click Advanced.

If you are asked to log on to the Domain, enter your login ID and
password and click OK.

Click Find Now.
When the Name(RDN) list displays in the lower windowpane, select
ANONYMOUS LOGON and click OK, then OK in the window that

follows.

Verify that all permission for ANONYMOUS LOGON are set to
Allow. Click OK.

Exit the Local Security Setting window.

Continue with “Creating a New Registry Key” .

4. Creating a New Registry Key

» To create a new system registry key and set a value that causes the
system to bypass RPC interface restrictions:

1.

2.

Click Start, then Run, and enter regedit.

Expand the navigation tree in the left windowpane to display
HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\
Windows NT.

Right-click Windows NT to display a shortcut menu and select New,
then Key.

Enter RPC as the title of the new key, and then click Enter.

Secure Perfect 6.1 Installation Manual 4.17

o
N
~
o
=
<
1]
(73
o,
o
=3
=%
m
o
[=3
o
=}




For Windows XP Professional Service Pack 2 Users

5. Right-click RPC to display a shortcut menu, select New, and then select
DWORD Value.

6. Enter the DWORD Value as RestrictRemoteClients and click
Enter.

7. Right-click RestrictRemoteClients and select Modify.

8. When the Edit DWORD Value window displays, verify that the value
equals 0.

9. Click OK.

10. Exit the Registry Editor.

5. Restart Computers
1. Any computers (Server computers or client computers) that had
adjustments to the configuration because Windows XP Professional
Service Pack 2 is being used in your Secure Perfect system, must be

restarted at this time.

2. Continue with “Licensing Your Secure Perfect System” on page 4.19.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!
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Licensing Your Secure Perfect System

Important!

GE recommends that you license your system at this time. The reminder to
license is placed at this point to maintain the proper sequence in completing
your installation.

To license your Secure Perfect system:

Refer to “Licensing the Secure Perfect System” on page 10.1. After
obtaining your registered license key as instructed in “Licensing the Secure
Perfect System” on page 10.1, follow one of the sequences listed:

e “First Time License” on page 10.6
¢ “Running in Demo Mode” on page 10.8
¢ “Second and Any Additional Client Licenses” on page 10.9

e “If You Do Not License During the Secure Perfect Installation
Sequence” on page 10.10

REMINDER: When you have completed a successful licensing sequence,
return to this point and continue.

After a successful licensing sequence, or if you click Cancel to license at
another time:

1. You may receive an SP 6.1 Installation Complete dialog box. If so,
click Yes to reboot your computer.

2. Log on as administrator and continue with “Setting Services to
Automatic Startup” .

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!
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Setting Services to Automatic Startup

Setting Services to Automatic Startup

Note: At this point in the installation, the Secure Perfect services are
stopped.

Now, you need to change the startup method of the Secure Perfect
Diagnostics, Secure Perfect Manager, and Secure Perfect System
Manager services to automatic. This means every time the computer starts,
the Secure Perfect 6.1 services start. Refer to “Secure Perfect 6.1 Services
Overview” on page 11.2, for additional information about Secure Perfect
Services.

» To set the startup method of Secure Perfect Services:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays. Expand the list of services and
scroll down.

2. Select Secure Perfect Diagnostics.

=10l
| action tiew |J & = | @2 |J » om Il M
Tree I Services (Local)
W Mame  / | Description | Status [ Startup Ty
; Component Services %Removable Skorage Manages r...  Started Automatic
Event Viewer (Local) %Routing and Remote Access Offers rout, .. Disabled
Runas Service Enables st...  Started Aukomatic
%Secure Perfect APT Service Manual
%Secure Perfect Diagnostics Automatic
%Secure Perfect Manager Automatic
%Secure Perfect System Manager Autarmnatic
%Security Accounts Manager Stores sec,,,  Started Autarmnatic
%Server Provides B Started Aukomatic
Ssmart car( The Secure Perfect services status is blank. ) Marual
%Smart Cardrremer FTOVIOES 5o Manual ]
%SMS Client Service Started Aukomatic
%SMS Hardware Inventory Agent Service Manual
%SMS Remate Control Agent Started Aukomatic
%SQLAgeanPSQL Started Automatic
4] | of

Figure 4-3. Secure Perfect Component Services

4.20 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 eZ or Professional Edition Server Software

3. The status will be either Started or blank. If it is blank, then the service
is not running.

4. Right-click and select Properties. In the Startup type field, select
Automatic.

5. Click Apply, then OK to close the window.

6. Repeat steps 3 through 5 for the Secure Perfect Manager service and
the Secure Perfect System Manager service.

To start the Secure Perfect API Service:

Secure Perfect API Service is used when an external system is sending or
receiving transactions by way of an Application Program Interface (API) to
Secure Perfect. Do not start this service or change the settings unless you are
using the API option in Secure Perfect 6.1 and have been previously
licensed.

When all services are configured:
1. Close all windows and applications.
2. Restart the Secure Perfect Server computer.

If you ever need to restart Secure Perfect services manually, follow these
steps:

1. You will need to manually start the Secure Perfect services in this order:

*  Secure Perfect Diagnostic
*  Secure Perfect System Manager
*  Secure Perfect Manager

2. Right-click each service and click Start on the shortcut menu. Allow
sufficient time for the first service to start before proceeding to the next
service.

3. Exit the window.

4. Continue with “Server Folder Structure” .

Secure Perfect 6.1 Installation Manual 421
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Server Folder Structure

Server Folder Structure

1. During installation of Secure Perfect 6.1 software, the following folders
are created: Client, Database, Designs, English, Externals, Firmware,
Graphics, Images, Logs, MSDE2000 (if yours is a Windows
Professional system), Rpt, SecureScripts, Signature and Video.

2. In Windows Explorer, navigate to the Program Files/GE Interlogix/
Secure Perfect folder, or to the folder where your Secure Perfect
application installed. The folders displayed here vary with the type of
installation:

» If Typical Server Type is selected, all folders are present.

» If Custom Server Type is installed:

- If only Database Server feature is installed, Database, Logs,
and SecureScripts folders are present.

- If only File Server feature is installed, Client, Designs,
English, Externals, Firmware, Graphics, Images, Rpt,
Signature, and Video folders are present.

- If only Secure Perfect Application is installed, Client,
English, Logs, and Rpt folders are present.

*  The MSDE2000 folder will display only on Windows 2000 or
Windows XP Professional Server.

3. Some of the folders are shared. (Refer to the example in Figure 4-4.)
This allows other computers to gain access to the information stored in
these folders, when logged in as an authorized user.
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Figure 4-4. Typical Server Folder Structure

Server Folders

» To learn more about the folders in your Secure Perfect directory, review
these descriptions:

Client

A shared folder that contains a self-extracting Microsoft utility,
Microsoft Component Checker. This tool checks for compatibility and
consistency of MDAC versions. This folder also contain an
MSDEAdmin utility, used to access the Secure Perfect databases.

Database

A folder that contains the system database file along with the archive
and history database files. SQL Server log files for each database are
also found in this folder.

Designs

A shared folder that contains all badge designs used by the imaging
stations and sample badge designs.
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English
The files required to display the Secure Perfect 6.1 client software in
English. As more languages are installed, more language-specific
folders display.

Externals
A shared, empty folder created to store reports created by third party
report generators.

Firmware
A shared folder that contains the firmware or application code needed to
flash the micros.

Graphics

A shared folder that contains maps and icons used for Alarm Graphics.

Images
A shared folder that contains graphics files of captured, badge holder
pictures. Sample images are included if you installed the sample
database.

Logs
A shared folder that contains the Secure Perfect 6.1 diagnostic log files.

MSDE2000

This folder displays ONLY following Secure Perfect 6.1 eZ/
Professional Server Typical installation. The user may use these files
if re-installation of MSDE is required. These files (Microsoft SQL
Desktop Engine (MSDE) with Service Pack 3a) are used by the system
during installation of Secure Perfect 6.1.

Rpt
A folder that contains files used by the report engine to create Secure
Perfect reports.

SecureScripts

The scripts and programs used to create the database in SQL Server. It
also contains subfolders required for converting and upgrading Secure
Perfect systems to Secure Perfect 6.1.

Signature

A shared folder that contains a sample graphic signature file and the
graphic files of captured signatures.
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Video

A shared folder that contains captured video files.

When you have completed your review of the folders in your Secure Perfect
directory, continue with “Secure Perfect 6.1 User Accounts™ .
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Secure Perfect 6.1 User Accounts

Default local 1. During the Secure Perfect 6.1 Server computer installation, a default
group is Secure Perfect 6.1 local user account was set up for you. If you choose
gz\gﬂ% cal user to add users and assign or change user passwords, review “Defining
name is secure User Accounts” on page 2.6.

and the password

ismaster. 2. Refer to documentation you received when you purchased your

Windows 2000, Windows 2003, or Windows XP operating system, for
additional information on setting up a user and assigning passwords.

3. Continue with “Adding Additional Clients to the Database” on page
4.25.

Adding Additional Clients to the Database

Pinging Additional Client Computers

In order to add an additional client computer in the database, you must verify
that the computer can be reached by name.

» To communicate with the client computer from the Server computer:
1. Click Start, then Run.

2. Type cmd then click OK.

Result: A command prompt window displays.

3. Type ping <name> where <names> is the name of the client
computer. Press Enter.
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MINNT' System32hcmd.exe

C:\>ping BCTBOGOTA
Pinging BCTBOGOTA [3.18.145.16841 with 32 bhytes of data:

Reply from 3.18_145.1084: hytez=32 time<1Bms TTL=128
Reply from 3.18.145.184: bytes=32 time<{i@msz TTL=128
Reply from 3.18.145.184: bytes=32 time<i8msz TTL=128
Reply from 3.18.145.184: bytes=32 time{iBms TTL=128

Ping statistics for 3.18.145.184:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bns

CoN>

Figure 4-5. Successful Ping to Client Computer

Result: A successful ping reveals the client computer address was
reached. Your window displays similar to Figure 4-5. Proceed with
“Adding Clients to the Database” on page 4.27.

OR

indows 2008 [Uersion 5.88.21951
{C)> Copyright 1985-2@AA Microsoft Corp.

H:“\>ping hct—creed-passi
Pinging bct—creed-passi [3.18.145.157] with 32 bytes of data:
Request timed out.

Request timed out.
Request timed out.

Request timed out.

Ping statistics for 3.18.145.157:

Packets: Sent = 4, Received = 8, Lost = 4 {188x loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bns

Figure 4-6. Unsuccessful Ping to Server Computer

Result: If the client computer could not be reached, your window will
display similar to Figure 4-6. Verify your network settings as configured
during the operating system setup, (see “Setting the Network
Properties” on page 2.5) or contact your network administrator for
assistance.
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Note: You cannot proceed until the networking issues are resolved. Contact
your network administrator.

4. Continue with “Adding Clients to the Database” .
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Adding Clients to the Database

You need to add all client computers to your Secure Perfect database that
will be in your Secure Perfect system. To do this, log on to Windows using
your Windows Logon USERID ‘secure’ and start the Secure Perfect 6.1
application.

» To add clients to the Secure Perfect 6.1 database:
1. When you have installed and licensed the Secure Perfect application for
the first time (this is the First Time License computer), start the Secure
Perfect 6.1 application by double-clicking the Secure Perfect desktop
icon. The Server computer is the First Time License computer and you

can add clients at the Server computer.

2. From the File menu, select Login.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!

3. Log on as secure with a password of master.

4. If client computers have Windows 2000 Professional or Windows XP
Professional installed and if they are on the network, you can access the
Client Form in the Secure Perfect application, and proceed with adding
clients to the database.
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Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!

» To access the Client Form:

1. Select Client from the Administration menu.

Result: A new client form is displayed.
2. Click Add from the Secure Perfect main menu.

3. Enter data describing your new client. Refer to Online Help for details
of each individual field.

Note: If a client computer is currently offline or connected to the network by
a gateway or hub, you may not see that computer. You may need to correct
network issues with the client computer before proceeding. You may also see
computers that cannot be clients if they do not use TCP/IP protocols.

il
4. Click Save ‘ .
5. Repeat Step “2.” on page 4.28, through Step 4., for all clients.
6. You can add as many clients as you want. However, only the licensed

maximum number can connect to the Server at the same time. Refer to
“About Secure Perfect: License Summary” on page 10.12.

4.28
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What's Next?

If you have not already removed the CD from your CD-ROM drive, do so
now. You have completed the Server computer setup. Proceed with one or
more of the following:
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« Ifyou have not licensed your system, do so now. Refer to “Licensing the
Secure Perfect System” on page 10.1.

*  Proceed to set up the additional client computers on your Secure Perfect
system. Refer to “Installing Secure Perfect 6.1 Software on Additional
Clients” on page 9.1.

*  Proceed to configure your Secure Perfect system. Refer to “Logging On
and Configuring Secure Perfect 6.1” on page 11.1.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers
You are
here!
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NOTES:
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Chapter 5: Installing Secure Perfect 6.1 Enterprise
Edition Server Software

This chapter includes instructions for installation of Secure Perfect 6.1
Server software on Windows 2000 or Windows 2003 Standard Edition
Server computers. Follow instructions in the order presented. These
instructions pertain to Secure Perfect Enterprise Edition.
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Note: This Chapter is NOT for Global Edition installations. If you are
installing a Secure Perfect Global Edition system, refer to “Installing
Secure Perfect 6.1 Global Edition: Global Database Server” on page 6.1.

In this chapter:
4—‘\\;§ Prepare to Install” on page 5.2
“TYPICAL Installation” on page 5.6

“CUSTOM Installation for Secure Perfect 6.1 Enterprise Edition”
on page 5.10

“Licensing Your Secure Perfect System” on page 5.71
“Setting Services to Automatic Startup” on page 5.72
“Server Folder Structure” on page 5.74

“Secure Perfect 6.1 User Accounts” on page 5.77

“Adding Additional Clients to the Database” on page 5.77

“What's Next?” on page 5.81
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Prepare to Install

Note: Your Secure Perfect 6.1 system WILL NOT install unless minimum
requirements have been met. Before you begin, refer to “Recommended
Minimum Hardware and Software Requirements” on page 1.3 and
“Pre-Installation Checklist” on page 3.2.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers
You are
here!
If you » To prepare your computer for installation of the Secure Perfect 6.1
purchased this application:
system from
GE, Secure 1. You MUST be logged in as the local administrator user. If not, log off
Perfect 6.1 is . .. R
installed for and log back on as a user with these permissions. If you are logging onto
you. Skip to a domain environment, log off and log on as administrator to the local
“Logging On computer. (If the computer is a domain controller, log on as an
and administrator to the domain.)
Configuring
Sec,,u re Perfect 2. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.
6.1" on page
11.1.

3. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* NET Framework

*  DirectX 9.0

» MDAC

*  Windows 2000 Service Pack

e Windows Installer
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*  MS SQL Server 2000 Service Pack 3a (ONLY Windows 2000
Standard Edition)

During the installation windows of the Microsoft SQL Server
Service Pack:

- Select SPSQL instance of SQL Server.

- When a Connect to Server window displays, select SQL
Server Authentication and enter the sa password master.
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- When the Backward Compatibility Checklist displays, select
Upgrade Microsoft Search and apply SQL Server 2000 SP3
(required).

Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A message displays, informing you that installation will be cancelled
until you install the required software, in the appropriate language to
the operating system you are installing. You cannot install Secure
Perfect until this is accomplished.
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5. If your computer reboots, log on as administrator and installation
continues. Please wait.

6. The Secure Perfect installation processes updates on your system.
When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect
software installation begins:”

» When the Secure Perfect software installation begins:
Note: A Cancel button displays on every Secure Perfect installation
window. If you click Cancel at any time during the installation, the
installation process stops and your system returns to the state prior to

beginning the installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

Result: The License Agreement window displays.

2. Select I accept the license agreement and click Next.
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Selecting Installation Type

» To continue, your next step is to select ONE type of installation:

1. Select Typical or Custom.

Typical Installation Type:
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The installation requires little user interaction and you do not need to
make any special choices. Follow instructions in “TYPICAL Installation” on
page 5.6.

Custom Installation Type:

If you need to accomplish any one of the following tasks, you must select
Custom:

e Use Badge Aliasing.

e Change the password for the Window logon USERID ‘secure!

Note: If you change the default Secure Perfect user password,
all computers must use the identical Secure Perfect user
replacement password.

e Select options for Secure Perfect databases and file shares to be
separated from the Secure Perfect application code and placed on
another computer defined by the customer. Refer to “Custom
Configuration Options” on page 5.12 for a list of possible
configuration options.

Continue by proceeding to the section appropriate to your operating
system:
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TYPICAL Installation

Important!

» To continue with a Typical installation, follow the instructions below:

1.

2.

Click Next.

At the Install Secure Perfect Client/Server window, select Server and
click Next.

Result: The Ready to Install the Application window displays.

An SQL Server Password dialog box displays. You must enter the SQL
Server ‘sa’ password in the dialog box. This password was created
during installation of Microsoft SQL. Refer to page 3.10. Enter your
previously assigned SQL password here. (If you purchased your Secure
Perfect 6.1 system from GE, a temporary password of master was
assigned for you.)

The default program folder is indicated. You may want to install Secure
Perfect in another location. Click Browse to navigate to the program
folder of your choice, for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This takes several minutes.

» To finish your installation, continue with one of the following Typical
installation instructions, depending on the system you are installing:

1.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Result: The Select Secure Perfect Edition window displays, as in
Figure 5-1 on page 5.7

56
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=101x]

elect Secure Perfect Edition

Secure Perfect Database

Initizlize: the: detabase creste/convert @j

Select Secure Perfect Edition Enterprise Edition
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< Back. Nest > Cancesl I
Figure 5-1. Select Secure Perfect Edition

2. Select Enterprise Edition and click Next.

If you » To create a database:
purchased
this system 1. The Create/Convert Database window displays, as in Figure 5-2.

from GE, the
database is
created for

you. iCreate/Convert | [P ] B3 |

Secure Perfect 6.1 Database

Collect login information. aj

To begin the databasze create/convert process pleaze supply the MSDE/SOL Server
adminiztrators’ ugername and pazzword in the Following text boxles).

Databaze Server

Enter Uzemame: Isa
Enter Password: [=== Your previously assigned and

v\ encrypted SQL password
displays. (If you purchased your
Secure Perfect 6.1 system from
GE, a temporary password of
master was assigned for you.)

< Back I MHext » | Cancel |

Figure 5-2. Create/Convert Database Window
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The Password field displays your previously assigned and encrypted
SQL sa password. (If you purchased your Secure Perfect system from
GE, a temporary password of master was assigned for you.)

Click Next to display the Create Database window, as in Figure 5-3.

(% Create Database o ] [

Secure Perfect 6.1 Database

Initislize the databasze creation. @j

“iew Error Log

D atabaze Directom Information

[rata File Directary: IE:\F‘rogram Files\GE Interogis\Secure PerfecthD atabaze |

Log File Directony: IC:\F‘rogram Files\GE InterlogisSecure Perfect\D atabase |

Wiew [ntegrity Beport

< Back | [iewt > | Create Databaze I Cancel

Figure 5-3. Create Database Window

The default directories are indicated. Each Secure Perfect database
consists of data files and transaction logs. You have an option to place
those components in different physical locations. You may consider this
if your IT Department has certain policies regarding database
installation. Consult with your IT Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.
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5. Review the Database Directory Information. If acceptable, click
Create Database. The database creation begins and a progress bar is
displayed. This may take a few minutes.

m
6. When the database creation is complete, a message displays informing a"
you that the database was successfully created/converted. g
(72
o
Note: A log file is created when the Create Database program is run. The §
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure )
Perfect.
7. Click OK.

Result: The dialog box closes. Installation of Secure Perfect 6.1 is
complete. An SP License Setup window displays.

8. Operation of your Secure Perfect 6.1 system is possible at this time;
however, the system will start and remain in Demo Mode until you
properly license Secure Perfect. (Refer to “If You Do Not License
During the Secure Perfect Installation Sequence” on page 10.10 for a
description of Demo Mode.)

9.  Proceed to “Licensing Your Secure Perfect System” on page 5.71.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!
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CUSTOM Installation for Secure Perfect 6.1 Enterprise

Edition

Recommended for experienced software installers.

Note: You MUST select Custom to achieve any of the following:

Badge aliasing
Change the password for the Window logon USERID ‘secure.’

Selectively installing Database Server, File Server, or Secure Perfect
Application. These configuration options allow Secure Perfect
databases and file shares to be separated from Secure Perfect
application code and placed on another computer defined by you.

Installing Secure Perfect in a Cluster environment requires special
configuration. Refer to the document, Installing Secure Perfect in a
Clustered Environment, included on your Document CD that shipped
with your Secure Perfect system. Contact the Enterprise Services
Department of GE, at (561) 998-6168, fo discuss Windows Clustering
setup and installation before installing Secure Perfect 6.1. GE security
business Sales or Customer Support, at (561) 998-6100, can provide
additional details of these services and a quotation applicable to your
system configuration.

» To begin your Custom installation:

1.

When you select Custom as the type of installation and click Next, the
Custom Configuration window displays for you to choose which
Secure Perfect features to configure on this computer. The Custom
Configuration window displays similar to Figure 5-4 on page 5.11.

510
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i'& Secure Perfect 6.1 Setup P ] |
SP Enterprize Custom Configuration G
Choose the appropriate components for a custom enterprize installation E 4
A

" Database Server
Choosing thiz option will ingtall the Secure Perfect databaze components.

I File Server

Choosing this option will install the Secure Perfect File Server components.
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I~ Secire Perfect Client Appiicatiors

Chooszing thiz option will ingtall the Secure Perfect Client Application.

‘wize Installation wizard

< Back | Hest > I Cancel |

Figure 5-4. Enterprise Server - Custom Configuration

Select one or more of the options pertaining to the system you are
installing:

Note: Some components require that a prerequisite component be
installed at another computer before you begin.

Database Server: Selecting this option designates this Server as the
Database Server. This Server is then used to store the three databases,
SecurePerfect, SecurePerfectArchive, and SecurePerfectHistory. An
additional selection divides data files and transaction logs. The
Database Server option is a prerequisite in order to install File Server
and Secure Perfect Application.

File Server: Selecting this option designates this Server as the Secure
Perfect File Server. This Server stores the data files shared by clients on
the Secure Perfect network. File shares include graphics, images,
signatures, designs, and firmware. The File Server option is a
prerequisite in order to install Secure Perfect Application.

Secure Perfect Application: Selecting this option designates this
Server for the Secure Perfect application. Secure Perfect client file
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shares install. This includes the executable file, Secure Perfect services,
and Secure Perfect DLLs.

3. When you have selected the appropriate options, click Next.

Custom Configuration Options

Recommended for experienced software installers.

The scenarios in the following custom configurations are the result of
selections made on the SP Enterprise Custom Configuration window.
Refer to Figure 5-4 on page 5.11.

Table 5-1: Custom Configuration Options

NOTE: Some components require that a prerequisite component be installed at another
computer before you begin. (Windows that display during installation are similar to the sample
configurations presented.)

Scenario Begin on Page:

1. “Database Server, File Server, and Secure Perfect Application
Configuration” on page 5.13

2. “Database Server and File Server Configuration” on page 5.20

3. "Database Server and Secure Perfect Application Configuration” on page
532

4. “Database Server Configuration” on page 5.43

5. “Each Component on a Separate Computer” on page 5.55

IMPORTANT: When you select a scenario, be sure to complete all instructions for that scenario.
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1. Database Server, File Server, and Secure Perfect
Application Configuration

m

3

Scenario 1: All Components on One Computer 3

2

Computerl  Computer2 Computer 3 &

Components - - - =

=2 =2 =2 S
Database Server ¢
File Server ¢
Secure Perfect Application ¢

Note: This configuration has all components installed on Computer 1. Although
these are the same components as Typical, you chose Custom to use badge aliasing
or change the secure password.

» If you selected Database Server, File Server, and Secure Perfect
Application on the SP Enterprise Custom Configuration window:

1. The Select Badge Aliasing Option window displays as in Figure 5-5.

=10 x|

Select Badye Aliasing Option o
Select the desired badge aliasing option, ¥ &l

SN

Aliazing provides pratection of the numbers encoded into badges by hiding them fram
unauthonized users. The actual encoded number is replaced by another number called an
Aliaz. Be aware that aliases provide greater security but complicate the badging process.

* Do not use aliases
1~ Use aliases automatically provided by SP

1~ Use aliases manually provided by user

wize nstallation Wizard!

< Back I Meut > I Cancel

Figure 5-5. Badge Alias Window
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2. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

*  Use aliases manually provided by user aliasing allows you to
assign the number.

3. Choose one aliasing option, then click Next.

Result: The Change the ‘secure’ Password window displays as in
Figure 5-6.

|"§-'- Secure Perfect 6.1 p =101x]

Change the "Secure” passward
Change the pasaword for the Windows Logon USERID "Secure’

g

N

The Secure Perfect installation creates a new YWindows USERID called 'Securs’. By default,
the pazsword is master. IF your Windows network has secunity policies that enforce rules for
pasaword creation, you may want ta change the 'Secure’ user password. If you are unsure,
ask pour System Administrator

{* Use Default Password

" Change Password

Mew Password Ixxxx)cx—
Fepeat Mew Pagsward [

“wise |nstallation Ywizard

< Back I Hest > I Cancel |

Figure 5-6. Change the ‘secure’ Password Window

4. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)
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5. Click Next to continue.

Result: The Ready to Install the Application window displays.

m
Enter your 6. Enter the SQL Server password for the ‘sa’ user. (This password was %
previously created during installation of Microsoft SQL. Refer to page 3.10. 3
assigned SQL P
assword. (If you L. L . i
gurchased go%r The default D.estma.tlon Folder is 1nd1.cated. You may want to install to g
Secure Perfect 6.1 another location. Click Browse to navigate to the program folder of 3
system from GE, a your choice for placement of Secure Perfect files. >
temporary

password of
master was
assigned for you.)

Click Next to continue.

Result: A series of Access Control and Security Management windows
display as Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

9.  When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Result: The Select Secure Perfect Edition window displays.
» To select a Secure Perfect edition:

1. From the drop-down list of Secure Perfect editions, select Enterprise
Edition, as displayed in Figure 5-7 on page 5.16.
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.@EnSelect Secure Perfect Edition ] I ] S |
Secure Perfect Database
Initizlize the database creste/convert. @j
Select Secure Perfect E dition: Enterprize Edition

< Back | Mext > | Cancel |

Figure 5-7. Select Secure Perfect Edition

2. Click Next.
» To create a database:

1. The Create/Convert Database window displays, as in Figure 5-8 on
page 5.17.

Important! Note: We recommend that you DO NOT select Cancel in this window.

However, if you must exit at this time and plan to create you database at
another time, refer to “Create SP Database” on page 11.5 to complete a
database creation outside of the installation sequence, from the Run menu.

516
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' Create /Conyert | 3 =100]

Secure Perfect 6.1 Database

Collect login information. @j

To bedin the databaze create/convert process please supply the MSDEASOL Server
administrators’ username and password in the following text boz(es).

Database Server

Enter Username: Isa
Enter Pazeward: | Your previously assigned and

v\ encrypted SQL password displays.
(If you purchased your Secure

Perfect 6.1 system from GE, a
temporary password of master
was assigned for you.)

< Back | Mext » | Cancel |

Figure 5-8. Create/Convert Database Window
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Ifyou purchased 2. Enter the SQL Server password for the ‘sa’ user. (This password was

your Secure created during installation of Microsoft SQL. Refer to page 3.10.)
Perfect 6.1 system

from GE, a . )

temporary 3. Click Next to continue.

password of . . .
master was Result: The Database Directory Information window displays, as in
assigned for you. Figure 5-9 on page 5.18.
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-‘.'g‘;il:reate Databas 10l =l

Secure Perfect 6.1 Database

Initialize the databaze creation. @J

Wiew Error Log

[atabaze Directory Infarmation

[rata File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Log File Directory: IE:\Program Files\GE Interlogixh5 ecure Perfect\Database |

Wiew Integrity Repart

< Back | [t | EreateDatabaseI Cancel |

Figure 5-9. Secure Perfect 6.1 Database Window

4. The default directories are indicated. Each Secure Perfect database
consists of data files and transaction logs. You have an option to place
those components in different physical locations. You may consider this
if your IT Department has certain policies regarding database
installation. Consult with your IT Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Review the Database Directory Information. If acceptable, click
Create Database. The database creation begins and a progress bar is
displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
A you are about to overwrite your existing database with an empty default
database.
6. When the database creation is complete, a message displays informing
you that the database was successfully created/converted.

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.
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The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

7. Click OK.

Result: The dialog box closes. You may receive a message informing
you that Installation of Secure Perfect 6.1 is complete. If you get a
message to restart the system, click Yes to restart your system at this
time.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!

Note: Be sure to complete all instructions for the scenario you are installing.

Secure Perfect 6.1 Installation Manual 5.19



CUSTOM Installation for Secure Perfect 6.1 Enterprise Edition

2. Database Server and File Server Configuration

Scenario 2: Database Server and File Server on One Computer
Secure Perfect Application on a Separate Computer

Computerl  Computer2 Computer3

Components - - -
Database Server <

File Server <

Secure Perfect Application <

Note: This configuration has the Database Server and the File Server installed on
Computer 1, then the Secure Perfect application is installed on Computer 2.

» If you selected Database Server and File Server on the SP Enterprise
Custom Configuration window:

1. The Select Badge Aliasing Option window displays as in Figure 5-10.

i3 Secure Perfect b. T ] |
Select Badoe Aliasing Option o
Select the desired badge aliasing option. b &l
o5 sl oF =N

Aliasing provides pratection of the numbers encoded into badges by hiding them fram
unauthorized users. The actual encoded number is replaced by another number called an
Alias. Be aware that aliases provide greater security but complicate the badging process.

¢ Do hot use aliases
1 lse aliases automatically provided by SP

£ Use aliases manually provided by user

Wise Installation Wizard

< Back I Meut > I Cancel

Figure 5-10. Badge Alias Window
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2. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

+  Use aliases manually provided by user aliasing allows you to
assign the number.
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3. Choose one aliasing option and click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-11.

RT=IET
Change the "Secure" password u
Change the pazzword for the Windows Logon USERID 'Secure’ E ]

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. IF pour Windows network has secunty policies that enforce rules far
password creation, you may want to change the 'Secure’ user password. If pou are unzure,
azk your System Administrator

% |se Default Password

" Change Password

MNews Pagsword Ixxxxxx

Repeat Mew Password Ixxx:uex

Wize Installation Wizard

¢ Back | Mest » I Cancel

Figure 5-11. Change the ‘secure’ Password Window

4. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:
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e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

5. Click Next.

Result: The Ready to Install the Application window displays.
6. Enter the SQL Server password for the ‘sa’ user.

7. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

8. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

9.  When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Result: The Select Secure Perfect Edition window displays.

» To select a Secure Perfect edition:

1. From the drop-down list of Secure Perfect editions, select Enterprise
Edition, as displayed in Figure 5-12 on page 5.23.
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Important!

elect Secure Perfeck Edition P ] B3

Secure Perfect Database
Initislize the database cresteiconvert. @_y

Select Secure Perfect E dition: Enterprize Edition

< Back | Mext > | Cancel |

Figure 5-12. Select Secure Perfect Edition

2. Click Next.
» To create a database:

1. The Create/Convert Database window displays, as in Figure 5-13 on
page 5.24.

Note: We recommend that you DO NOT select Cancel in this window.
However, if you must exit at this time and plan to create you database at
another time, refer to “Create SP Database” on page 11.5 to complete a
database creation outside of the installation sequence, from the Run menu.
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(%, Create/Convert Databa =0 x]

Secure Perfect 6.1 Database
Collect login informstian. aj

Tao beqin the database createdconvert process please supply the MSDE/SOL Server
adminiztrators’ usemame and pasaword in the following test boxles]

Database Server

Enter Uzername: Isa
Enter Passviord: | ****** ﬂour previously assigned and

v\ encrypted SQL password displays.
(If you purchased your Secure

Perfect 6.1 system from GE, a
temporary password of master

KWOS assigned for you.)
< Back | Mext » | Cancel |

Figure 5-13. Create/Convert Database Window

Ifyou purchased 2 Enter the SQL Server password for the ‘sa’ user. (This password was

your Secure CO : :
Perfect 6.1 system created during installation of Microsoft SQL. Refer to page 3.10.)
from GE, a . )

temporary 3. Click Next to continue.

password of

master was Result: The Database Directory Information window displays, as in
assigned for you. Figure 5-14 on page 5.25.
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=10l x]
Secure Perfect 6.1 Database

Initialize the databasze creation. @J

Wiew Error Log

[ratabaze Directory Information

[rata File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Log File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Wiew Integrity Repart

< Back | [t | EreateDatabaseI Cancel |

Figure 5-14. Secure Perfect 6.1 Database Window

4. The default directories are indicated. Each Secure Perfect database
consists of data files and transaction logs. You have an option to place
those components in different physical locations. You may consider this
if your IT Department has certain policies regarding database
installation. Consult with your IT Department for assistance.

*  Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Review the Database Directory Information. If acceptable, click
Create Database. The database creation begins and a progress bar is
displayed. This may take a few minutes.
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A

Important!

If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

6. When the database creation is complete, a message displays informing
you that the database was successfully created/converted.

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

After creating your database:

1. Remove the Secure Perfect installation CD, and continue with
instructions to install Secure Perfect Application. Follow instructions
for the operating system installed on second computer:

*  “Ifyouinstall ONLY the Secure Perfect Application component on
a separate computer with Windows 2000 Professional or Windows
XP Professional operating system:”

OR

*  “Ifyouinstall ONLY the Secure Perfect Application component on
a separate computer with Windows 2000 or Windows 2003
Standard operating system:” on page 5.27

If you install ONLY the Secure Perfect Application component on a
separate computer with Windows 2000 Professional or Windows XP
Professional operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

Continue with instructions as listed in “Installing Secure Perfect 6.1
Software on Additional Clients” on page 9.1.
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» If you install ONLY the Secure Perfect Application component on a
separate computer with Windows 2000 or Windows 2003 Standard
operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

1. Verify that the computer you are configuring meets minimum
requirements.
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2. Install the Windows 2000 or Windows 2003 operating system, but DO
NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

¢ .NET Framework

*  DirectX9.0

« MDAC

*  Windows 2000 Service Pack
*  Windows Installer

*  MS SQL Server 2000 Service Pack 3a (ONLY Windows 2000
Standard Edition)

During the installation windows of the Microsoft SQL Server
Service Pack:

- Select SPSQL instance of SQL Server.
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- When a Connect to Server window displays, select SQL
Server Authentication and enter the ‘sa’ password master.

- Select Upgrade Microsoft Search and apply SQL Server
2000 SP3 (required).

Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
« MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

* NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.

The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.

Continue with “When the Secure Perfect Software Installation begins:” .

5.28
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» When the Secure Perfect Software Installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.
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Result: The License Agreement window displays.

2. Select I accept the license agreement and click Next.

3. When the Select Installation Type window displays, as in
Figure 5-15, select the type of installation as Custom.

=lolx]
Select Installation Type
Select the desired inztallation type. N v
&Y
= Typical
&~ The most common application features will be installed. This option
g' is recommended for most users.
=&
{* Custom

B Use this option to choose which application features you want
O installed and where they will be installed. Becommended far
et g advanced users.

wise Installation ‘Wizard

< Back | Mest » I Cancel

Figure 5-15. Select Installation Type - Custom
4. Click Next.

5. On the SP Enterprise Custom Configuration window, select the
check box for ONLY Secure Perfect Application.

6. The Database and File Server window displays as in Figure 5-16 on
page 5.30.

Secure Perfect 6.1 Installation Manual 5.29



CUSTOM Installation for Secure Perfect 6.1 Enterprise Edition

i@ Secure Perfect 6.1 Setup B P [ 553
Databass and FileSsrver Paths 6
\ /
A
Database Server Name
GLOBALDESERVERSFSOL |
File Server Mame
Globaldbserver Browse

iz Installation Yizard

Concal |

Figure 5-16. Database and File Server Paths

7. If the name displayed in Database Server Name is not appropriate,
select the appropriate name from the drop-down list. If the name
displayed in File Server Name is not appropriate, navigate to the File
Server computer for this client and select to display in the File Server
Name dialog box.

8. Click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-17 on page 5.31.
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=101

Change the "Secure" passyword '
Change the pazzword for the Windows Logon USERID 'Secure’ [ ]

L

7

The Secure Perfect installation creates a new Windows USERID called 'Secure'. By default,
the pazzword iz master. If pour Windows network has gecurnty policies that enforce rules for
pasgword creation, you may wank to change the 'Secure’ user password, If pou are unzsure,
azk your Systern Administratar

* Uze Default Password

" Change Password

MNew Pazsword I xxxxxx

Repeat Mew Password Ixxxm

wige Installation Wizard

¢ Back | Mext » I Cancel

Figure 5-17. Change the ‘secure’ Password Window

9. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

10. Click Next.

Result: The Ready to Install the Application window displays. The
default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.
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11. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system

configuration, and displays the Secure Perfect icon on your desktop.

This may take a few minutes.

12. When the Secure Perfect 6.1 has been successfully installed window

displays, click Finish.

13. Continue with “Licensing Your Secure Perfect System” on page 5.71.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!

License Services Computers

You are here!

3. Database Server and Secure Perfect Application
Configuration

Scenario 3: Database Server and Secure Perfect Application on One Computer
File Server on a Separate Computer

Computerl  Computer2  Computer 3

Components - - -
Database Server X 2

File Server <

Secure Perfect Application <

Note: This configuration has the Database Server and the Secure Perfect
application installed on Computer 1, while the File Server is installed on
Computer 2.

532
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» If you selected Database Server and Secure Perfect Application on the
SP Enterprise Custom Configuration window:

1. A window displays similar to Figure 5-18. m
-+
(0]
=
e
3.
i Secure Perfect 6.1 Setup < E =101 x| 8
Distabaze and FileServer Paths o E
I 4 =
=}
Database Server Name
[pesERVERSPSOL =l
File Server Name
|| Browse

‘wiise Installation \Wizard

< Back. Mest » Cancel

Figure 5-18. File Server Name Required

2. At the Database and File Server Paths window, the Database Server
Name displays as read-only. It is unavailable for entry. (If there is more
than one Server with SPSQL, the Database Server Name field is
enabled. Select the appropriate Server name.)

3. Click Browse to navigate to another computer that will serve as File
Server for your system, and then select that computer to display the
computer name in this dialog box.

Note: You must install File Server on the selected File Server in your Secure
Perfect system before attempting to license any Secure Perfect application.

4. Click Next.

Result: The Select Badge Aliasing Option window displays, as in
Figure 5-19 on page 5.34.
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iR Secure Perfect i ]
Select Badge Allasing Option o
Select the desired badge aliasing option. b &l
o7 eena o =N

Aliasing provides pratection of the numbers encoded into badges by hiding them fram
unauthonzed users. The actual encoded number is replaced by another number called an
Alias. Be aware that aliases provide greater security but complicate the badging process.

' Do not use aliases
© Use aliases automatically provided by SP

 Use aliases manually provided by user

‘Wige Installation ‘wizard

< Back Nest > I Cancel

Figure 5-19. Badge Alias Window

5. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

*  Use aliases manually provided by user aliasing allows you to
assign the number.

6. Choose one aliasing option and click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-20 on page 5.35.
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=101

Change the "Secure" passyword '
Change the pazzword for the Windows Logon USERID 'Secure’ [ ]
™

7

The Secure Perfect installation creates a new Windows USERID called 'Secure'. By default,
the pazzword iz master. If pour Windows network has gecurnty policies that enforce rules for
pasgword creation, you may wank to change the 'Secure’ user password, If pou are unzsure,
azk your Systern Administratar

* Uze Default Password

" Change Password

MNew Pazsword I xxxxxx

Repeat Mew Password Ixxxm

wige Installation Wizard

¢ Back | Mext » I Cancel

Figure 5-20. Change the ‘secure’ Password Window

7. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

8. Click Next.

Result: The Ready to Install the Application window displays.

9. Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

10. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.
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I1.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

12. When the Secure Perfect 6.1 has been successfully installed window

displays, click Finish.

Result: The Select Secure Perfect Edition window displays.

» To select a Secure Perfect edition:

1.

2.

From the drop-down list of Secure Perfect editions, select Enterprise
Edition, as displayed in Figure 5-21.

!E‘:.ESelect Secure Perfect Edition o ] B4

Secure Perfect Database
Initizlize the database crestedconvert. @j

Select Secure Perfect Edition: Enterprise Edition

< Back | Mext > | Cancel |

Figure 5-21. Select Secure Perfect Edition

Click Next.

» To create a database:

1.

The Create/Convert Database window displays, as in Figure 5-22 on
page 5.37.
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Important!

If you purchased
your Secure
Perfect 6.1 system
from GE, a
temporary
password of
master was
assigned for you.

Note: We recommend that you DO NOT select Cancel in this window.
However, if you must exit at this time and plan to create you database at
another time, refer to “Create SP Database” on page 11.5 to complete a
database creation outside of the installation sequence, from the Run menu.

5 [l
Secure Perfect 6.1 Database

Collect login information. @_—7

To begin the database create/convert process pleaze supply the MSDE/SOL Server
adminigtrators’ uzername and password in the following text box(es).

Databaze Server

Enter Username; Isa
Enter Passward: | ****** Your previously assigned and

v\ encrypted SQL password displays.
(If you purchased your Secure

Perfect 6.1 system from GE, a
temporary password of master
was assigned for you.)

< Back | Mext > | Cancel |

Figure 5-22. Create/Convert Database Window

2. Enter the SQL Server password for the ‘sa’ user. (This password was
created during installation of Microsoft SQL. Refer to page 3.10.)

3. Click Next to continue.

Result: The Database Directory Information window displays, as in
Figure 5-23 on page 5.38.
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-‘.'g‘;il:reate Databa: 10l =l

Secure Perfect 6.1 Database

Initialize the databaze creation. @J

Wiew Error Log

[atabaze Directory Infarmation

[rata File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Log File Directory: IE:\Program Files\GE Interlogixh5 ecure Perfect\Database |

Wiew Integrity Repart

< Back | [t | EreateDatabaseI Cancel |

Figure 5-23. Secure Perfect 6.1 Database Window

4. The default directories are indicated. Each Secure Perfect database
consists of data files and transaction logs. You have an option to place
those components in different physical locations. You may consider this
if your IT Department has certain policies regarding database
installation. Consult with your IT Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Review the Database Directory Information. If acceptable, click
Create Database. The database creation begins and a progress bar is
displayed. This may take a few minutes.
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Important!

If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

6. When the database creation is complete, a message displays informing
you that the database was successfully created/converted.

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No

user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

7. However, YOU CANNOT LICENSE AT THIS TIME. Click Cancel to
exit License Setup.

After creating your database:

1. Click Yes to reboot your system at this time. After the reboot, log on as
administrator.

2. Continue with configuration of the File Server on a second Windows
2000 or Windows 2003 Standard Server computer.

Now, you must select and install ONLY the File Server component on a
separate Windows 2000 or Windows 2003 Standard Server computer:

Note: Prerequisite: Database Server and Secure Perfect Application
installation already complete.

If you do not install the File Server at this time, you will not be able to
license your system.

1. Verify that the computer you are configuring meets minimum
requirements.

2. [Install the operating system. DO NOT install Microsoft SQL.

Secure Perfect 6.1 Installation Manual 5.39

m
3
o+
(]
b
]
3.
(72
(]
m
Q.
=3
o
=1




CUSTOM Installation for Secure Perfect 6.1 Enterprise Edition

You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

* DirectX 9.0

+ MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

e DirectX 9.0
« MDAC
*  Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e« NET Framework Version 1.1 or later
e DirectX 9.0b End-User Runtime
e  MDAC 2.8 or later

5.40
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¢ Windows 2000 Server with Service Pack 4 or later
e SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.
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7. If your computer reboots, log on as administrator and installation
continues. Please wait.

8. Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:” .

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2.  When the License Agreement window displays, select I accept the
license agreement and click Next.

3. Select the type of installation as Custom and click Next.
Result: The Custom Configuration window displays.

4. Select ONLY File Server. Click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-24 on page 5.42.
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ii‘% Secure Perfect 6.1 § o ]
Change the "Secure” passward
Change the password for the Windows Logon USERID 'Secure’ 5 “1
A ™

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. |f your Windows network, has security policies that enforce rules for
password creation, you may want to change the 'Secure’ uzer paseword. |f you are unsure,
ask your System Administratar

& Lse Default Password

" Change Password

MNew Password I

Fepeat Mew Pagsword Imxm

‘wiize [nstallation Wizard®

< Back I Hext » I Cancel

Figure 5-24. Change the ‘secure’ Password Window

5. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator.

6. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

7. Click Next.

Result: The Ready to Install the Application window displays. You
may want to install to another location. Click Browse to navigate to the
program folder of your choice for placement of Secure Perfect files.
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8. Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

9.  When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

10. Remove the Secure Perfect CD from the CD-ROM drive.
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Important! 11. Proceed to license your system at this time. Refer to “Licensing Your
Secure Perfect System” on page 5.71.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!

4. Database Server Configuration

Scenario 4: Database Server on One Computer
File Server and Secure Perfect Application on a Separate Computer

Computerl  Computer2 Computer3

Components - - -
Database Server ¢

File Server ¢

Secure Perfect Application ¢

Note: This configuration has the Database Server installed on Computer 1, then
the File Server and the Secure Perfect application are installed on Computer 2.
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» If you selected ONLY Database Server component on the SP Enterprise
Custom Configuration window:

1. A window displays similar to Figure 5-25.

1 Secute Petfect 6.1 Setup I ] 3
Databaze and FileServer Paths K

3 A
N

Diatabase Server Mame

DBSERVERMSPSOL =l

File Server Name

I\ Browse |

“wfise [nstallation Wizard!

< Back Hest » Cancel

Figure 5-25. File Server Name Required

2. At the Database and File Server Paths window, the Database Server
Name displays as read-only. It is unavailable for entry.

3. Enter the computer name or click Browse to navigate to the File Server
computer for your system, and then select the computer to display the
name in this field.

Note: You must install the File Server component on the selected File Server
in your Secure Perfect system before attempting to license any Secure
Perfect application.

4. Click Next.

Result: The Select Badge Aliasing Option window displays, as in
Figure 5-26 on page 5.45.
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Select Bavige Alissing Ogtion G
Select the desired badge aliasing option. I &l

Aliasing provides protection of the numbers encoded inta badges by hiding them from
unauthorized uzers, The actual encoded number iz replaced by anather number called an
Alias. Be aware that aliases provide greater security but complicate the badging process.

* Do not use aliases

€ Use aliases automatically provided by SP
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€ se aliases manually provided by user

“Wize Installation wizard

< Back MNext > I Cancel

Figure 5-26. Badge Alias Window

This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

«  Use aliases manually provided by user aliasing allows you to
assign the number.

Choose one aliasing option and click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-27 on page 5.46.
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ii&ﬂ' Secure Perfect 6.1 ¢ I =] 3

Change the "Secure” passward 5

Change the password for the Windows Logon USERID 'Secure’ § 4
A ™

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. |f your Windows network, has security policies that enforce rules for
password creation, you may want to change the 'Secure’ uzer paseword. |f you are unsure,
ask your System Administratar

& Lse Default Password

" Change Password

MNew Password I

Fepeat Mew Pagsword Imxm

‘wiize [nstallation Wizard®

< Back I Hext » I Cancel

Figure 5-27. Change the ‘secure’ Password Window

7. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator.

8. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

9. Click Next.
Result: The Ready to Install the Application window displays.

10. Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

5.46 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Enterprise Edition Server Software

11. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

12. Click Next to continue.

Result: SP 6.1 copies system files and updates the system configuration.
This may take a few minutes.
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13. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

14. Remove the CD from the CD-ROM drive.

Result: The Select Secure Perfect Edition window displays.
» To select a Secure Perfect edition:

1. From the drop-down list of Secure Perfect editions, select Enterprise
Edition, as displayed in Figure 5-28.

.‘_'é?‘:.'iSelect Secure Perfect Edition ;Iglll

Secure Perfect Database
Initislize the detabase crestedconvert. @_y

Select Secure Perfect Edition: Enterprize Edition

< Back | Mext > | Cancel |

Figure 5-28. Select Secure Perfect Edition

2. Click Next.
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» To create a database:

1. The Create/Convert Database window displays, as in Figure 5-29.

Important! Note: We recommend that you DO NOT select Cancel in this window.
However, if you must exit at this time and plan to create you database at
another time, refer to “Create SP Database” on page 11.5 to complete a
database creation outside of the installation sequence, from the Run menu.

(%, Create/Convert Databa =10 x]

Secure Perfect 6.1 Database
Collect login information. @_—7

To begin the database createsconvert process pleaze supply the MSDE/SOL Server
adminiztrators’ ugemame and password in the following text boxfes].

Databaze Server

Enter U sermame; Isa
Enter Passwiord: | ****** ﬂ’our previously assigned and

v\ encrypted SQL password displays.
(If you purchased your Secure

Perfect 6.1 system from GE, a

temporary password of master

KWGS assigned for you.)
< Back | st > | Cancel |

Figure 5-29. Create/Convert Database Window

Ifyou purchased 2 Enter the SQL Server password for the ‘sa’ user. (This password was

your Secure created during installation of Microsoft SQL. Refer to page 3.10.)
Perfect 6.1 system

from GE, a . .

temporary 3. Click Next to continue.

password of ) ) )
master was Result: The Database Directory Information window displays, as in
assigned for you. Figure 5-30 on page 5.49.

5.48 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Enterprise Edition Server Software

=10l x]
Secure Perfect 6.1 Database

Initialize the databasze creation. @J

Wiew Error Log

[ratabaze Directory Information

[rata File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Log File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Wiew Integrity Repart

< Back | [t | EreateDatabaseI Cancel |

Figure 5-30. Secure Perfect 6.1 Database Window

4. The default directories are indicated. Each Secure Perfect database
consists of data files and transaction logs. You have an option to place
those components in different physical locations. You may consider this
if your IT Department has certain policies regarding database
installation. Consult with your IT Department for assistance.

*  Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click |and
browse to any folder location where data files will be stored.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Review the Database Directory Information. If acceptable, click
Create Database. The database creation begins and a progress bar is
displayed. This may take a few minutes.

Secure Perfect 6.1 Installation Manual 5.49
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A

Important!

>

If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

6. When the database creation is complete, a message displays informing
you that the database was successfully created/converted.

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

7. Click OK.

After creating your database, you are ready and must install File Server
and Secure Perfect Application on a separate Windows 2000 or
Windows 2003 Standard Server computer:

Note: Prerequisite: Database Server installation already complete.

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.
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* .NET Framework

*  DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack

e Windows Installer
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Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

* .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A message displays, informing you that installation will be cancelled
until you install the required software, in the appropriate language to
the operating system you are installing. You cannot install Secure
Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.
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8. The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins. The Welcome window displays.

9. Continue with “When the Secure Perfect software installation begins:” .
» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.

If you click Cancel at any time during the installation, the installation

process stops and your system returns to the state prior to beginning the

installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. When the License Agreement window displays, select I accept the
license agreement and click Next.

3. When the Select Installation Type window displays, as in
Figure 5-31, select the type of installation as Custom.

ii% Secure Perfect 6. 101 x|
Select Installation Type 1
Select the desired installation type. \ v
A
= Typical

B The most commot application features will be installed. This option
g' is recommended for most users.

=

{+ Custom

£

Use this option to choose which application features you want
inztalled and where they will be installed. B ecommended far
advanced users.

]}

Wise Installation Wizand

< Back | Mest > I Cancel |

Figure 5-31. Selection Installation Type - Custom
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Click Next.

Result: The Custom Configuration window displays.

m

Select File Server and Secure Perfect Application. Click Next. gc-

3

Result: A window displays similar to Figure 5-32. ﬁ'

[y

=

=

i Secure Perfect 6.1 Setup =11 g
Database and FileServer Paths G
=S

Database Server Mame

| i

File: Server Mame

IGLDBALDBSEHVEH Browse |

‘wise Installation 'wizard

< Back Cancel

Figure 5-32. Database Server Name Required

The Database Server Name field is available and required. Select a
Server Name from the drop-down list of eligible SQL Servers for this
installation.

The File Server Name is a read-only field and is unavailable for
selection.

Click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-33 on page 5.54.
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ii‘% Secure Perfect 6.1 § o ]
Change the "Secure” passward
Change the password for the Windows Logon USERID 'Secure’ 5 “1
A ™

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. |f your Windows network, has security policies that enforce rules for
password creation, you may want to change the 'Secure’ uzer paseword. |f you are unsure,
ask your System Administratar

& Lse Default Password

" Change Password

MNew Password I

Fepeat Mew Pagsword Imxm

‘wiize [nstallation Wizard®

< Back I Hext » I Cancel

Figure 5-33. Change the ‘secure’ Password Window

9. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator.

10. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

11. Click Next to continue.

Result: The Ready to Install the Application window displays.

12. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

5.54 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Enterprise Edition Server Software

13. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

14. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.
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Result: The SP License Setup window displays.

15. Remove the Secure Perfect CD from the CD-ROM drive and continue
with “Licensing Your Secure Perfect System” on page 5.71.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!

5. Each Component on a Separate Computer

Scenario 5: Each Component on a Separate Computer

Computerl  Computer2 Computer 3

Components - - -
Database Server ¢

File Server ¢

Secure Perfect Application <

Note: This configuration has the Database Server installed on Computer 1, the File
Server installed on Computer 2, and the Secure Perfect application installed on
Computer 3.

Secure Perfect 6.1 Installation Manual 5.55



CUSTOM Installation for Secure Perfect 6.1 Enterprise Edition

» To install each Secure Perfect component to a separate computer, you
must begin with the Database Server installation on the first computer.

1. On the SP Enterprise Custom Configuration window, select the
check box for ONLY Database Server:

Result: A Database and FileServer Paths window displays similar to

Figure 5-34.
1 Secute Petfect 6.1 Setup I ] 3
Databaze and FileServer Paths

b < |
Y

Diatabase Server Mame

DBSERVERMSPSOL =l

File Server Name

I\ Browse |

“wfise [nstallation Wizard!

< Back Hest » Cancel

Figure 5-34. File Server Name Required

2. At the Database and FileServer Paths window, the Database Server
Name displays as read-only. It is unavailable for entry.

3. Click Browse to navigate to the File Server computer you will be using
for your system, and then select the computer name to display the
computer name in this dialog box.

Note: You must install File Server on the selected File Server in your Secure
Perfect system before attempting to license any Secure Perfect application.

4. Click Next.

Result: The Select Badge Aliasing Option window displays, as in
Figure 5-35 on page 5.57.
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Select Badye Aliasing Option o
Select the desired badge aliasing option, ¥ &l

Aliazing provides pratection of the numbers encoded into badges by hiding them fram
unauthorized users. The actual encoded number is replaced by anather number called an
Aliaz, Be aware that aliazes provide greater security but complicate the badging process.

1+ Do not use aliases

" Use asliases automatically provided by 5P
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" Use aliases manually provided by user

wise [nstallation \Wizard:

< Back I Mexst > I Cancel

Figure 5-35. Badge Alias Window

This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

+  Use aliases automatically provided by SP assigns the badge
number for you.

*  Use aliases manually provided by user aliasing allows you to
assign the number.

Choose one aliasing option and click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 5-36 on page 5.58.
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ii‘% Secure Perfect 6.1 § o ]
Change the "Secure” passward
Change the password for the Windows Logon USERID 'Secure’ 5 “1
A ™

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. |f your Windows network, has security policies that enforce rules for
password creation, you may want to change the 'Secure’ uzer paseword. |f you are unsure,
ask your System Administratar

& Lse Default Password

" Change Password

MNew Password I

Fepeat Mew Pagsword Imxm

‘wiize [nstallation Wizard®

< Back I Hext » I Cancel

Figure 5-36. Change the ‘secure’ Password Window

7. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

8. Click Next.

Result: The Ready to Install the Application window displays.

Enter your sa 9.  Enter the SQL Server password for the ‘sa’ user.
password as
created during 10. The default Destination Folder is indicated. You may want to install to

installation of SQL.

another location. Click Browse to navigate to the program folder of
Refer to page 3.10.

your choice for placement of Secure Perfect Database Server files.
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11. Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

12. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Result: The Select Secure Perfect Edition window displays.
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» To select a Secure Perfect Edition:

1. From the drop-down list of Secure Perfect editions, select Enterprise
Edition, as displayed in Figure 5-37.

.‘_'é?‘:.'iSelect Secure Perfect Edition ;Iglll

Secure Perfect Database
Initislize the detabase crestedconvert. @_y

Select Secure Perfect Edition: Enterprize Edition

< Back | Mext > | Cancel |

Figure 5-37. Select Secure Perfect Edition

2. Click Next.
» To create a database:

1. The Create/Convert Database window displays, as in Figure 5-38 on
page 5.60.
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Note: We recommend that you DO NOT select Cancel in this window.
However, if you must exit at this time and plan to create you database at
another time, refer to “Create SP Database” on page 11.5 to complete a
database creation outside of the installation sequence, from the Run menu.

Important!

(%, Create/Convert Databa - ==l

Secure Perfect 6.1 Database
Collect login information. @_—7

To begin the database createsconvert process pleaze supply the MSDE/SOL Server
adminiztrators’ ugemame and password in the following text boxfes].

Databaze Server

Enter U sermame; Isa
Enter Passwiord: | ****** ﬁour previously assigned and

v\ encrypted SQL password displays.
(If you purchased your Secure

Perfect 6.1 system from GE, a

temporary password of master

KWGS assigned for you.)
< Back | st > | Cancel |

Figure 5-38. Create/Convert Database Window

Ifyou purchased 2 Enter the SQL Server password for the ‘sa’ user. (This password was

your Secure created during installation of Microsoft SQL. Refer to page 3.10.)
Perfect 6.1 system

from GE, a . )

temporary 3. Click Next to continue.

password of

master was Result: The Database Directory Information window displays, as in
assigned for you. Figure 5-39 on page 5.61.
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=10l x]
Secure Perfect 6.1 Database

Initialize the databasze creation. @J

Wiew Error Log

[ratabaze Directory Information

[rata File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Log File Directory: IE:\Program Filez\GE InterlogixhSecure PerfectiD atabase |

Wiew Integrity Repart

< Back | [t | EreateDatabaseI Cancel |

Figure 5-39. Secure Perfect 6.1 Database Window

4. The default directories are indicated. Each Secure Perfect database
consists of data files and transaction logs. You have an option to place
those components in different physical locations. You may consider this
if your IT Department has certain policies regarding database
installation. Consult with your IT Department for assistance.

*  Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click |and
browse to any folder location where data files will be stored.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Review the Database Directory Information. If acceptable, click
Create Database. The database creation begins and a progress bar is
displayed. This may take a few minutes.
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A

If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

When the database creation is complete, a message displays informing
you that the database was successfully created/converted.

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

7.

Click OK. The dialog box closes.

>» Now, you must install the File Server to a second Windows 2000 or
Windows 2003 Standard Server computer:

1.

Verify that the computer you are configuring meets minimum
requirements.

Install the operating system. DO NOT install Microsoft SQL.

You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

e NET Framework
e DirectX 9.0

562
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« MDAC
«  Windows 2000 Service Pack
e Windows Installer

Four components will cause the system to reboot when a new version is
installed.

*  DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.

Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome

Secure Perfect 6.1 Installation Manual 5.63
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window displays. Continue with “When the Secure Perfect software
installation begins:” .

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. When the License Agreement window displays, select I accept the
license agreement and click Next.

Result: The Select Installation Type window displays as in Figure 5-40.

i% Secure Perfect ! ] B3
Select Installation Type 1
Select the desired installation type, A A
N
" Typical

=g The most common application features will be installed. This option
g' is recommended for most users.
=

s Custom
& Use this option to choose which application features you want
O installed and where they will be installed. Recommended for
e g advanced users.

Wige |nstallation Wizard

< Back | Mest > I Cancel

Figure 5-40. Select Installation Type - Custom
3. Select the type of installation as Custom. Click Next.

4. On the SP Enterprise Custom Configuration window, select the
check box for ONLY File Server.
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5. The Change the ‘secure’ Password window displays, as
in Figure 5-41.

Change the "Secure" password u
Change the pazzword for the Windows Logon USERID 'Secure’ E ]

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. IF pour Windows network has secunty policies that enforce rules far
password creation, you may want to change the 'Secure’ user password. If pou are unzure,
azk your System Administrator

% |se Default Password

" Change Password

MNews Pagsword Ixxxxxx

Repeat Mew Password Ixxx:uex

Wize Installation Wizard

¢ Back | Mest » I Cancel

Figure 5-41. Change the ‘secure’ Password Window

6. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

7. Click Next.

Result: The Ready to Install the Application window displays. The
default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.
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8. Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

9. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

10. Remove the Secure Perfect CD from the CD-ROM drive.

11. Now, install ONLY the Secure Perfect Application on a third computer.

If the third computer is Windows 2000 Professional or Windows XP
Professional operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

Follow the steps as listed in “Installing Secure Perfect 6.1 Software on
Additional Clients” on page 9.1.

If you choose to install ONLY the Secure Perfect Application component
on a third and separate computer with Windows 2000 or Windows 2003
Standard operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5.66
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‘When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

*  DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

«  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

Secure Perfect 6.1 Installation Manual 5.67
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7. If your computer reboots, log on as administrator and installation
continues. Please wait.

8. Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:” .

» When the Secure Perfect software installation begins:
Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. When the License Agreement window displays, select I accept the
license agreement and click Next.

3. When the Select Installation Type window displays, as in
Figure 5-42, select the type of installation as Custom.

i Secure Perfect ] =] B3
Select Installstion Type |
Select the desired installation type. h A
&Y
= Typical

The most common application features will be installed. This option

&
@E{ iz recommended for most users.
=g

% Cugtom

&0

Use this option to choose which application features pou want
ingtalled and where they will be installed. Recommended for
advanced users.

ORI

“Wige Ingtallation Wizard

< Back Dext> I Cancel |

Figure 5-42. Select Installation Type - Custom
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Click Next.

On the SP Enterprise Custom Configuration window, select the

check box for ONLY Secure Perfect Application, and click Next. m
g
The following window displays: 3
®
m
o
iiél Secure Perfect 6.1 Setup E =10 g
Database and FileServer Paths G S
=
Database Server Mame
DESERVERMVSPSOL j
File: Server Name
Iselvsr Browse
Wfige Installation Wizard
< Back Cancel |

Figure 5-43. Database and File Server Paths

If the name displayed in Database Server Name is not correct, select
the appropriate name from the drop-down list. If the name displayed in
File Server Name is not appropriate, navigate to the File Server
computer for this client and select to display in the File Server Name
dialog box.

Click Next.

Result: The Change the ‘secure’ Password window displays. Select
one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)
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9. Click Next.

Result: The Ready to Install the Application window displays. The
default Destination Folder is indicated. You may want to install to

another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

10. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.

This may take a few minutes.

11. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

12. Remove the Secure Perfect CD from the CD-ROM drive.

13. Continue with “Licensing Your Secure Perfect System” on page 5.71.

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install
License

Set/Verify
Services

Log On

Add Add'l Client
Computers

Finished!

You are here!

When Enterprise Custom Configurations are Complete:

Note: Proceed to “Licensing Your Secure Perfect System” on page 5.71, if
you have not already licensed. REMINDER: Have you installed all

components of your selected installation?

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install
License

Set/Verify
Services

Log On

Add Add'l Client
Computers

Finished!

You are here!
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Licensing Your Secure Perfect System

Important!

GE recommends that you license your system at this time. The reminder to
license is placed at this point to maintain the proper sequence in completing
your installation.

To license your Secure Perfect system:

Refer to “Licensing the Secure Perfect System” on page 10.1. After
obtaining your registered license key as instructed in “Licensing the Secure
Perfect System” on page 10.1, follow one of the sequences listed:

e “First Time License” on page 10.6
¢ “Running in Demo Mode” on page 10.8
¢ “Second and Any Additional Client Licenses” on page 10.9

e “If You Do Not License During the Secure Perfect Installation
Sequence” on page 10.10

REMINDER: When you have completed a successful licensing sequence,
return to this point and continue.

After a successful licensing sequence, or if you click Cancel to license at
another time:

1. You may receive an SP 6.1 Installation Complete dialog box. If so,
click Yes to reboot your computer.

2. Log on as administrator and continue with “Setting Services to
Automatic Startup” on page 5.72.

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!
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Setting Services to Automatic Startup

Setting Services to Automatic Startup

Note: At this point in the installation, the Secure Perfect services are
stopped.

Now, you need to change the startup method of the Secure Perfect
Diagnostics, Secure Perfect Manager, and Secure Perfect System
Manager services to automatic. This means every time the computer starts,
the Secure Perfect 6.1 services start. Refer to “Secure Perfect 6.1 Services
Overview” on page 11.2, for additional information about Secure Perfect
Services.

ONLY Enterprise Installation: No services are installed at this point if this
is a custom installation and Secure Perfect Application is not yet installed.

» To set the startup method of Secure Perfect Services:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays. Expand the list of services and
scroll down.

2. Seclect Secure Perfect Diagnostics.

"fii Console Root'\Services (Local) P o

| oction wew & = [ElmBBE[Z][r 0 i =»
Tree I Services (Local)
W Mame  / | pescription [ status | sStartup Typoa
Component Services %Removeble Storage Manages ...  Starked Aukomnatic
% went Viewer (Local) %Ruut\ng and Remate Access Offers rout... Disabled
: ) %Runns Service Enables st...  Starked Aukomatic
%Secure Perfect AP Service Manual
Secure Perfect Diagnostics Autamatic
%Secure Perfect Manager Aukamatic

%Secure Perfect System Manager Aukamatic
%Seturity Accounts Manager al ser... Started Autamatic
%Server Provides R...  Starked Aukomatic
%Smart Card Manages 3. Manual

%Emﬁ'( The Secure Perfect services status is blank. l Marual
s 53 )

Aukomatic

%SMS Hardware Inventory Agent Service Manual
%SMS Remote Control Agent Started Automatic
%SQLAgaanPSQL Started Automatic =
4] | 3

Figure 5-44. Secure Perfect Component Services
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3. The status will be either Started or blank. If it is blank, then the service
is not running.

4. Right-click and select Properties. In the Startup type field, select
Automatic.

5. Click Apply, then OK to close the window.

6. Repeat steps 3 through 5 for the Secure Perfect Manager service and
the Secure Perfect System Manager service.

To start the Secure Perfect API Service:

Secure Perfect API Service is used when an external system is sending or
receiving transactions by way of an Application Program Interface (API) to
Secure Perfect. Do not start this service or change the settings unless you are
using the API option in Secure Perfect 6.1 and have been previously
licensed.

When all services are configured:
1. Close all windows and applications.
2. Restart the Secure Perfect Server computer.

If you ever need to restart Secure Perfect services manually, follow these
steps:

1. You will need to manually start the Secure Perfect services in this order:

*  Secure Perfect Diagnostic
*  Secure Perfect System Manager
*  Secure Perfect Manager

2. Right-click each service and click Start on the shortcut menu. Allow
sufficient time for the first service to start before proceeding to the next
service.

3. Exit the window.

4. Continue with “Server Folder Structure” on page 5.74.

Secure Perfect 6.1 Installation Manual 5.73
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Server Folder Structure

Server Folder Structure

1. During installation of Secure Perfect 6.1 software, the following folders
are created: Client, Database, Designs, English, Externals, Firmware,
Graphics, Images, Logs, MSDE2000 (if yours is a Windows
Professional system), Rpt, SecureScripts, Signature, and Video.

2. In Windows Explorer, navigate to the Program Files/GE Interlogix/
Secure Perfect folder, or to the folder where your Secure Perfect
application installed. The folders displayed here vary with the type of
installation:

» If Typical Server Type is selected, all folders are present.
» If Custom Server Type is installed:

- If only Database Server feature is installed, Database, Logs,
and SecureScripts folders are present.

- If only File Server feature is installed, Client, Designs,
English, Externals, Firmware, Graphics, Images, Rpt,
Signature, and Video folders are present.

- If only Secure Perfect Application is installed, Client,
English, Logs, and Rpt folders are present.

*  The MSDE2000 folder will display only on Windows 2000 or
Windows XP Professional Server.

3. Some of the folders are shared. (Refer to the example in Figure 5-45 on
page 5.75.) This allows other computers to gain access to the
information stored in these folders, when logged in as an authorized
user.
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-Gl Wideo

Figure 5-45. Typical Server Folder Structure

Server Folders

» To learn more about the folders in your Secure Perfect directory, review
these descriptions:

Client

A shared folder that contains a self-extracting Microsoft utility,
Microsoft Component Checker. This tool checks for compatibility and
consistency of MDAC versions.This folder also contain an
MSDEAdmin utility, used to access the Secure Perfect databases.

Database

A folder that contains the system database file along with the archive
and history database files. SQL Server log files for each database are
also found in this folder.

Designs

A shared folder that contains all badge designs used by the imaging
stations and sample badge designs.

Secure Perfect 6.1 Installation Manual 5.75
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English
The files required to display the Secure Perfect 6.1 client software in
English. As more languages are installed, more language-specific
folders display.

Externals
A shared empty folder created to store reports created by third party
report generators.

Firmware
A shared folder that contains the firmware or application code needed to
flash the micros.

Graphics

A shared folder that contains maps and icons used for Alarm Graphics.

Images
A shared folder that contains graphics files of captured, badge holder
pictures. Sample images are included if you installed the sample
database.

Logs
A shared folder that contains the Secure Perfect 6.1 diagnostic log files.

MSDE2000

This folder displays ONLY following Secure Perfect 6.1 Professional
Server Typical installation. The user may use these files if re-
installation of MSDE is required. These files (Microsoft SQL Desktop
Engine (MSDE) with Service Pack 3a) are used by the system during
installation of Secure Perfect 6.1.

Rpt
A folder that contains files used by the report engine to create Secure
Perfect reports.

SecureScripts

The scripts and programs used to create the database in SQL Server. It
also contains subfolders required for converting and upgrading Secure
Perfect systems to Secure Perfect 6.1.

Signature

A shared folder that contains a sample graphical signature file and the
graphic files of captured signatures.
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Video

A shared folder that contains captured video files.

When you have completed your review of the folders in your Secure Perfect

m
directory, continue with “Secure Perfect 6.1 User Accounts” . %
3
3,
£
Secure Perfect 6.1 User Accounts o
-+
5
Default local 1. During the Secure Perfect 6.1 Server computer installation, a default
g; %p s Secure Perfect 6.1 local user account was set up for you. If you choose
min. . L .
Default local user to add users an,c,l assign or change user passwords, review “Defining
name is secure User Accounts” on page 2.6.
and the password
ismaster. 2. Refer to documentation you received when you purchased your

Windows 2000, Windows 2003, or Windows XP operating system, for
additional information on setting up a user and assigning passwords.

3. Continue with “Adding Additional Clients to the Database” .

Adding Additional Clients to the Database

Pinging Additional Client Computers

In order to add an additional client computer in the database, you must verify
that the computer can be reached by name.

» To communicate with the client computer from the Server Computer:
1. Click Start, then Run.

2. Type cmd then click OK.

Result: A command prompt window displays.

3. Type ping <name> where <name> isthe name of the client
computer. Press Enter.
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MINNT' System32hcmd.exe

C:\>ping BCTBOGOTA
Pinging BCTBOGOTA [3.18.145.16841 with 32 bhytes of data:

Reply from 3.18_145.1084: hytez=32 time<1Bms TTL=128
Reply from 3.18.145.184: bytes=32 time<{i@msz TTL=128
Reply from 3.18.145.184: bytes=32 time<i8msz TTL=128
Reply from 3.18.145.184: bytes=32 time{iBms TTL=128

Ping statistics for 3.18.145.184:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bns

CoN>

Figure 5-46. Successful Ping to Client Computer

Result: A successful ping reveals the client computer address was
reached. Your window will display similar to Figure 5-46. Proceed with
“Adding Clients to the Database” on page 5.79.

indows 2008 [Uersion 5.88.21951
{C)> Copyright 1985-2@AA Microsoft Corp.

H:“\>ping hct—creed-passi
Pinging bct—creed-passi [3.18.145.157] with 32 bytes of data:
Request timed out.

Request timed out.
Request timed out.

Request timed out.

Ping statistics for 3.18.145.157:

Packets: Sent = 4, Received = 8, Lost = 4 {188x loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bns

Figure 5-47. Unsuccessful Ping to Server Computer

Result: If the client computer could not be reached, your window will
display similar to Figure 5-47. Verify your network settings as
configured during the operating system setup (‘“Preparing the Operating
System” on page 3.6 for a Windows 2000 or Windows 2003 Standard
Server) or contact your network administrator for assistance.

578
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Note: You cannot proceed until the networking issues are resolved. Contact
your network administrator.

4. Continue with “Adding Clients to the Database” .

Adding Clients to the Database

You need to add all client computers to your Secure Perfect database that
will be in your Secure Perfect system. To do this, log on to Windows using
your Windows Logon USERID ‘secure’ and start the Secure Perfect 6.1
application.
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» To add clients to the Secure Perfect 6.1 database:

1. When you have installed and licensed the Secure Perfect application for
the first time (this is the First Time License computer), start the Secure
Perfect 6.1 application by double-clicking the Secure Perfect desktop
icon.

*  Typical Installation: The Server computer is the First Time
License computer and you can add clients at the Server computer.

¢ Custom Installation: The components required to license may be
stored on two separate computers:

- The File Server stores the Licenselnfo file.

- The First Time License computer stores the Component
Services files.

You must be able to communicate with the computer(s) that store
both source files.

2. From the File menu, select Login.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers

You are here!
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Log on as secure with a password of master.

If client computers have Windows 2000 Professional or Windows XP
Professional installed and if they are on the network, you can access the
Client Form in the Secure Perfect application, and proceed with adding
clients to the database.

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install Set/Verify Log On Add Add'l Client Finished!

License Services Computers

You are here!

» To access the Client Form:

Select Client from the Administration menu.

Result: A new client form is displayed.
Click Add from the Secure Perfect main menu.

Enter data describing your new client. Refer to Online Help for details
of each individual field.

Note: If a client computer is currently offline or connected to the network by
a gateway or hub, you may not see that computer. You may need to correct
network issues with the client computer before proceeding. You may also see
computers that cannot be clients since they do not use TCP/IP protocols.

4.

Click Save ‘ .

Repeat Step “2.”, through Step “4.”, for all clients.

You can add as many clients as you want. However, only the licensed
maximum number can connect to the Server at the same time. Refer to
“About Secure Perfect: License Summary” on page 10.12.

5.80
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What's Next?

If you have not already removed the CD from your CD-ROM drive, do so
now. You have completed the Server computer setup. Proceed with one or
more of the following:

« Ifyou have not licensed your system, do so now. Refer to “Licensing the
Secure Perfect System” on page 10.1.
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*  Proceed to set up the additional client computers on your Secure Perfect
system. Refer to “Installing Secure Perfect 6.1 Software on Additional
Clients” on page 9.1.

*  Proceed to configure your Secure Perfect system. Refer to “Logging On
and Configuring Secure Perfect 6.1” on page 11.1.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers
You are
here!
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NOTES:
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Chapter 6: ¥ Installing Secure Perfect 6.1
Global Edition: Global Database Server

NOTE: This chapter uses the following graphic in major headings to

indicate Global Edition instructions. é\_

-
QZd

This chapter is for experienced software installers and includes
instructions for Secure Perfect 6.1 Global Edition software configuration
for a Global Database Server. Global Edition software introduces
technology for copying and distributing data and database objects from
one database to another and then synchronizing between databases for
consistency. We recommend that you review the entire chapter and
discuss with your IT Department before you begin your configuration.

ZA

In this chapter:
“Benefits of Secure Perfect 6.1 Global Edition” on page 6.2

“Sample Configuration Overview” on page 6.3
“Global Edition Definitions” on page 6.4
“Pre-Installation Checklist” on page 6.6
“Prepare to Install” on page 6.9

“CUSTOM Installation: Secure Perfect 6.1 Global Database
Server” on page 6.13

“Licensing Your Secure Perfect System” on page 6.91
“Setting Services to Automatic Startup” on page 6.92
“Server Folder Structure” on page 6.94

“Secure Perfect 6.1 User Accounts” on page 6.96

“What's Next?” on page 6.99
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¥ Benefits of Secure Perfect 6.1 Global Edition

We recommend that you investigate Microsoft documentation, Microsoft
SQL Server Merge Replication, for additional details and options of
replication technology software.

Benefits of Global Edition software solutions include the following:

Distributing data changes to other Server computers within minutes.
SQL clustering with redundant Database Servers.

Does not have a single point of hardware failure.

Copying and distributing data to one or more sites.

Allowing multiple sites to keep copies of the same data. This is useful
when multiple sites need to read the same data or need separate Servers
for reporting applications.

Distributing copies of data on a scheduled basis.

Working with copies of data while disconnected and then propagating
changes to another database when they are connected.

Bringing data closer to individuals or groups. This helps to reduce
conflicts based on multiple user data modifications and queries because
data can be distributed throughout the network, and you can partition
data based on the needs of different business units or users.

Data is synchronized by implementing this customized replication
configuration. We recommend that you review Figure 6-1 and “Global
Edition Definitions” on page 6.4 through page 6.5, for a greater
understanding of the replication features before you begin your
configuration process.

Replication is one choice for customized standby server strategy. Also
refer to an additional document on the Documentation CD shipped with
your Secure Perfect system, Installing Secure Perfect in a Clustered
Environment, for another Server strategy.

6.2
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<" Sample Configuration Overview

‘Push’
subcriptions
created here.

SP Global Database Server
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SP Regional Database Server

SP Regional Database Server

‘Pull’
LA subcriptions
created here.

Subscribe

SecurePe

Subscribe

SP Histol

Figure 6-1. Typical Global Replication System Overview
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Global Edition Definitions

This list of definitions refers to elements displayed in Figure 6-1 on page 6.3.
For additional information, refer to Microsoft SOL Books Online.

Distributor

The Distributor is a Server that contains the distribution database and stores
meta data, history data, and/or transactions. In Merge Replication, the
Distributor also hosts the Snapshot Agent and Merge Agent for push
subscriptions.

When the Distributor is created for an SQL instance, it generates its own
database to store information. Once publishing is enabled on the Global
Server, it is able to control and monitor publications and subscriptions as
well as the starting and stopping of replication agents.

Global Database Server

The machine where the Publisher database, the Merge Agent, and the
Distributor Agent reside.

The Global Database Server is the main Secure Perfect database Server. This
means that the Global Database Server acts as a hub for all replication
activity. This Global Server hosts a Distributor whose role is to store history
and miscellaneous information about merge replication.

Publisher

The Publisher is a Server that makes data available for replication to other
Servers. In addition to being the Server where you specify which data is to
be replicated, the Publisher also detects which data has changed and
maintains information about all publications at that site.

Pull Subscription

Pull subscriptions are created at the Subscriber, and the Subscriber requests
data and updates made at the Publisher. Pull subscriptions allow the user at
the Subscriber to determine when the data changes are synchronized, which
can be on demand or scheduled.

Push Subscription

Push subscriptions can simplify and centralize subscription administration
because you do not need to administer each Subscriber individually. The
Distribution Agent or Merge Agent runs at the Distributor when
synchronizing a push subscription. Push subscriptions are created at the
Publisher, and the replication agents propagate data and updates to a

6.4
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Subscriber without a request from the Subscriber. Changes can also be
pushed to Subscribers on a scheduled basis.

Regional Database Server
The machine or machines where the Subscriber Database resides.

Regional Database Servers act as client database Servers. They have the
ability to subscribe to publications located on the Global Server. These
Regional Servers can operate independently of the Global Server for a
period of time as necessary. Subscriptions are pushed to each Regional
Server by the Global Server. This means that the Regional Servers do not
need to worry about requesting updated data from the Global Server; updates
are periodically supplied to Regional Servers according to a set schedule.

Subscriber

Subscribers are Servers that receive replicated data. Subscribers subscribe to
publications, not to individual articles within a publication, and they
subscribe only to the publications that they need, not all of the publications
available on a Publisher.

Subscription

A subscription is a request for a copy of data or database objects to be
replicated. A subscription defines what publication will be received, where,
and when. Synchronization or data distribution of a subscription can be
requested either by the Publisher (a push subscription) or by the Subscriber
(a pull subscription).

Secure Perfect 6.1 Installation Manual 6.5
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¥ Pre-Installation Checklist

NOTE: READ THIS SECTION IN ITS ENTIRETY!

» To assist in configuration of your Secure Perfect Global Edition system,
review this checklist:

(00 Prepare and configure your Global system in this order, as detailed in
“Sequence of Global System Installation” on page 6.7:

1. First, prepare and configure the Global Database Server.
Instructions follow in this chapter.

2. Second, prepare and configure each Regional Database Server.
Refer to “Installing Secure Perfect 6.1 Global Edition: Regional
Database Server” on page 7.1.

3. Last, prepare and configure any additional client computers to the
specific Server in your Global system. Refer to “Installing Secure
Perfect 6.1 Software on Additional Clients” on page 9.1.

(1 Each Server computer must be part of a new or existing domain. If you
are creating a new domain, always consult with the network
administrator before adding a domain or adding any computers to an
existing network. Refer to “Adding the Computer to an Existing
Domain” on page 6.8.

(0 For better performance and easy administration, we suggest that a new
Global User Group be created at the Domain Server, Active Directory.

Refer to “Adding a New User Account” on page 6.97.

(] Be prepared to license your software for Global Edition.
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Sequence of Global System Installation

» To install a Secure Perfect Global Edition system, follow the sequence
below:

Note: Installation of Global Database Server and Regional Database
Servers follow similar instructions. Verify that you are following the
correct instructions before you begin.

1. First, prepare and configure the Global Database Server. Install
Windows 2000 or 2003 Standard Server, or Windows Advanced Server.
Refer to “CUSTOM Installation: Secure Perfect 6.1 Global Database
Server” on page 6.13.

2. Second, prepare and configure each Regional Database Server. Install
Windows 2000 or 2003 Standard Server, Windows Advanced Server,
Windows 2000 or XP Professional Server. You must have a Server
operating system for file replication. Refer to “Installing Secure Perfect
6.1 Global Edition: Regional Database Server” on page 7.1.

3. Last, prepare and configure any additional client computers to the
specific Server in your Global system. Minimum requirements are
Windows 2000 or XP Professional. Refer to “Installing Secure Perfect
6.1 Software on Additional Clients” on page 9.1.

Note: GE recommends that you do not add clients or devices to the
Global Database Server computer. For optimal functionality, the Global
Database Server in your Secure Perfect system should be dedicated to
the replication process.

4. Configure File Replication at the Global Database Server. Refer to
“Configuring File Replication and Global Edition Options™ on page 8.1.

Your Secure Perfect 6.1 Global Edition software WILL NOT install unless
minimum requirements have been met. Refer to the appropriate section of
this manual for the operating system you are installing and configuring.

Secure Perfect 6.1 Installation Manual 6.7
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Adding the Computer to an Existing Domain

Since the Server computer will be part of a new or existing domain, you
must add the Server computers to the network.

1.

Since network configuration varies from company-to-company, see
your network administrator for assistance.

It is important that the Server and Client system use the same network
properties. Refer to “Setting the Network Properties” on page 2.5, for
more information or consult with your network administrator.

» To change from the LocalSystem Windows Service Account to an
existing domain account:

Note: In Windows services, the SOLServerAgent must use a domain account.
The SQLAgent account is the security context under which the Snapshot
Agent, Merge Agent, and Distribution Agent are running by default.

1.

Navigate to the Component Services of your computer and double-
click to display the list of services.

From the list of Services (Local), select MSSQLS$SPSQL, and then
right-click to display the shortcut menu.

From the shortcut menu, select Properties.

Result: The General tab of the Properties window displays.
Click Stop under Service status.
Select and display the Log On tab.

Select This account.

Result: The field for account name is now enabled.

Enter the name of the domain account that will start and stop SQL
services (or click Browse to navigate the Windows network and select
the name of the domain account).

6.8
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8.  Enter the password for the domain account and then enter the password
again to confirm.

9. Return to the General tab and verify that Startup type is set to
Automatic.

10. Click Start under Service status.
11. Click OK to accept and close the window.

12. From the list of Local Services, select SQLAgent$SPSQL, and then
right-click to display the shortcut menu.

uoiip3 |bqo|9

13. Repeat Step 3. on page 6.8 through Step 11. on page 6.9.

14. Continue with “Prepare to Install” .
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< Prepare to Install

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!

Note: Prepare and configure your Secure Perfect Global Edition system as
listed in Pre-Installation Checklist, “Prepare and configure your Global
system in this order, as detailed in “Sequence of Global System Installation”
on page 6.7:” on page 6.6.

» To prepare for installation of the Secure Perfect 6.1 application:

1. You MUST be logged in as administrator user to the domain. If not, log

off and log back on as a user with administrator permissions.

Secure Perfect 6.1 Installation Manual
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2. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

3. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

NET Framework

DirectX 9.0

MDAC

Windows 2000 Service Pack
Windows Installer

MS SQL Server 2000 Service Pack 3a (ONLY Windows 2000
Standard Edition)

During the installation windows of the Microsoft SQL Server
Service Pack:

- Select SPSQL instance of SQL Server.

- When a Connect to Server window displays, select SQL
Server Authentication and enter the ‘sa’ password master.

- Select Upgrade Microsoft Search and apply SQL Server
2000 SP3 (required).

4. Four components will cause the system to reboot when a new version is
installed.

DirectX 9.0
MDAC
Windows 2000 Service Pack

Windows Installer

6.10
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Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

NET Framework Version 1.1 or later

DirectX 9.0b End-User Runtime

MDAC 2.8 or later

Windows 2000 Server with Service Pack 4 or later

SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

5. If your computer reboots, log on as administrator and installation
continues. Please wait.

6. The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.
Continue with “When the Secure Perfect software installation begins:”

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

Result: The License Agreement window displays.

2. Select I accept the license agreement and click Next.

3. Continue with “Selecting Installation Type” on page 6.12.

Secure Perfect 6.1 Installation Manual 6.11
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Selecting Installation Type

» To select and install Custom as the type of installation:

i@ Secure Perfect 6.1 Setup o ] 9
Select Installation Type
Select the desired installation type. A A
[ N
™ Typical

The mozt common application features will be installed. Thiz option

=
g' is recommended for most users.
=M

{* Custom
B Uze thiz option to choose which application features you want
O installed and where they will be installed. Recommended for
et g advanced users.

Wwize Installation ‘Wizard

< Back | Mest > I Cancel

Figure 6-2. Installation Type Window

1. Select Custom in the Select Installation Type window, as displayed in
Figure 6-2. You must select Custom in order to install a Secure Perfect
Global Edition system.

2. Proceed to “CUSTOM Installation: Secure Perfect 6.1 Global Database
Server” on page 6.13.
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Zas
(111

¥ CUSTOM Installation: Secure Perfect 6.1 Global
Database Server

Recommended for experienced software installers.

Instructions Specific to Windows 2000, Windows 2003,
and Advanced Server:
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Note: Installation of Global Database Server and Regional Database Servers
follow a similar set of instructions. Verify that you are installing a Global
Database Server before you begin. REMINDER: You CANNOT install Global
Edition - Global Database Server software on a Windows Professional
operating system.

Note: You MUST select Custom in order to do any of the following:

< Install Global Edition features.
e Select Badge aliasing.
e Change the password for the Window logon USERID ‘secure.’

e Selectively install Database Server, File Server, or Secure Perfect Client
Application. These configuration options allow Secure Perfect databases and
file shares to be separated from Secure Perfect application code and placed on
another computer defined by you.

» To begin your Custom installation:

1. Select Custom as the type of installation and click Next.

Result: The Installing Global Edition? window displays. (This window
displays only if this computer is a member of a domain. You MUST be
part of a domain to continue.) Select Yes when asked, Is this computer
part of a Secure Perfect Global Edition Installation, and click Next.

Secure Perfect 6.1 Installation Manual 6.13
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i& Secure Perfect 6.1 o ] 3
Inztaling Global Edition?
It you purchased a Secure Perfect Global Edition license, select es' Select Wa' h A
for any other type of Secure Perfect license ™

|5 thiz computer part of a Secure Perfect Global E dition installation?

* Yes
~ Mo

‘Wize Installation Ywizard!

< Back Heut > I Cancel

Figure 6-3. Installing Global Edition? Window

2.  The Custom Configuration window displays for you to choose which
Secure Perfect features to configure on this computer. The Custom
Configuration window displays similar to Figure 6-4.

{3 Secure Perfect 6.1 Setup : I ] [
5P Global Custom Canfiguration O
Choose the appropriate components for & custom Global E dition installation » ]
PR F -

¥ Database Server

Choozing this option will install the Secure Perfect databaze components.
Fleaze zelect which twpe of zerver:

Note that the default
Database Server

i+ glob.al - Only ahe of theze per Secure Perfect Global E dition installatio-n.. selection setting is
" Regional - There can be several of these for a Secune Perfect Global E dition .
installation, Regional. Select
I¥ File Server Global as the
Choosing this option will install the Secure Perfect File Server components. applicob/e Server
installation.

W Secure Perfect Client &pplicatiort

Choosging this option will install the Secure Perfect Client Application.

‘wise Installation ‘wizard

< Back | Hewt » I Cancel I

Figure 6-4. SP Global Custom Configuration
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Select one or more of the component options pertaining to the system
you are installing:

Note: Some components require that a prerequisite component be
installed at another computer before you begin.

Database Server: This option is used to store the Secure Perfect
databases.

An additional selection determines if you are installing Secure Perfect
on:

*  Global Server computer (must have SQL Server 2000 already
installed). There can be only one Global Database Server. Select
this option.

*  Regional Server computer (if installation determines that SQL
Server is not installed, MSDE will install for you). This is the
default. You are not installing a Regional Server computer at this
time.

File Server: Only Secure Perfect File Server components install. This
Server stores the data files shared by clients on the Secure Perfect
network. File shares include graphics, images, signatures, designs, and
firmware. The File Server option is a prerequisite in order to install
Secure Perfect Client Application.

Secure Perfect Client Application: Only the Secure Perfect Client
application installs. Only Secure Perfect client file shares install. This
includes the executable file, Secure Perfect services, and Secure Perfect
DLLs.

Install to Windows Server Cluster Group Named: If this selection
displays, refer to installation of cluster technology in the document,
Installing Secure Perfect in a Clustered Environment, included on the
Documentation CD shipped with your Secure Perfect system.

When you have selected the appropriate options, click Next.

Result: The Logon Account for SQL Server Services window
displays, as in Figure 6-5 on page 6.16.

Secure Perfect 6.1 Installation Manual 6.15
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|';\—1 Secure Perfect 6.1 Setup =l x]

Logon Account for SGL Server Services

Enter the domain user account to be used by Microsoft SQL Server for replication,

Global Edition uzes Microsoft SAL Server Replication technology. FReplication requires
that SOL Server Services are running using a domain user account that has
administrator privileges on both the local machine and also on the other Secure Perfect
database servers that are part of the Global Edition installation. The domain and user
name should be entered with the following format: DomainiUsert ame.

For example: 'SPDomaintSecure’

DomaintUser Name: IGLDBALDBSEHVEH\AdministratOI Browse... |

Password: | ****** <

Wise Installation wizard

< Back | Mest > I Cancel I

Enter your previously
assigned Domain Password
associated with this User
Name.

Figure 6-5. Logon Account for SQL Server Services

Note: Each Server used in the Secure Perfect Global Edition system requires
the database services to run under a domain user name and password
account. This account must have administrative privileges to that particular
computer. We suggest that you use the identical domain account at each

computer used in the GE system.

5. Enter the user domain and username in the format, Domain\Username
or click Browse to navigate the Windows network and select.

6. Enter the domain user password in the Password field.

7. Click Next.

8. Continue with “Custom Configuration Options” on page 6.17.

6.16
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Custom Configuration Options

Recommended for experienced software installers.

The scenarios presented in the custom configurations that follow are the
result of selections made on the SP Global Custom Configuration window.
Review Figure 6-4 on Page 6.14 and Table 6-1. Then, proceed to the
corresponding section of this chapter.

Table 6-1: Custom Configuration Options

NOTE: Some components require that a prerequisite component be installed at another computer
before you begin. (Windows that display during installation are similar to the sample
configurations presented.)

Scenario Begin on Page:

1. “Database Server, File Server, and Secure Perfect Client Application
Configuration” on page 6.18

2. “Database Server and File Server Configuration” on page 6.28

3. “Database Server and Secure Perfect Client Application Configuration” on
page 6.42

4. “Database Server Configuration” on page 6.55

5. “Each Component on a Separate Computer” on page 6.70

IMPORTANT: When you select a scenario, be sure to complete all instructions for that scenario.

Secure Perfect 6.1 Installation Manual 6.17
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1. Database Server, File Server, and Secure Perfect Client
Application Configuration

Computerl  Computer2  Computer 3

Components - - -
Database Server ¢
File Server ¢
Secure Perfect Client Application ¢

Note: This configuration has all components installed on Computer 1. Although these
are the same components as Typical, you chose Custom to use badge aliasing or
change the secure password.

» If you selected Database Server, File Server, and Secure Perfect Client
Application on the SP Global Custom Configuration window:

1. The Select Badge Aliasing Option window displays as in Figure 6-6 on
page 6.19.
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Select Badys Aliasing Option u
Select the desired badge aliasing option. ¥ 4

Aliasing provides protection of the numbers encoded into badges by hiding them from
unauthorized users. The actual encoded number iz replaced by another number called an
Alias. Be aware that sliases provide greater security but complicate the badging process.

& Do nat use aliases
" Use aliases automatically provided by SP

= Use aliases manually provided by user

‘wise Installation Ywizard

< Back I Mest » I Cancel

Figure 6-6. Badge Aliasing Window

This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

*  Use aliases manually provided by user aliasing allows you to
assign the number.

Choose one aliasing option, then click Next.

Result: The Change the ‘Secure’ Password window displays as in
Figure 6-7 on page 6.20.

Secure Perfect 6.1 Installation Manual 6.19
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i@‘ Secure Perfect 6. ) =11
Change the "Secure" password 6
Change the password for the Windows Lagon USERID 'Secure’ N 1
Y

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. If your Windows network has security policies that enforce rules far
pazzword creation, you may want to change the 'Secure’ user pazsword. [f you are unsure,
ask your System Administratar

% Use Default Password

" Change Password

New Pazsword Imm—
Repeat Mew Password I xxxxxx

‘wise Installation Wizard!

< Back Mext > I Cancel |

Figure 6-7. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

6.20
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Enter your
previously
assigned SQL
password here. If
you purchased
your Secure
Perfect 6.1 system
from GE, a
temporary
password of
master was
assigned for you.)

10.

11.

Enter the SQL Server password for the ‘sa’ user. (This password was
created during installation of Microsoft SQL. Refer to page 3.12.)

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Click Next to continue.

Result: A series of Access Control and Security Management windows
display as Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

If your computer reboots, log on and continue. When the Select
Database Server Type window displays, select Global and click Next.

Continue with “To select a Secure Perfect edition:” .

To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1.

Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 6-8 on page 6.22.
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{g@jSelett Secure Perfect Edition

o ] |
Secure Perfect Database

Initialize the database createiconvert. @9

Select Secure Perfect Edition: m %
eZ Edition
Professional Edition
E ise Ediion

< Back Mext > | Cancel |
Figure 6-8. Create SP Database - Select Secure Perfect Edition

2. Select Global Edition as the appropriate Secure Perfect software Edition

installed on your computer from the drop-down list, and click Next to
proceed with creating a database.

Creating the Database - Custom Installation

» To create your system database:

1.

The Create\Convert Database window that displays. Continue with
the instructions listed.

Important!

Note: We recommend that you DO NOT select Cancel in this window, as you
are creating the hub of the Global Edition activity.

6.22
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ﬁcept your \

previously assigned
SQL password here.
(If you purchased
your Secure Perfect
6.1 system from GE,
a temporary
password of
master was

\ assigned for you. |

=101 x|

Secure Perfect 6.1 Database
Collect login informstion. @J

To begin the database create/convert process please supply the MSDE/SOL Server
administrators' ugername and pazzword in the following text box(es).

D atabase Server

Enter Username: Isa
Enter Pazsword: I ******

< Back | Mest > | Cancel |

Figure 6-9. Create Database - Global Database Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays.
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() Create Databas 3 B ] 5
Secure Perfect 6.1 Database
Intialize the database crestion. aj
“iew Error Log

Database Directory [nformation

[rata File Directory: IE'\ngram Filez\GE InterlogivhSecure Perfect\D atabase A

Log File Directory: IE'\ngram Files\GE Interlogi=sSecure PerfectD atabaze 3

“Wiew Integrity Report

< Back | Hexts | Create Database I Cancel |

Figure 6-10. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click _--|and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Global Database Server Database Creation

For information only, this is the order of events taking place during the
Global Database creation. No action is required on the part of the user:

Table 6-2: Order of Events: Global Database Server Database Creation gg

1 The Global Database Server databases are created: SecurePerfect, Qaé
SecurePerfectHistory, and SecurePerfectArchive. gé’

2 The SecurePerfectDistributor database is installed and enabled. g

3 The Global Database Server is configured for publishing. The %

Publisher is identified by the Global database instance name. In this
installation scenario, there is only one Publisher on the Global
database instance. Refer to Figure 6-1 on page 6.3.

4 The Secure Perfect Merge Publication is defined. To define a
publication, the database to be replicated is selected. Within that
publication, articles are defined. The articles are representative of
the tables contained within the database.

5 After the Publication is defined, the initial Snapshot Agent is started.
This Agent will create an image of the database at that moment in
time. Subscribers will utilize this snapshot later.

6 The SecurePerfectGlobalHistory database is created. This
database is only present in the Global Database Server of a Global
Edition installation. The following history tables are contained within:
AlarmHistoryTable
BadgeHistoryTable
DIHistory
DOHistory
DVMRHistory
GuardTourHistory
OperatorHistoryTable
ZoneHistoryTable

6. Refer to Figure 6-11 on page 6.26 for a sample Global Edition SQL
Enterprise Manager structure. To refresh the view in SQL Enterprise
Manager, click FS5.
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Note: Subscribers are not defined as part of the Global Database Server
installation. Subscribers are assigned during the Regional Database Server

installation.

The hand indicates that this
database is being shared for
replication.

Distribution Database )

Publications

The Replication Monitor will
display if the SQL instance is set
up for publishing.

4 ReportCommand

gk SecurePerfect

; SecurePerfectarchive
4 SecurePerfectDistributor

% SecurePerfectGlobalHistory

SecurePerfectHiskor

E. -
EEI--l:l Managemenk
=27 Replication

This is the Publisher. )

-[_] Subscriptions
EI-- Replication Monitor
=27 Publishers

="
.@ SPHistoryPublication_BCTREPL1:SecurePerfectGlobalH
b SPHistoryPublication_BCTSP40CLIEMTZ :SecurePerfect

¥ SPPublication: SecurePerfect
EEH:l Agents

Figure 6-11. Sample Global SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 6.27.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

Q an error has occured in this application!

Unable to create database.

Dakabase creation Failed, for more information, check the SPCreateDE, bxt
error log located in ak: C:\Program Fles\Casi-RuscoiSecure Perfectilogs.

uoiip3 |bqo|9

Figure 6-12. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.
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« Ifyou were able to resolve the problem, recreate the database.

« Ifyou continue to have a problem, contact GE Customer Support.
» To continue following a successful database creation:
1. A message displays, Secure Perfect Database successfully created!

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

2. Click OK.

Result: The dialog box closes. A window informs you that Installation of
Secure Perfect 6.1 is complete.

3. Ifyou receive a message to reboot at this time, click Yes to reboot, log
on, and continue.
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Secure Perfect Installation Progress Bar:

4. An SP License Setup window displays. Unless otherwise stated in your
configuration scenario, proceed to “Licensing Your Secure Perfect
System” on page 6.91.

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!
Note: Be sure to complete all instructions for the scenario you are installing.
2. Database Server and File Server Configuration
Computerl  Computer2  Computer 3
Components - - -
Database Server ¢
File Server ¢
Secure Perfect Client Application <

Note: This configuration has the Database Server and the File Server installed on
Computer 1, then the Secure Perfect application is installed on Computer 2.
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» If you selected Database Server and File Server on the SP Global
Custom Configuration window:

1. The Select Badge Aliasing Option window displays as in Figure 6-13.
=10l

Select Badge Aliasing Option
Select the desired badge aliasing option.

Aliasing provides protection of the numbers encoded into badges by hiding thern from
unauthorized users. The actual encoded number iz ieplaced by another number called an
Aliaz, Be aware that aliases provide greater security but complicate the badging process,

' Do not use diases

" Use aliazes automatically provided by SP
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Wise Installation \Wizard

< Back I Mext > I Cancel

Figure 6-13. Badge Aliasing Window

2. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

+  Use aliases manually provided by user aliasing allows you to
assign the number.

3. Choose one aliasing option, then click Next.

Result: The Change the ‘secure’ Password window displays.

4. In the Change the ‘secure’ Password window, select one of the
following:

¢ Use Default Password

e Change Password
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10.

Enter your new password and then enter a second time.

Click Next.

Result: The Ready to Install the Application window displays.

Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1.

Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 6-14 on page 6.31.

6.30
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{éijelect Secure Perfect Edition o ] e |
Secure Perfect Database
Inttiglize the datsbase createiconvert. @_v
Select Secure Perfect Edition: iGlobal E dition| -
e Edition
Professional Edition

Entespiize Edition
Global E dition
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< Back Negt > Cancel I

Figure 6-14. Create SP Database - Select Secure Perfect Edition
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2. Select Global Editions as the appropriate Secure Perfect software
Edition installed on your computer from the drop-down list, and click
Next to proceed with creating a database.

Creating the Database - Custom Installation

» To create your system database:

1. The Create\Convert Database window that displays. Continue with
the instructions listed.

Important! Note: We recommend that you DO NOT select Cancel in this window, as you
are creating the hub of the Global Edition activity.
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ﬁcept your \ -‘.'E‘:."il:reate,.-"l:onvert [ (o]

previous/y assigned Secure Perfect 6.1 Database

SQL password here Collect login informstion. aj
(If you purchased
your Secure Perfect To begin the Idatabase create/convert process please supply the MSDE/SOL Server
6.1 ¢ f GE administrators’ usermame and pazsword in the following text box(es).

.1 system from GE,

a temporary
password of

[atabase S erverir

master was Enter Username: Isa
assigned for you.
Enter Pazsword: I ******

< Back | Mest > | Cancel |

Figure 6-15. Create Database - Global Database Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays.
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=101

Secure Perfect 6.1 Database
Initizlize the database creation. aj

“Wiew Error Log

Databaze Directony Infarmation

[Drata File Directony IE “Program Files\GE Interlogix\S ecure Perfect\Databaze 3 |

Log File Directan: IE “Program Files\GE InterlogizhS ecure Perfect\Database 3 |

“Wiew Integrity B epaort
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Figure 6-16. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click _-|and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Global Database Server Database Creation

For information only, this is the order of events taking place during the
Global Database creation. No action is required on the part of the user:

Table 6-3: Order of Events: Global Database Server Database Creation

1 The Global Database Server databases are created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The SecurePerfectDistributor database is installed and enabled.

3 The Global Database Server is configured for publishing. The
Publisher is identified by the Global database instance name. In this
installation scenario, there is only one Publisher on the Global
database instance. Refer to Figure 6-1 on page 6.3.

4 The Secure Perfect Merge Publication is defined. To define a
publication, the database to be replicated is selected. Within that
publication, articles are defined. The articles are representative of
the tables contained within the database.

5 After the Publication is defined, the initial Snapshot Agent is started.
This Agent will create an image of the database at that moment in
time. Subscribers will utilize this snapshot later.

6 The SecurePerfectGlobalHistory database is created. This
database is only present in the Global Database Server of a Global
Edition installation. The following history tables are contained within:
AlarmHistoryTable
BadgeHistoryTable
DIHistory
DOHistory
DVMRHistory
GuardTourHistory
OperatorHistoryTable
ZoneHistoryTable

6. Refer to Figure 6-17 on page 6.35 for a sample Global Edition SQL
Enterprise Manager structure. To refresh the view in SQL Enterprise
Manager, click F5.
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=3 Dta Transform
EEH:l Management
=1 Replication

EI-- Replication Maonitor

Note: Subscribers are not defined as part of the Global Database Server
installation. Subscribers are assigned during the Regional Database Server

installation.
[+ [ pubs The hand indicates that this
: ReportCommand database is being shared for
replication.

-- SecurePerfect
cerurePerfeckarchive K—CDistribution Database )

SecurePerfectDistribukor

SecurePerfectGlobalHistory
The Replication Monitor will

SecurePerfectHistor
display if the SQL instance is set
up for publishing.

This is the Publisher. )

SPHistoryPUblication_BCTSP40CLIEMTZ: SecurePerfectGlob
{27 Subscriptions

EIl:l Publishers
E% BC
.@ SPHistaryPublication_BCTREPLL: SecurePerfectGlobalH
' b SPHistoryPublication_BCT3P40CLIENTZ: SecurePerfect
# SPPublication: SecurePerfect

EEH:l Agents

Figure 6-17. Sample Global SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 6.36.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

@ An error has occured in this application!

nable ko crests databass,

Database creation Failed, for more information, check the SPCreateDE bxk
error log located in ak: C:\Program Fles\Casi-RuscolSecure PerfectiLogs,

Figure 6-18. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

» Ifyou were able to resolve the problem, recreate the database.

+ Ifyou continue to have a problem, contact GE Customer Support.

3. Remove the Secure Perfect installation CD, and continue with
instructions to install Secure Perfect Client Application. Follow
instructions for the operating system installed on your second computer:

*  “Ifyou install ONLY the Secure Perfect Client Application
component on a separate computer with Windows 2000
Professional or Windows XP Professional operating system:” .

OR

*  “Ifyou install ONLY the Secure Perfect Client Application
component on a separate computer with Windows 2000 or
Windows 2003 Standard operating system:” on page 6.37.

» Ifyouinstall ONLY the Secure Perfect Client Application component on
a separate computer with Windows 2000 Professional or Windows XP

Professional operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

Continue with instructions as listed in Chapter 9 - Installing Secure Perfect

6.36
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6.1 Software on Additional Clients. Follow the instructions for Custom
installations.

If you install ONLY the Secure Perfect Client Application component on
a separate computer with Windows 2000 or Windows 2003 Standard
operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

1. Verify that the computer you are configuring meets minimum
requirements.

uoiip3 |bqo|9

2. Install the Windows 2000 or Windows 2003 operating system, but DO
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3. You MUST log on to the computer as the local administrator user of the
domain.

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

¢ .NET Framework

*  DirectX 9.0

« MDAC

*  Windows 2000 Service Pack
*  Windows Installer

6. Four components will cause the system to reboot when a new version is
installed.

e DirectX 9.0
« MDAC
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*  Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

* NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+ MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.

The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.

Continue with “When the Secure Perfect Software Installation begins:”

» When the Secure Perfect Software Installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

The Secure Perfect Welcome window displays. Click Next.

Result: The License Agreement window displays.

6.38
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2. Select I accept the license agreement and click Next.

3. Select the type of installation as Custom.

{0l x|
Select Installation Type
Select the desired installation type h A
N
" Typical
B The most cammon application features will be installed. Thiz option [9Xn]
g' is recommended for most users. oo
i o T
- X1
[y
Sa
{* Custom o =
&~ Use this option to choose which application features you want o9
0. installed and where they wil be installed. Recommended for a3
ot g advanced users g
wn
o
=
<
o
=

Wize [nstallation \Wizard

< Back | Mext = I Cancel

Figure 6-19. Select Installation Type - Custom

4. Click Next.

Result: The Install Secure Perfect Client/Server window displays.

5. When asked Is this computer part of a Secure Perfect Global Edition
installation?, select Yes.

6. Click Next.

Result: The SP Global Custom Configuration window displays.
7. Select the check box for ONLY Secure Perfect Client Application.
8. Click Next.

9. The Database and File Server Paths window displays similar to
Figure 6-20 on page 6.40.
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i@ Secure Perfect 6.1 Setup ] ] 55 |
Global Database and FileServer Paths . ’
A /]

Global D atabase Server Name

Database Server Name

| -

File Server Hame

I Browse |

Wiise Installation \Wizard:

< Back Mext » I Cancel

Figure 6-20. Database and File Server Paths

10. If a displayed Database Server Name is not correct, enter or select the
appropriate Name from the drop-down list. If a displayed File Server
Name is not correct, navigate to the File Server computer for this client
and select to display in the File Server Name dialog box.

11. Click Next.

Result: The Change the ‘secure’ Password window displays as in

Figure 6-21.
i@ secute Perfect 6.1 Setup : =100 =l
Change the "Secure" password a
Change the password for the Windows Logon USERID "Secure’ » 1
RN

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsward is master. If your Windows network has security policies that enforce rules far
passward creation, you may want to change the 'Secure’ user password. If pou are unsure,
ask your System Administrator

% Use Default Password

€ Change Password

New Password lm«s«xm«—
Repeat Mew Passwod [

‘wise Irstallation 'wizard

< Back I Mext » I Cancel |

Figure 6-21. Change the ‘Secure’ Password Window
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12. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

13. Click Next.

Result: The Ready to Install the Application window displays.

14. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

15. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

16. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

17. Continue with “Licensing Your Secure Perfect System” on page 6.91.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!
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3. Database Server and Secure Perfect Client Application
Configuration

Computerl  Computer2  Computer 3

Components - - -
Database Server X 2

File Server ¢

Secure Perfect Client Application <

Note: This configuration has the Database Server and the Secure Perfect Client
Application installed on Computer 1, while File Server is installed on Computer 2.

» If you selected Database Server and Secure Perfect Client Application
on the SP Global Custom Configuration window:

1. A window displays similar to Figure 6-22.

@ Secure Perfect 6.1 Setup 100 =]
Glohal Database and FileServer Paths o
A\ /1
Y
Global Database Server Mame
[ sLoBALDESERVERSPSAL =l
Database Server Mame
| GLOBALDBSERVERSPSOL |
File Server Mame
I Browse |
wize Installation \wizard
< Back Hext > I Cancel I

Figure 6-22. File Server Name Required
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2. At the Database and File Server Paths window, the Global Database
Server Name and Database Server Name display as read-only. They
are unavailable for entry.

3. Ifthe File Server Name displays, accept the entry as listed or click
Browse to navigate to another computer that may serve as File Server
for your system, and then select that computer name to display in this
dialog box.

Note: You must install File Server on the selected File Server in your Secure
Perfect system before attempting to license any Secure Perfect application.

4. Click Next to display the Select Badge Aliasing Option, as in
Figure 6-23.

Select Badoe Aliasing Cption a
Select the desired badge aliasing option. s &l

Aliasing provides protection of the numbers encoded inta badges by hiding ther fram
unautharized users. The actual encoded number is replaced by another number called an
Alias. Be aware that aliazes provide greater security but complicate the badging process.

* Do not use aliases
" Use aliases automatically provided by P

1 Use aliases manualy provided by user

“wiise Installation Wizard

¢ Back | Mest » I Cancel

Figure 6-23. Badge Aliasing Window

5. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.
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*  Use aliases manually provided by user aliasing allows you to
assign the number.

Choose one aliasing option, then click Next.

Result: The Change the ‘secure’ Password window displays, as in
Figure 6-24.

i@ Secure Perfect 6.1 ] =101 x|
Change the "Secure” password
Change the password for the Windows Logon USERID 'Secure’ y ]
Y

The Secure Perfect installation creates a new Windows USERID called "Secure’. By default,
the password is master. |f your Windows network. haz secuity policies that enforce rules for
pazsword creation, you may want to change the 'Secure’ user password. If pou are unsure,
azk your System Administiator

& Uz Default Password

" Change Password

Mew Password lm—
Fepeat Mew Password [

Wise Installation Wizard

< Back Neut > I Cancel |

Figure 6-24. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

6.44
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9. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

10. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

11. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

» To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1. Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 6-25.

{éijelect Secure Perfect Edition o ] e |

Secure Perfect Database
Inttiglize the datsbase createiconvert. @_v

Select Secure Perfect Edition: iGlobal E dition|

eZ Edition
Professional Edition
Entespiise Edition
Global E dition

< Back Mext > Cancel I

Figure 6-25. Create SP Database - Select Secure Perfect Edition
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2. Select Global Edition as the appropriate Secure Perfect software Edition
installed on your computer from the drop-down list, and click Next to
proceed with creating a database.

Creating the Database - Custom Installation
» To create your system database:

1. The Create\Convert Database window that displays. Continue with
the instructions listed.

Important! Note: We recommend that you DO NOT select Cancel in this window, as you
are creating the hub of the Global Edition activity.

(it Create/Convert | 101 =l
Accept your = -

previous/y assigned Secure Perfect 6.1 Database
SQL pOSSWOfd here Collect login informstion. @J

(If you purchased
your Secure Perfect To begin the database create/convert process please supply the MSDE/SOL Server

administrators' ugername and pazzword in the following text box(es).
6.1 system from GE,
a temporary
password of
master was

\ assigned for you.

D atabase Server

Enter Username: Isa
Enter Pazsword: I ******

< Back | Mest > | Cancel |

Figure 6-26. Create Database - Global Database Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.
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3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays.

=101

Secure Perfect 6.1 Database
Initizlize the database creation. aj

“Wiew Error Log

Databaze Directony Infarmation

[Drata File Directony IE “Program Files\GE Interlogix\S ecure Perfect\Databaze 3 |
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< Back | fest > | Create D atabase I Cancel |

Figure 6-27. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click _-|and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.
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5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.

If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Global Database Server Database Creation

For information only, this is the order of events taking place during the
Global Database creation. No action is required on the part of the user:

Table 6-4: Order of Events: Global Database Server Database Creation

1 The Global Database Server databases are created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The SecurePerfectDistributor database is installed and enabled.

3 The Global Database Server is configured for publishing. The
Publisher is identified by the Global database instance name. In this
installation scenario, there is only one Publisher on the Global
database instance. Refer to Figure 6-1 on page 6.3.

4 The Secure Perfect Merge Publication is defined. To define a
publication, the database to be replicated is selected. Within that
publication, articles are defined. The articles are representative of
the tables contained within the database.

5 After the Publication is defined, the initial Snapshot Agent is started.
This Agent will create an image of the database at that moment in
time. Subscribers will utilize this snapshot later.

6 The SecurePerfectGlobalHistory database is created. This
database is only present in the Global Database Server of a Global
Edition installation. The following history tables are contained within:
AlarmHistoryTable
BadgeHistoryTable
DIHistory
DOHistory
DVMRHistory
GuardTourHistory
OperatorHistoryTable
ZoneHistoryTable

6.48
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E. ..
EEH:l Management
=27 Replication

EI-- Replication Monitar

6. Refer to Figure 6-28 for a sample Global Edition SQL Enterprise
Manager structure. To refresh the view in SQL Enterprise Manager,
click FS.

Note: Subscribers are not defined as part of the Global Database Server
installation. Subscribers are assigned during the Regional Database Server

installation.
[+ [ pubs The hand indicates that this
: RepartCommand database is being shared for
replication.

SecurePerfect
SecurePerfectarchive K/ &Distribution Database >
SecurePerfectDistribukor

: § SecurePerfectGlobalHistary

#- b SecursPerfectHistary

" The Replication Monitor will
display if the SQL instance is set

up for publishing.

This is the Publisher. )

SPHiskoryPublication_BCTSP40CLIEMTZ: SecurePerfectGlob

{27 Subscriptions

EIl:l Publishers

 SPHistoryPublication_BCT3P40CLIENTZ: SecurePerfect
b SPPublication:SecurePerfect

-1 Agents

Figure 6-28. Sample Global SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 6.50.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

@ An error has occured in this application!

nable ko crests databass,

Database creation Failed, for more information, check the SPCreateDE bxk
error log located in ak: C:\Program Fles\Casi-RuscolSecure PerfectiLogs,

Figure 6-29. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB. txt error log.

» Ifyou were able to resolve the problem, recreate the database.
» Ifyou continue to have a problem, contact GE Customer Support.
» To continue following a successful database creation:

1. A message displays, Secure Perfect Database successfully created!

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

2. Click OK.

Result: The dialog box closes. A window informs you that Installation of
Secure Perfect 6.1 is complete.

3. Ifyou receive a message to reboot at this time, click Yes to reboot, log
on as administrator, and continue.
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An SP License Setup window displays. YOU CANNOT LICENSE AT
THIS TIME. Click Cancel to exit License Setup.

Important! 4.

5. Continue with configuration of the File Server on a second Windows
2000 or Windows 2003 Standard Server computer.

» Now, you must select and install ONLY the File Server component on a
separate Windows 2000 or Windows 2003 Standard Server computer:

Note: Prerequisite: Database Server and Secure Perfect Client Application
installation already complete.

If you do not install the File Server at this time, you will not be able to
license your system.

uoiip3 |bqo|9
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2. [Install the operating system. DO NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

¢ .NET Framework

*  DirectX 9.0

« MDAC

*  Windows 2000 Service Pack

*  Windows Installer
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Four components will cause the system to reboot when a new version is
installed.

e DirectX 9.0
« MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

* NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.

Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:” on page 6.53

6.52
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» When the Secure Perfect software installation begins:
Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2.  When the License Agreement window displays, select I accept the
license agreement and click Next.

3. Select the type of installation as Custom and click Next.
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4. Select ONLY File Server. Click Next.

5. The Change the ‘secure’ Password window displays as in Figure 6-30.

i Secure . ] 3]
Change the "Secure" password &
Change the password for the 'Windows Lagon USERID 'S ecure’

The Secure Perfect installation creates a new ‘Windows USERID called 'Secure'. By defaul,
the password iz master. If your Windaws network has security policies that enfarce rules for
password creation, you may want to change the "Secure’ user password. |f you are unsure,
ask your System Administrator

{+' Use Default Password

" Change Password

Mew Password Im—
Repeat Mew Pazzword I xxxxxx

Wise Installation Wizard

< Back | Nest > I Cancel |

Figure 6-30. Change the ‘Secure’ Password Window
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Important!

10.

11.

12.

13.

14.

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Remove the Secure Perfect CD from the CD-ROM drive.

You must license your Secure Perfect Global Edition system at this
time. Return to the computer that has the Secure Perfect client
application component installed.

Continue with “Licensing the Secure Perfect System” on page 10.1.
The License Setup window displays. Proceed to license your system at

this time. Refer to “Licensing Your Secure Perfect System” on page
6.91.
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Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!

4. Database Server Configuration
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Computerl  Computer2  Computer 3

Components - - -
Database Server ¢

File Server ¢

Secure Perfect Client Application ¢

Note: This configuration has the Database Server installed on Computer 1, then the
File Server and the Secure Perfect application are installed on Computer 2.

» If you selected ONLY Database Server component on the SP Global
Custom Configuration window:

1. A Database and FileServer Paths window displays similar to
Figure 6-31 on page 6.56.
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i‘é Secure Perfect b.1 Setup o ] 1 |
Global Database and FileServer Paths a
AN

Global Database Server Mame

| GLOBALDBESERVERVSPSOL =l

Database Server Mame

| GLOBALDBSERVER\SPSAL =

File Server Mame

I Browse |

Wiise Installation Wizard!

< Back | Mest » I Canicel |

Figure 6-31. File Server Name Required

2. At the Database and File Server Paths window, the Global Database
Server Name and Database Server Name display as read-only. They
are unavailable for entry.

3. Enter the computer name or click Browse to navigate to the File Server
computer for your system, and then select the computer to display the
name in this field.

Note: You must install the File Server component on the selected File Server
in your Secure Perfect system before attempting to license any Secure
Perfect application.

4. Click Next to display the Select Badge Aliasing Option as in
Figure 6-32 on page 6.57.
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Select Badys Aliasing Option u
Select the desired badge aliasing option. ¥ 4

Aliasing provides protection of the numbers encoded into badges by hiding them from
unauthorized users. The actual encoded number iz replaced by another number called an
Alias. Be aware that sliases provide greater security but complicate the badging process.

& Do nat use aliases
" Use aliases automatically provided by SP

= Use aliases manually provided by user

‘wise Installation Ywizard

< Back I Mest » I Cancel

Figure 6-32. Badge Aliasing Window

This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

+  Use aliases automatically provided by SP assigns the badge
number for you.

*  Use aliases manually provided by user aliasing allows you to
assign the number.

Choose one aliasing option, then click Next.

Result: The Change the ‘Secure’ Password window displays as in
Figure 6-33 on page 6.58.
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10.

i@ Secure Perfect 6. o ] [ |
Change the "Secure" password o
Change the pazsword for the 'windows Logon USERID "Secure’ \ a
F

The Secure Perfect installation creates a new 'Windows USERID called 'Secure’. By default,
the passward is master. If your Windows netwark has security policies that enforce rules for
pazsword creation, you may want to change the 'Secure’ uzer password. If pou are unsure,
ask your System Administrator

(= Use Default Password

" Change Password

Mew Password Imm—
Fiepeat Mew Pazzword lmm—

‘wize Installation Ywizard

< Back Hext > I Cancel |

Figure 6-33. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.
Result: The Ready to Install the Application window displays.

Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

6.58

Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Global Database Server

11. Click Next to continue.

Result: SP 6.1 copies system files and updates the system configuration.
This may take a few minutes.

12. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

13. Remove the CD from the CD-ROM drive.

» To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.
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1. Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 6-34.

{éijelect Secure Perfect Edition o ] e |

Secure Perfect Database
Inttiglize the datsbase createiconvert. @_v

Select Secure Perfect Edition: iGlobal E dition|

eZ Edition
Professional Edition
Entespiise Edition
Global E dition

< Back Mext > Cancel I

Figure 6-34. Create SP Database - Select Secure Perfect Edition

2. Select Global Edition as the appropriate Secure Perfect software Edition
installed on your computer from the drop-down list, and click Next to
proceed with creating a database.
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Creating the Database - Custom Installation
» To create your system database:

1. The Create\Convert Database window that displays. Continue with
the instructions listed.

Important! Note: We recommend that you DO NOT select Cancel in this window, as you
are creating the hub of the Global Edition activity.

(it Create/Convert | 101 =l
Accept your =

previous/y assigned Secure Perfect 6.1 Database
SQL PGSSWOfd here Collect login informstion. @J

(If you purchased
your Secure Perfect To begin the database create/convert process please supply the MSDE/SOL Server

administrators' ugername and pazzword in the following text box(es).
6.1 system from GE,
a temporary
password of
master was

\ assigned for you. |

D atabase Server

Enter Username: Isa
Enter Pazsword: I ******

< Back | Mest > | Cancel |

Figure 6-35. Create Database - Global Database Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays.
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=101

Secure Perfect 6.1 Database
Initizlize the database creation. aj

“Wiew Error Log

Databaze Directony Infarmation

[Drata File Directony IE “Program Files\GE Interlogix\S ecure Perfect\Databaze 3 |

Log File Directan: IE “Program Files\GE InterlogizhS ecure Perfect\Database 3 |

“Wiew Integrity B epaort
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Figure 6-36. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click _-|and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Global Database Server Database Creation

For information only, this is the order of events taking place during the
Global Database creation. No action is required on the part of the user:

Table 6-5: Order of Events: Global Database Server Database Creation

1 The Global Database Server databases are created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The SecurePerfectDistributor database is installed and enabled.

3 The Global Database Server is configured for publishing. The
Publisher is identified by the Global database instance name. In this
installation scenario, there is only one Publisher on the Global
database instance. Refer to Figure 6-1 on page 6.3.

4 The Secure Perfect Merge Publication is defined. To define a
publication, the database to be replicated is selected. Within that
publication, articles are defined. The articles are representative of
the tables contained within the database.

5 After the Publication is defined, the initial Snapshot Agent is started.
This Agent will create an image of the database at that moment in
time. Subscribers will utilize this snapshot later.

6 The SecurePerfectGlobalHistory database is created. This
database is only present in the Global Database Server of a Global
Edition installation. The following history tables are contained within:
AlarmHistoryTable
BadgeHistoryTable
DIHistory
DOHistory
DVMRHistory
GuardTourHistory
OperatorHistoryTable
ZoneHistoryTable

6. Refer to Figure 6-37 on page 6.63 for a sample Global Edition SQL
Enterprise Manager structure. To refresh the view in SQL Enterprise
Manager, click F5.

6.62 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Global Database Server

=3 Dta Transform
EEH:l Management
=1 Replication

EI-- Replication Maonitor

Note: Subscribers are not defined as part of the Global Database Server
installation. Subscribers are assigned during the Regional Database Server

installation.
[+ [ pubs The hand indicates that this
: ReportCommand database is being shared for
replication.

-- SecurePerfect
cerurePerfeckarchive K—CDistribution Database )

SecurePerfectDistribukor

SecurePerfectGlobalHistory
The Replication Monitor will

SecurePerfectHistor
display if the SQL instance is set
up for publishing.

This is the Publisher. )

SPHistoryPUblication_BCTSP40CLIEMTZ: SecurePerfectGlob
{27 Subscriptions

EIl:l Publishers
E% BC
.@ SPHistaryPublication_BCTREPLL: SecurePerfectGlobalH
' b SPHistoryPublication_BCT3P40CLIENTZ: SecurePerfect
# SPPublication: SecurePerfect

EEH:l Agents

Figure 6-37. Sample Global SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 6.64.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

@ An error has occured in this application!

nable ko crests databass,

Database creation Failed, for more information, check the SPCreateDE bxk
error log located in ak: C:\Program Fles\Casi-RuscolSecure PerfectiLogs,

Figure 6-38. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

» Ifyou were able to resolve the problem, recreate the database.
+ Ifyou continue to have a problem, contact GE Customer Support.
» Now, you must install File Server and Secure Perfect Client Application

on a separate Windows 2000 or Windows 2003 Standard Server
computer:

Note: Prerequisite: Database Server installation already complete.

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.
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‘When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

*  DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

«  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.
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uoiip3 |bqo|9

(9]
o
o
=
O
Q
-+
Q
o
Q
n
(0]
w
1]
=
<
o
=




CUSTOM Installation: Secure Perfect 6.1 Global Database Server

7. If your computer reboots, log on as administrator and installation
continues. Please wait.

8. The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.
9. Continue with “When the Secure Perfect software installation begins:”
» When the Secure Perfect software installation begins:
Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation

process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. When the License Agreement window displays, select I accept the
license agreement and click Next.

3. When the Select Installation Type window displays, select the type of
installation as Custom.
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Select Installation Type
Select the desired installation type. h v,

= Typical

The moszt commaon application features will be installed. Thiz option

e
%g is recommended for most users.
=R

{* Custom

B~ Use this option to choose which application features you want
O installed and where they will be installed. Recommended for
et g advanced users.
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Figure 6-39. Selection Installation Type - Custom

4. Click Next.

Result: The Install Secure Perfect Client/Server window displays.
(This window displays only if this is a domain computer. You MUST be
part of a domain to continue.)

5. Select Yes when asked, Is this computer part of a Secure Perfect
Global Edition Installation, and click Next.

Result: The Custom Configuration window displays.

6. Select File Server and Secure Perfect Client Application. Click Next.

Result: A window displays similar to Figure 6-40 on page 6.68.
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i*é Secure Perfect ﬁ.l'S_ét_i.l i : 8 o =] 3|
Database and FileServer Paths ’
h 1
A
Databasze Server Hame
|
File Server Name
|DREYHOLDS Browse |

“wiize |nstallation ‘wizard

Carcel |

Figure 6-40. Database Server Name Required

7. The Database Server Name ficld is available and required. Select a
Server Name from the drop-down list of eligible SQL servers for this
installation.

8. The File Server Name is a read-only field and is unavailable for
selection.

9. Click Next to display the Change the ‘secure’ Password window, as in
Figure 6-41 on page 6.69.
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=k
Change the "Secure" password &
Change the pazsword for the Windows Logon USERID "Secure’

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the password iz master. IF your Windows network has security policies that enforce rules for
pazsword creation, you may want ta change the 'Secure’ user password. [f you are unsure,
azk your System Administrator

@ Use Default Password

" Change Password

Mew Pazsword IH—
Repeat Mew Pagsword I xxxxxx
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Figure 6-41. Change the ‘Secure’ Password Window

10. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

11. Click Next to continue.

Result: The Ready to Install the Application window displays.

12. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

13. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.
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14. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Result: The SP License Setup window displays.

15. Remove the Secure Perfect CD from the CD-ROM drive and continue
with “Licensing Your Secure Perfect System” on page 6.91.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add’l Finished!
Install Services DFS Client
License Computers
You are
here!
5. Each Component on a Separate Computer
Computerl  Computer2  Computer 3
Components - - -
Database Server ¢
File Server <
Secure Perfect Client Application <

Note: This configuration has the Database Server installed on Computer 1, the File
Server installed on Computer 2, and the Secure Perfect application installed on
Computer 3.
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» To install each Secure Perfect component to a separate computer, you
must begin with the Database Server installation on the first computer.

1. On the SP Global Custom Configuration window, select the check
box for ONLY Database Server:

Result: A Database and FileServer Paths window displays similar to
Figure 6-42.

i'é'- Secure Perfect 6.1 Setup i |E| ll

Global Database and FileServer Paths 6 [nXNn]
4 oo
=S oo
aa
Global Database Server Name g E
o =
oo
GLOBALDESERVERNSPSOL j o9
Q>
(%2}
(0}
Databaze Server Name (d
(1)
S
| GLOBALDBSERVERSPSOL =l o
S

File Server Mame

I Browse |

“wise Installation Yizard

< Back | Mext > I Cancel

Figure 6-42. File Server Name Required

2. At the Database and FileServer Paths window, the Global Database
Server Name and Database Server Name display as read-only. They
are unavailable for entry.

3. Click Browse to navigate to the File Server computer you will be using
for your system, and then select the computer name to display the
computer name in this dialog box.

Note: You must install File Server on the selected File Server in your Secure
Perfect system before attempting to license any Secure Perfect application.

4. Click Next to display the Select Badge Aliasing Option as in
Figure 6-43 on page 6.72.
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i'\;“ Secure Perfect ! == ]
Select Badoe Alissing Option D
Select the desired badge aliasing option. \ A
N

Aliasing provides protection of the numbers encoded inta badges by hiding them fram
unautharized users. The actual encoded number iz replaced by another number called an
Lliaz. Be aware that aliazes provide greater security but complicate the badaging process.

(% Do not use aliases
 Use aliases automatically provided by P

" Usze aliases manually provided by user

“wise Installation Wizard

< Back | Neut > I Cancel

Figure 6-43. Badge Aliasing Window

5. This feature allows you to assign a badge number that represents the
encoded badge number. This provides added security in that the
encoded number is only displayed to authorized users.

* Do not use aliases indicates no aliasing will be used.

*  Use aliases automatically provided by SP assigns the badge
number for you.

»  Use aliases manually provided by user aliasing allows you to
assign the number.

6. Choose one aliasing option, then click Next.

Result: The Change the ‘Secure’ Password window displays as in
Figure 6-44 on page 6.73.
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[0l
Change the "Secure” password -
Change the password far the Windows Logon USERID 'Secure’

The Secure Perfect installation creates a new 'windows USERID called 'Secure’. By default,
the password iz master. |f your Windows network. has security policies that enforce rules for
password creation, you may want to change the ‘Secure’ user password. If you are unzure,
ask your Spstem Administraton

% Use Default Password

" Change Password

MNew Password lmn—
Fepeat Mew Password lmm—

“wise Installation ‘wizard

< Back Mext > I Cancel |

Figure 6-44. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.
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Enter your
previously
assigned SQL
password here. (If
you purchased
your Secure
Perfect 6.1 system
from GE, a
temporary
password of
master was
assigned for you.)

9. Enter the SQL Server password for the ‘sa’ user. (This password was
created during installation of Microsoft SQL. Refer to page 3.12.)

10. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect Database Server files.

11. Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

12. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

13. Remove the Secure Perfect CD from the CD-ROM drive.

To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1. Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 6-45 on page 6.75.
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{éijelect Secure Perfect Edition o ] e |
Secure Perfect Database
Inttiglize the datsbase createiconvert. @_v
Select Secure Perfect Edition: iGlobal E dition| -
e Edition
Professional Edition

Entespiize Edition
Global E dition

< Back Negt > Cancel I

Figure 6-45. Create SP Database - Select Secure Perfect Edition

2. After selecting the appropriate Secure Perfect software Edition installed
on your computer from the drop-down list, click Next to proceed with
creating a database.

Creating the Database - Custom Installation

» To create your system database:

1. The Create\Convert Database window that displays. Continue with
the instructions listed.

Important! Note: We recommend that you DO NOT select Cancel in this window, as you
are creating the hub of the Global Edition activity.
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ﬁcept your \ -‘.'E‘:."il:reate,.-"l:onvert [ (o]

previous/y assigned Secure Perfect 6.1 Database

SQL password here Collect login informstion. aj
(If you purchased
your Secure Perfect To begin the Idatabase create/convert process please supply the MSDE/SOL Server
6.1 ¢ f GE administrators’ usermame and pazsword in the following text box(es).

.1 system from GE,

a temporary
password of

[atabase S erverir

master was Enter Username: Isa
assigned for you.
Enter Pazsword: I ******

< Back | Mest > | Cancel |

Figure 6-46. Create Database - Global Database Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays.
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=101

Secure Perfect 6.1 Database
Initizlize the database creation. aj

“Wiew Error Log

Databaze Directony Infarmation

[Drata File Directony IE “Program Files\GE Interlogix\S ecure Perfect\Databaze 3 |

Log File Directan: IE “Program Files\GE InterlogizhS ecure Perfect\Database 3 |

“Wiew Integrity B epaort
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Figure 6-47. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click _-|and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Global Database Server Database Creation

For information only, this is the order of events taking place during the
Global Database creation. No action is required on the part of the user:

Table 6-6: Order of Events: Global Database Server Database Creation

1 The Global Database Server databases are created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The SecurePerfectDistributor database is installed and enabled.

3 The Global Database Server is configured for publishing. The
Publisher is identified by the Global database instance name. In this
installation scenario, there is only one Publisher on the Global
database instance. Refer to Figure 6-1 on page 6.3.

4 The Secure Perfect Merge Publication is defined. To define a
publication, the database to be replicated is selected. Within that
publication, articles are defined. The articles are representative of
the tables contained within the database.

5 After the Publication is defined, the initial Snapshot Agent is started.
This Agent will create an image of the database at that moment in
time. Subscribers will utilize this snapshot later.

6 The SecurePerfectGlobalHistory database is created. This
database is only present in the Global Database Server of a Global
Edition installation. The following history tables are contained within:
AlarmHistoryTable
BadgeHistoryTable
DIHistory
DOHistory
DVMRHistory
GuardTourHistory
OperatorHistoryTable
ZoneHistoryTable

6. Refer to Figure 6-48 on page 6.79 for a sample Global Edition SQL
Enterprise Manager structure. To refresh the view in SQL Enterprise
Manager, click F5.
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=3 Dta Transform
EEH:l Management
=1 Replication

EI-- Replication Maonitor

Note: Subscribers are not defined as part of the Global Database Server
installation. Subscribers are assigned during the Regional Database Server

installation.
[+ [ pubs The hand indicates that this
: ReportCommand database is being shared for
replication.

-- SecurePerfect
cerurePerfeckarchive K—CDistribution Database )

SecurePerfectDistribukor

SecurePerfectGlobalHistory
The Replication Monitor will

SecurePerfectHistor
display if the SQL instance is set
up for publishing.

This is the Publisher. )

SPHistoryPUblication_BCTSP40CLIEMTZ: SecurePerfectGlob
{27 Subscriptions

EIl:l Publishers
E% BC
.@ SPHistaryPublication_BCTREPLL: SecurePerfectGlobalH
' b SPHistoryPublication_BCT3P40CLIENTZ: SecurePerfect
# SPPublication: SecurePerfect

EEH:l Agents

Figure 6-48. Sample Global SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 6.80.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

@ An error has occured in this application!

nable ko crests databass,

Database creation Failed, for more information, check the SPCreateDE bxk
error log located in ak: C:\Program Fles\Casi-RuscolSecure PerfectiLogs,

Figure 6-49. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB. txt error log.

» Ifyou were able to resolve the problem, recreate the database.
» Ifyou continue to have a problem, contact GE Customer Support.

» Now, you must install the File Server to a second Windows 2000 or
Windows 2003 Standard Server computer:

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.
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‘When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

*  DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

«  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.
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If your computer reboots, log on as administrator and installation
continues. Please wait.

Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:”

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

The Secure Perfect Welcome window displays. Click Next.

When the License Agreement window displays, select I accept the
license agreement and click Next.

Result: The Select Installation Type window displays as in Figure 6-50.

i'.% Secure Perfect 6. o ] |
Select Installation Type 1
Select the desired installation type. \ A
N
= Typical

&~ The most common application features wil be installed. This option

%g iz recommended for most uzers.
=8

% Custom

B~ Use this option to choose which application features you want
0. installed and where they will be installed. Recommended for
=0 advanced users.

‘wiize Installation WWizard

< Back Nest > I Cancel

Figure 6-50. Select Installation Type - Custom
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Select the type of installation as Custom. Click Next.

Result: The Install Secure Perfect Client/Server window displays.
(This window displays only if this is a domain computer. You MUST be
part of a domain to continue.)

Select Yes when asked, Is this computer part of a Secure Perfect
Global Edition Installation, and click Next.

On the SP Global Custom Configuration window, select the check

(aX9)
box for ONLY File Server. sg
=1
. . . . om
The Change the ‘secure’ Password window displays as in Figure 6-51. g
=+
3
Q>
n
(0}
_ol x| 5
Change the "Secure” password - g
Change the pazsword for the \Windows Logon USERID 'Secure’ =

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword iz master. If your Windows network. has security policies that enforce rules for
password creation, you may want bo change the "Secure’ user password. [ pou are unsure,
azk your System Administrator

& ze Default Password

" Change Password

MNew Password lmm—
Fepeat Mew Password lmm—

wize Installation wWizard:

< Back | Mext > I Cancel |

Figure 6-51. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

Select one of the following:

¢ Use Default Password
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*  Change Password (If you select this option, enter your new
password and then enter a second time.)

9. Click Next.

Result: The Ready to Install the Application window displays.

10. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

11. Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

12. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

13. Remove the Secure Perfect CD from the CD-ROM drive.

14. Now, install ONLY the Secure Perfect Client Application on a third
computer.

» If the third computer is Windows 2000 Professional or Windows XP
Professional operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

Follow the steps as listed in “Installing Secure Perfect 6.1 Software on
Additional Clients” on page 9.1.

» Ifyou choose to install ONLY the Secure Perfect Client Application
component on a third and separate computer with Windows 2000 or
Windows 2003 Standard operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

6.84 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Global Database Server

Verify that the computer you are configuring meets minimum
requirements.

Install the operating system. DO NOT install Microsoft SQL.

You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

uoiip3 |bqo|9

When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.
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* .NET Framework

* DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

*  DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer
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Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

* NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

« MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues. Please wait.

Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:”

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

The Secure Perfect Welcome window displays. Click Next.

When the License Agreement window displays, select I accept the
license agreement and click Next.

Select the type of installation as Custom.

6.86

Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Global Database Server

L b
Select Installation Type
Select the desired installation type. N A

" Typical

B The most common application features will be installed. This option
g' is recommended for most users.

= B

{* Custom
g Uze this option to choose which application features you want
%‘ inztalled and where they will be installed. Recommended for

=0 advanced users.

“Wize nstallation Wwizard

< Back | Nest » I Cancel

Figure 6-52. Select Installation Type - Custom

4. Click Next.

Result: The Install Secure Perfect Client/Server window displays.

(This window displays only if this is a domain computer. You MUST be
part of a domain to continue.) Select Yes when asked, Is this computer
part of a Secure Perfect Global Edition Installation, and click Next.

=101

Instaling Global Edition?
If pou purchased a Secure Perfect Global Edition license, select Yes. Select Mo h v

far any other tppe of Secure Perfect license. AR

|2 this computer part of a Secure Perfect Global Edition installation?

 Yes
* MNo

Wige [nstallation Wizard

< Back Nest > I Cancel

Figure 6-53. Install Global Edition
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5. On the SP Global Custom Configuration window, select the check
box for ONLY Secure Perfect Client Application.

Result: A Database and FileServer Path window displays as in

Figure 6-54.
Secure Perfect 6.0 Setup [_[5] %]
Database and FileServer Paths E

Database Server Mame

File Server Name

Browse

‘Wwise Installation izard

<Baok | Mews | cance |

Figure 6-54. Database and File Server Paths

6. If the displayed Database Server Name is not correct, select the
appropriate name from the drop-down list. If the displayed File Server
Name is not appropriate, navigate to the File Server computer for this
client and select to display in the File Server Name dialog box.

7. Click Next.

Result: The Change the ‘secure’ Password window displays as in
Figure 6-55 on page 6.89.
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i3 Secure 101 x|
Change the "Secure" password -
Change the pazsword for the "Windows Logon USERID 'Secure’

The Secure Perfect inzstallation creates a new “Windows USERID called 'Secure’. By default,
the password iz master. If your Windows network. has security policies that enforce rules for
password creation, you may want to change the "Secure’ user password. If you are unsure,
azk your System Administrator

& |z Default Password

" Change Password

New Password Imm—
Repeat Mew Password Imm—

Wwize Installation “izard

< Back | Mest » I Cancel |

Figure 6-55. Change the ‘Secure’ Password Window

8. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

9. Click Next.

Result: The Ready to Install the Application window displays.

10. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

11. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.
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12. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

13. Remove the Secure Perfect CD from the CD-ROM drive.

14. Continue with “Licensing Your Secure Perfect System” on page 6.91.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!

When Global Custom Configurations are Complete:

Note: Proceed to “Licensing Your Secure Perfect System” on page 6.91, if
you have not already licensed.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!
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& Licensing Your Secure Perfect System

» To license your Secure Perfect system at this time:

After obtaining your registered license key as instructed in “Licensing the
Secure Perfect System” on page 10.1, follow one of the sequences listed:

¢ “First Time License” on page 10.6
e “Running in Demo Mode” on page 10.8
¢ “Second and Any Additional Client Licenses” on page 10.9

e “If You Do Not License During the Secure Perfect Installation
Sequence” on page 10.10
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» After a successful licensing sequence, or if you click Cancel to license at
another time:

1. You may receive an SP 6.1 Installation Complete dialog box. If so,
click Yes to reboot your computer.

2. Log on as administrator and continue with “Setting Services to
Automatic Startup” on page 6.92.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!
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¥ Setting Services to Automatic Startup

Now, you need to change the startup method of the Secure Perfect
Diagnostics, Secure Perfect Manager, and Secure Perfect System
Manager services to automatic. This means every time the computer starts,
the Secure Perfect 6.1 services start. Refer to “Secure Perfect 6.1 Services
Overview” on page 11.2, for additional information about Secure Perfect
Services.

Note: At this point in the installation, the Secure Perfect services are
stopped.

ONLY Global Database Server Installation: No services are installed at this
point if this is a custom installation and Secure Perfect Client Application is
not yet installed.

» To set the startup method of Secure Perfect Services:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays. Expand the list of services and
scroll down.

2. Select Secure Perfect Diagnostics.

Ii'm Console Root'Services (Local) i |EI ]
| action vew || & o BEE 2] "0
Tree I Services (Local)
D Console Roat MName | Description | Status | Startup Typ +
v (B Component Services %Removabla Storage Manages ..  Starked Aukomatic
Ewent Yiewer {Local) %Routlng and Remate Access Offers raut.., Disabled
[} %Runns Service Enables st...  Started Automatic
%Sacure Perfect AP Service Marual
%Sacure Petfect Diagnostics Autarnatic

%Sacure Perfect Manager Autarmatic

%Sacure Perfect System Manager Autarmatic
%Sacurlty Accounts Manager Stares sec,.,  Started Autarnatic
%Sarver Provides R...  Starked Aukomnatic

%;z The Secure Perfect services status is blank. ) Maruia

Marial

%SMS Client Service Started Butomatic
%SMS Hardware Inventory Agent Service Manual
%SMS Remote Contral Agent Started Automatic
%SQLAQent&&SPSQL Started Automatic =
4 13

Figure 6-56. Secure Perfect Component Services
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3. The status will be either Started or blank. If it is blank, then the service
is not running.

4. Right-click and select Properties. In the Startup type field, select
Automatic.

5. Click Apply, then OK to close the window.

6. Repeat steps 3 through 5 for the Secure Perfect Manager service and
the Secure Perfect System Manager service.

7. Close all windows and applications.
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Secure Perfect API Service is used when an external system is sending or
receiving transactions by way of an Application Program Interface (API) to
Secure Perfect. Do not start this service or change the settings unless you are
using the API option in Secure Perfect 6.1 and have been previously
licensed.

If you ever need to restart Secure Perfect services manually, follow these
steps:

1. You will need to manually start the Secure Perfect services in this order:

*  Secure Perfect Diagnostic
*  Secure Perfect System Manager
*  Secure Perfect Manager

2. Right-click each service and click Start on the shortcut menu. Allow
sufficient time for the first service to start before proceeding to the next
service.

3. Exit the window.

4. Continue with “Server Folder Structure” on page 6.94.
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¥ Server Folder Structure

1. During installation of Secure Perfect 6.1 software, the following folders
are created: Client, Database, Designs, English, Externals, Firmware,
Graphics, Images, Logs, MSDE2000 (if yours is a Windows
Professional system), Rpt, SecureScripts, Signature, and Video.

2. In Windows Explorer, navigate to the \\Program Files\GE Interlogix\
Secure Perfect folder, or to the folder where your Secure Perfect
application installed. The folders displayed here vary with the type of
installation:

» If Typical Server Type is selected, all folders are present.

» If Custom Server Type is installed:

- If only Database Server feature is selected, Database, Logs,
and SecureScripts folders are present.

- If only File Server feature is selected, Client, Designs,
English, Externals, Firmware, Graphics, Images, Rpt,
Signature, and Video folders are present.

*  The MSDE2000 folder will display only on Windows 2000 or
Windows XP Professional Server.

3. Some of the folders are shared. (Refer to the example in Figure 6-57.)
This allows other computers to gain access to the information stored in
these folders, when logged in as an authorized user.

gl Client
¥ Database

g Designs
The h‘?”d /{:I English
graphic gl Externals

indicates g Firmwars
that the g Graphics
folders -] Images
are \AQ Lags
shared. -] MSDE2000
D Rpk
B Securescripts
I:E_.-I Signature
gl Wideo

Figure 6-57. Typical Server Folder Structure
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Server Folders

>

This is a description of the folders in your Secure Perfect directory:

Client

A shared folder that contains a self-extracting Microsoft utility,
Microsoft Component Checker. This tool checks for compatibility and
consistency of MDAC versions. This folder also contain an
MSDEAdmin utility, used to access the Secure Perfect databases.

Database

A folder that contains the system database file along with the archive
and history database files. SQL Server log files for each database are
also found in this folder.

Designs

A shared folder that contains all badge designs used by the imaging
stations and sample badge designs.

English
The files required to display the Secure Perfect 6.1 client software in
English. As more languages are installed, more language-specific
folders display.

Externals

A shared, empty shared folder created to store reports created by third
party report generator.

Firmware

A shared folder that contains the firmware or application code needed to
flash the micros.

Graphics
A shared folder that contains maps and icons used for Alarm Graphics.

Images

A shared folder that contains graphics files of captured, badge holder
pictures. Sample images are included if you installed the sample
database.

Logs
A shared folder that contains the Secure Perfect 6.1 diagnostic log files.
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Default local
group is
SPAdmin.

Default local user
name is
secure and
the password is
master.

MSDE2000

This folder displays ONLY following Secure Perfect 6.1 Professional
Server installation. The user may use these files if re-installation of
MSDE is required. These files (Microsoft SQL Desktop Engine
(MSDE) with Service Pack 3a) are used by the system during
installation of Secure Perfect 6.1.

Replication
This folder is empty if you are not a Global Database Server computer.
On a Global Database Server, this shared folder contains a UNC folder
that accommodates snapshot data.

Rpt
A folder that contains files used by the report engine to create Secure
Perfect reports.

SecureScripts
The scripts and programs used to create the database in SQL Server. It
also contains subfolders required for converting and upgrading Secure
Perfect systems to Secure Perfect 6.1.

Signature

A shared folder that contains the graphic files of captured signatures.

Video
An empty shared folder created to store video files and JPG image files
grabbed from video windows.

Review the folders in your Secure Perfect directory, and continue with
“Secure Perfect 6.1 User Accounts” .

¥*Secure Perfect 6.1 User Accounts

1. During the Secure Perfect 6.1 Server computer installation, a default
Secure Perfect 6.1 local user account was set up for you. If you choose
to add users and assign or change user passwords, review “Defining
User Accounts” on page 2.6.

2. Refer to documentation you received when you purchased your
Windows 2000, Windows 2003, or Windows XP operating system, for
additional information on setting up a user and assigning passwords.
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Adding a New User Account

» To create a new Global User Group for the Secure Perfect Global
Database Server, Active Directory:

1. Click Start, Programs, Administration Tools, and then Active
Directory Users and Computers.

2. Select, then right-click Secure Perfect on the navigation Tree.
3.  From the shortcut menu, select New and then Group.

4. On the New Object - Group window:

uoiip3 |bqo|9

*  Enter a Group name such as Secure Perfect Users.

*  Select the Group scope as Global (meaning that this is not local to
this computer).
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*  Select the Group type as Security.

5. Click OK to accept and close this window. The new group name
displays in the details windowpane on the right.

6. Right-click the new group name that you just created and select
Properties from the shortcut menu, to open the Secure Perfect Users
Properties window.

7. Select the Members tab.

8. Click Add to add new members to the newly created group.

9. AddAdministrator to the new group.

» To add the new Global group to each computer in the domain that is
going to run Secure Perfect:

1. Click Start, Programs, Administrative Tools, then Computer
Management.

2. Expand Local User and Groups, then Groups.

3. Select and then right-click SPAdmin from the list of Groups displayed.
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er Accounts

Select Properties from the shortcut menu.

Click Add and Look in Active Directory. Locate and add Secure

Perfect Users.

Click Add and then click OK.

Result: Your windowpane should display similar to Figure 6-58. On the
domain, you created a new Global group entitled ‘Secure Perfect Users.’
You then added Administrators as members of that group. Since the
group is Global, any users added to the Secure Perfect Users
group at the Active Directory will have permission to start the Secure
Perfect program.

| ae

E Computer Management

SPAdmin Properties 2lx

tion  Wiew H Lo

Tree

General I

£

A
£
B

Camputer Management (Local)
=l m System Tools

- Shared Faolders
- DEWiCE Manager L # i
540 Local Users o Groups Gseadni i SECUREPERFECT WAdministrator
; Users ﬁESECUF\EF‘EHFECT\SeDurB Perfect Users
423 Groups
EI& Storage

Administratc g SPdmin

gBackuD Cpel

Guasts

gpuwer Users

Rep\icatnr
Users Members:

+]-{§] Event Yiewer
/- g System Infarmation
i & Performance Lags and Alerts

Drescription:

{21 Disk Management
= @ Disk. Defragmenter
= Logical Drives

£

[ 85 Services and Applications

) @ Removable Storage

Add... Femove

Ok I Cancel Apply

Figure 6-58. SPAdmin Properties Window

Note: Now, any members added to the ‘Secure Perfect Users’ group at the
Domain Controller, Active Directory, will have permission to start Secure
Perfect at all Secure Perfect system computers.

Verify that the user who is logging on to the computer where Secure Perfect
is running, is part of the SPAdmin group on the Domain, Active Directory.
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REMINDER: If you have just completed installation of the Global Database Server, you
are now ready to install the Regional Database Server. Installation of Global Database
Server and Regional Database Servers follow similar instructions. Verify and complete your
installation instructions. THEN, continue with “Configuring File Replication and Global
Edition Options” on page 8.1.
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¥ What's Next?

1. If you have not already done so, remove the Secure Perfect installation
CD from your CD-ROM drive. You have completed the Global setup.
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2. Ifyou have not licensed your system, do so now. You must license your
Global Edition system before you can proceed to configure Regional
Database Servers. Refer to “Licensing the Secure Perfect System” on
page 10.1.
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3. Proceed to set up additional Regional Server computers on your Secure
Perfect system.

Note: Following configuration of each new client installation, all currently

installed Secure Perfect Global Edition Server computers and client
computers must be rebooted in order to be recognized.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/ Set/Verify Configure Log On Add Add'l Finished!
Install Services DFS Client
License Computers
You are
here!
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NOTES:
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Chapter 7: ¥ Installing Secure Perfect 6.1
Global Edition: Regional Database Server

NOTE: This chapter uses the following graphic in major headings to
indicate Global Edition instructions. zm

A

(11

-
QZd

This chapter continues your system configuration of a Secure Perfect 6.1
Global Edition, at a Regional level. We recommend that you review the
entire chapter and discuss with your IT Department before you begin
your configuration.

In this chapter:

S “Pre-Installation Checklist” on page 7.2
4—‘\\;\\
“Prepare to Install” on page 7.5

“CUSTOM Installation: Secure Perfect 6.1 Regional Database
Server” on page 7.9

“CUSTOM Installation: SP 6.1 Global Edition on a Windows
Professional Operating System” on page 7.86

“Licensing Your Secure Perfect System” on page 7.91
“Setting Services to Automatic Startup” on page 7.92
“Server Folder Structure” on page 7.94

“Secure Perfect 6.1 User Accounts” on page 7.97

“What's Next?” on page 7.99

7.1
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Pre-Installation Checklist
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¥ Pre-Installation Checklist

You are now ready to begin configuring your Regional Database Server computer.
Before you begin this chapter, you should have completed the instructions in
“Installing Secure Perfect 6.1 Global Edition: Global Database Server” on page 6.1

NOTE: READ THIS SECTION IN ITS ENTIRETY!

» To assist in configuration of your Secure Perfect Global Edition system,
review this checklist:

[ Prepare and configure your Global system in this order, as detailed in
“Sequence of Global System Installation” on page 7.3:

1. First, prepare and configure the Global Database Server.
You are here! 2. Second, prepare and configure each Regional Database Server.

3. Last, prepare and configure any additional client computers to the
specific Server in your Global system.

[ Each Server computer must be part of a new or existing domain. Ifyou
are creating a new domain, always consult with the network
administrator before adding a domain or adding any computers to an
existing network. Refer to “Adding the Computer to an Existing
Domain” on page 7.4.

(1 Be prepared to license your software for Global Edition.
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Sequence of Global System Installation

» To install a Secure Perfect Global Edition system, follow the sequence
below:

Note: Installation of Global Database Server and Regional Database
Servers follow similar instructions. Verify that you are following the
correct instructions before you begin.

1. First, prepare and configure the Global Database Server. Install
Windows 2000 or 2003 Standard Server, or Windows Advanced Server.
Refer to the following “CUSTOM Installation: Secure Perfect 6.1
Global Database Server” on page 6.13.

You are here! 2. Second, prepare and configure each Regional Database Server. Install
Windows 2000 or 2003 Standard Server, Windows Advanced Server,
Windows 2000 or XP Professional Server. You must have a Server
operating system for file replication. Refer to

uoijip3 |pqo|9

*  “CUSTOM Installation: Secure Perfect 6.1 Regional Database
Server” on page 7.9

+  “CUSTOM Installation: SP 6.1 Global Edition on a Windows
Professional Operating System” on page 7.86
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3. Last, prepare and configure any additional client computers to the
specific Server in your Global system. Minimum requirements are
Windows 2000 or XP Professional. Refer to “Installing Secure Perfect
6.1 Software on Additional Clients” on page 9.1.

Note: GE recommends that you do not add clients or devices to the
Global Database Server computer. The Global Database Server in your
Secure Perfect system should be dedicated to the replication process.

4. Configure Directory File Services at the Global Database Server. Refer
to Chapter 8 - Configuring File Replication and Global Edition Options.

Your Secure Perfect 6.1 Global Edition software WILL NOT install unless
minimum requirements have been met. Refer to the appropriate section of
this manual for the operating system you are installing and configuring.

Secure Perfect 6.1 Installation Manual 7.3
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Adding the Computer to an Existing Domain

Since the Server computer will be part of a new or existing domain, you
must add the Server computers to the network.

1.

Since network configuration varies from company-to-company, see
your network administrator for assistance.

It is important that the Server and Client system use the same network
properties. Refer to “Setting the Network Properties” on page 2.5, for
more information or consult with your network administrator.

» To change from the LocalSystem Windows Service Account to an
existing domain account:

Note: In Windows services, the SOLServerAgent must use a domain account.
The SQLAgent account is the security context under which the Snapshot
Agent, Merge Agent, and Distribution Agent are running by default.

1.

Navigate to the Component Services of your computer and double-
click to display the list of services.

From the list of Services (Local), select MSSQLS$SPSQL, and then
right-click to display the shortcut menu.

From the shortcut menu, select Properties.

Result: The General tab of the Properties window displays.
Click Stop under Service status.
Select and display the Log On tab.

Select This account.

Result: The field for account name is now enabled.

Enter the name of the domain account that will start and stop SQL
services (or click Browse to navigate the Windows network and select
the name of the domain account).

7.4
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8.  Enter the password for the domain account and then enter the password
again to confirm.

9. Return to the General tab and verify that Startup type is set to
Automatic.

10. Click Start under Service status.
11. Click OK to accept and close the window.

12. From the list of Local Services, select SQLAgent$SPSQL, and then
right-click to display the shortcut menu.

13. Repeat Step 3. on page 7.4 through Step 11. on page 7.5.

14. Continue with “Prepare to Install” . E Y
S0
58
A 3=
S =a
> Prepare to Install o%
2o
Q3
o
o]
(72
(0]
Secure Perfect Installation Progress Bar: 5
<
InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished! g
License Services Client
Computers
You are
here!

Note: Prepare and configure your Secure Perfect Global Edition system as
listed in “Sequence of Global System Installation” on page 7.3.

» To prepare for installation of the Secure Perfect 6.1 application:

1. You MUST be logged in as administrator user to the domain. If not, log
off and log back on as a user with administrator permissions.

2. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.
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When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

* DirectX 9.0

+ MDAC

*  Windows 2000 Service Pack
*  Windows Installer

*  MS SQL Server 2000 Service Pack 3a (ONLY Windows 2000
Standard Edition)

During the installation windows of the Microsoft SQL Server
Service Pack:

- Select SPSQL instance of SQL Server.

- When a Connect to Server window displays, select SQL
Server Authentication and enter the ‘sa’ password master.

- Select Upgrade Microsoft Search and apply SQL Server
2000 SP3 (required).

Four components will cause the system to reboot when a new version is
installed.

e DirectX 9.0
« MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

7.6 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Regional Database Server

*  .NET Framework Version 1.1 or later

+  DirectX 9.0b End-User Runtime

+ MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
e SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

5. If your computer reboots, log on as administrator and installation
continues. Please wait.

6. The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.
Continue with “When the Secure Perfect software installation begins:”
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Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

Result: The License Agreement window displays.
2. Select I accept the license agreement and click Next.

3. Continue with “Selecting Installation Type” on page 7.8.
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Selecting Installation Type

» To select and install Custom as the type of installation:

i% Secure Perfect 6.1 Setup 10l =l
Select Installation Type
Select the desired installation type. \ v
N
= Typical

The moszt commaon application features will be installed. Thiz option

e
%g is recommended for most users.
=&

{* Custom
B~ Use this option to choose which application features you want
O installed and where they will be installed. Recommended for
et g advanced users.

wise Installation ‘Wizard

< Back | Mest » I Cancel

Figure 7-1. Installation Type Window

1. Select Custom in the Select Installation Type window, as displayed in
Figure 7-1. You must select Custom in order to install a Secure Perfect
Global Edition system.

Note: When installing the Secure Perfect software on the Regional
Database Server, you MUST select the type of installation as ‘Custom’
and select ‘Yes’ when asked, ‘Is this computer part of a Secure Perfect
Global Edition Installation.’ This enables the window that allows you to
enter/select your Global Database Server Name.

2. Proceed to one of the following, depending on the operating system you
are installing:

*  “CUSTOM Installation: Secure Perfect 6.1 Regional Database
Server” on page 7.9.

*  “CUSTOM Installation: SP 6.1 Global Edition on a Windows
Professional Operating System” on page 7.86.
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" CUSTOM Installation: Secure Perfect 6.1 Regional
Database Server

Recommended for experienced software installers.

Instructions Specific to Windows 2000, Windows 2003,
and Advanced Server:

Note: Installation of Global Database Server and Regional
Database Servers follow a similar set of instructions. Verify that you
are installing a Regional Database Server before you begin.

Note: You MUST select Custom in order to do any of the following:
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< Install Global Edition features.
e Select Badge aliasing.
e Change the password for the Window logon USERID ‘secure.’
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e Selectively install Database Server, File Server, or Secure Perfect Client
Application. These configuration options allow Secure Perfect databases and
file shares to be separated from Secure Perfect application code and placed on
another computer defined by you.

Installing Secure Perfect in a Cluster environment requires special
configuration. Refer to the document, Installing Secure Perfect in a
Clustered Environment, on the Documentation CD shipped with your
Secure Perfect system, in PDF format.

» To begin your Custom installation:

1. Select Custom as the type of installation and click Next.

Result: The Installing Global Edition? window displays. (This window
displays only if this is a domain computer. You MUST be part of a
domain to continue.) Select Yes when asked, Is this computer part of a
Secure Perfect Global Edition Installation, and click Next.
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i3 Secure Perfect 6.1 =101 ]
Instaling Glokal Edition?
If you purchased a Secure Perfect Global Edition licenze, select ves'. Select ‘Mo’ h r
far any ather type of Secure Peifect licenss. A

|2 thiz computer part of a Secure Perfect Global Edition installation?

* Yes
i Mo

wise Installation Wfizard

< Back I Hest > I Cancel

Figure 7-2. Installing Global Edition? Window

2. The Custom Configuration window displays for you to choose which
Secure Perfect features to configure on this computer. The Custom
Configuration window displays similar to Figure 7-3.

i@ Secure Perfect 6.1 Setup — 101 x]
SP Global Custom Configuration o
Chooze the appropriate components for a custom Global Edition installation b 4

Note that the
default setting is
Regional. Select

V¥ Database Server

Choosing this option will install the Secure Perfect databaze components.
Pleaze select which type of server:

" Global - Orly one of these per Secure Perfect Global Edition installation. the opp/icable
' Begional - There can be several of these for a Secure Perfect Global E dition Database Server
installation. . .
[¥ File Server installation.

Choosing this option will install the Secure Perfect File Server components.

V¥ Secure Perfect Client Applicatior:

Choozging this option will ingtall the Secure Perfect Client Application.

Wise Installation ‘wizard

< Back | Mest > I Cancel I

Figure 7-3. SP Regional Custom Configuration
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3. Select one or more of the options pertaining to the system you are
installing:

Note: Some components require that a prerequisite component be installed
at another computer before you begin.

Database Server: This option is used to store the three databases,
SecurePerfect, SecurePerfectArchive, and SecurePerfectHistory.

An additional selection determines if you are installing Secure Perfect
on:

*  Global Server computer (must have SQL Server 2000 already
installed). There can be only one Global Database Server.

*  Or the Regional Server computer (if installation determines that
SQL Server is not installed, MSDE will install for you). There can
be several Regional Database Servers for a Secure Perfect Global
Edition installation.

File Server: Only Secure Perfect File Server components install. This
Server stores the data files shared by clients on the Secure Perfect
network. File shares include graphics, images, signatures, designs, and
firmware. The File Server option is a prerequisite in order to install
Secure Perfect Client Application.
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Secure Perfect Client Application: Only the Secure Perfect Client
application installs. Only Secure Perfect client file shares install. This
includes the executable file, Secure Perfect services, and Secure Perfect
DLLs.

Install to Windows Server Cluster Group Named: (Does not display
in a Global installation. If you are seeing this selection, click Back,
review, and adjust your selections on the previous Secure Perfect
windows.) Installing in a Cluster environment requires special
instructions. Refer to installation of cluster technology in the document,
Installing Secure Perfect in a Clustered Environment, on the
Documentation CD shipped with your Secure Perfect system, in PDF
format. (SQL Server must be installed.)
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4.  When you have selected the appropriate options, click Next.

Result: The Global Database and FileServer Paths window displays.

i Secure Perfect 6.1 Setu| i ] 3
Global Database and FileServer Paths i
\ 4
™

Global Database Server Mame

[ [

Database Server Name

| TEXASBADGE\SPSAL =l

File: Server Mame
[TExaSBADGE Browse |

Yise nstallation WWizard

< Back | Nest > I Canicel |

Figure 7-4. Global Database and FileServer Paths at Regional Server

5. Select a Global Database Server Name from the drop-down list of
Servers in this domain. The Database Server Name and File Server
Name are unavailable for input.

6. Click Next to display the Logon Account for SQL Server Services
window, as in Figure 7-5 on page 7.13.
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i Secure Perfect 6.1 Setup 10l x|
Logon Account for SEL Server Services
Enter the domain user account to be uzed by Microsoft SOL Server for replication. 3 A
s

Global Edition uses Microsoft SOL Server Replication technology. Replication requires
that SOL Server Services are running uzing a domain user account that has
adminigtrator privileges on both the local machine and also on the other Secure Perfect
database servers that are part of the Global Edition installation.  The domain and user
name zhould be entered with the following format: Domaint U zerdame.

For example: "SPDomaintSecure’

DamairtyU ser Name: |GLD BALDESERVERWAdrministrator Browse...

Enter your previously
assigned Domain Password
associated with this User
Name.

Password: |""""""

“wise Installation wizard:

< Back | Mext > I Cancel |

Figure 7-5. Logon Account for SQL Server Services
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Note: Each Server used in the Secure Perfect Global Edition system requires
the database services to run under a domain user name and password
account. This account must have administrative privileges to that particular
computer. We suggest that you use the identical domain account at each
computer used in the GE system.
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7. Enter the user domain and username in the format, Domain\Username
or click Browse to navigate the Windows network and select.

8. Enter the domain user Password and click Next.

9. Continue with “Custom Configuration Options” on page 7.14.
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Custom Configuration Options

Recommended for experienced software installers.

The scenarios presented in the custom configurations that follow are the
result of selections made on the SP Global Custom Configuration window.
Review Figure 7-3 on Page 7.10. Then, proceed to the indicated section of
this chapter.

Table 7-1: Custom Configuration Options

NOTE: Some components require that a prerequisite component be installed at another computer
before you begin. (Windows that display during installation are similar to the sample
configurations presented.)

Scenario Begin on Page:

1 “Database Server, File Server, and Secure Perfect Client Application
Configuration” on page 7.15

2. “Database Server and File Server Configuration” on page 7.24

3. “Database Server and Secure Perfect Client Application Configuration” on
page 7.39

4. “Database Server Configuration” on page 7.52

5. “Each Component on a Separate Computer” on page 7.67

IMPORTANT: When you select a scenario, be sure to complete all instructions for that scenario.
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1. Database Server, File Server, and Secure Perfect Client
Application Configuration

Scenario 1: All Components on One Computer

Computerl  Computer2  Computer 3

Components - - -
Database Server ¢
File Server X 2
Secure Perfect Client Application <

Note: This configuration has all components installed on Computer 1. Although these
are the same components as Typical, you chose Custom to use badge aliasing or
change the secure password.

» If you selected Database Server, File Server, and Secure Perfect Client
Application on the SP Global Custom Configuration window:

1. The Change the ‘Secure’ Password window displays as in Figure 7-6
on page 7.16.

Secure Perfect 6.1 Installation Manual 7.15
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jix Secure Perfect 6.1 Y [m] |
Change the "Secure" password o
Change the pazzword for the Windows Logon USERID 'Secure’ 5 /]
A

wise Installation ‘Wizard

The Secure Perfect installation creates a new \Windows USERID called 'Secure’. By default,
the pazaword is master. If your Windows network has security policies that enforce rules for
pazzword creation, you may want to change the 'Secure’ user password. If you are unsure,
ask youwr System Administrator

& Use Default Pagsword

" Change Password

Mew Passwaord lmm—
Repeat Mew Pazsword Imm—

< Back | Next > I Cancel |

Figure 7-6. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

7.16

Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Regional Database Server

Enter your 4. Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of Microsoft SQL. Refer to page 3.12.)
assigned SQL

password here. If

The default Destination Folder is indicated. You may want to install to
you purchased

another location. Click Browse to navigate to the program folder of

your Secure .

Perfect 6.1 system your choice for placement of Secure Perfect files.

from GE, a

temporary 6. Click Next to continue.

password of

master was Result: A series of Access Control and Security Management windows

assigned for you) display as Secure Perfect 6.1 copies system files, updates the system

configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

7.  When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

8. If your computer reboots, log on and continue. When the Select
Database Server Type window displays, select Regional and click
Next.
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9.  Continue with “To select a Secure Perfect edition:” .
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» To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1. Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 7-7 on page 7.18.
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fé%-:jSelett Secure Perfect Edition = |0 x|

Secure Perfect Database
Initialize the database cresteicomvert. @g

Select Secure Perfect Edition: m ¥

e Edition
Professional Edibion
ise: [ dition

< Back Next > Cancel

Figure 7-7. Create SP Database - Select Secure Perfect Edition
2. Select Global Edition as the appropriate Secure Perfect software Edition

installed on your computer from the drop-down list, and click Next to
proceed with creating a database.

Creating the Database - Custom Installation
» To create your system database:

1. The Create\Convert Database window that displays, is appropriate to
the system you are installing.
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jCreate/Convert Database 5 ||:||1|

Secure Perfect 6.1 Database
Collect login informstion. @J

To begin the database create/convert process please supply the MSDE/SOL Server
Accept your admiristrators' uzername and password in the following text bos(es).

previously assigned

D atabase Server Global D atabase Server

SQL password here.

(/fyou purchased Enter Uzemame: IE Enter Uzemame: Isa

your Secure Perfect

6.1 system from GE, Enter Pazsword: I""’"""‘— Enter Pazsword: I""’"""‘—

a temporary

password of /
master was .
assigned for you.)

K / < Back | Mest > | Cancel |

Figure 7-8. Create Database - Regional Server
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2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.
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3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays, as in Figure 7-9 on page 7.20.

Secure Perfect 6.1 Installation Manual 7.19



CUSTOM Installation: Secure Perfect 6.1 Regional Database Server

{§Create Database =100 =]

Secure Perfect 6.1 Database

Initialize the database creation. @j

“Yiew Error Log

Database Directony Information

Diata File Directory: |EI “Program Files%GE InterlogixiSecure Perfect\Database |

Log File Director: IC \Program FileshGE Interlogix\Secure PerfectyD atabase |

Wiew Integrity Report

< Back | (= | Create Database I Cancel |

Figure 7-9. Create Database - Initialize the Database Creation

4.

5.

Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - |and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Regional Database Server Database Creation

For information only, this is the order of events taking place during the
Regional Database Server database creation. No action is required on the
part of the user:

Table 7-2: Order of Events: Regional Database Server Database Creation

1 The Regional Database Server database is created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The Regional Database Server contacts the SecurePerfectDistributor
and Publisher on the Global Database Server.

3 The Regional database is added to the Subscriber’s list at the
Publisher and a new ‘push’ subscription is created.

4 The Snapshot Agent is started (at the Global Database Server
computer). When the agent completes the snapshot of the Global
database, the snapshot is applied to the Regional Database Server
database.

5 The Merge Agent is started (at the Global Database Server). This
agent, on its initial creation, applies the database snapshot taken by
the Snapshot Agent, to the Regional database. A schedule is
updated to operate every day, every five minutes, and set to run. As
records are added, deleted, or updated on Regional Servers or the
Global Database Server, the changes are replicated to all database
Subscribers.

6 A new history merge publication is created on the Global Database
Server. The name of the publication will be similar to the following:
SPHistoryPublication_<regionalcomputernames:
SecurePerfectGlobalHistory. Each Region’s history is replicated to
the Global Database Server. The Global Database Server receives all
history data from the Regions, but it does not redistribute Regional
data to another Region. History data is a one-way replication.

7 A new push subscription is created, a snapshot is started, and the
Merge Agent is run.
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Note: For each history publication, there is only one subscription, while the
SecurePerfect database publication has multiple subscribers.

6. Refer to Figure 7-10 for a sample Regional SQL Enterprise Manager
structure. To refresh the view in SQL Enterprise Manager, click F5.

Tree I Subscriptions 2 Items
[:l Console Rook Mame 7/
E|-- Microsoft SQL Servers g BCTMKINSER115PSCL: SecurePerfect: SPPublication
fl Live Data g BCTMEINSER1YSPS0L: SecurePerfectGlobalHistory: SPHiskoryPublication_BCTREPLL

SP Main

S0L Server Group
: BCTMEIMSER1|SPSQL (windows NT)
El BCTREPL1YSPSQL (Windows NT)
=11 Databases

master

rmodel

msdb

Morthwind

pubs

SecurePetfect
SecurePerfectarchive
SecurePerfectHistory
tempdb

{21 Data Transformation Services
-2 Management
-2 Replication
717 Publications

Publisher:
Subscription Database:
Subscription Name

Select a
Subscriptions node
to display a

subscription list.

E]--D Security
-7 Support Services

[#-(Z] Meta Data Services

- BCTSP4OCLIENTZISPSQL (windows

Figure 7-10. Sample Regional SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 7.23.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

Q an error has occured in this application!

Unable to create database.

Dakabase creation Failed, for more information, check the SPCreateDE, bxt
error log located in ak: C:\Program Fles\Casi-RuscoiSecure Perfectilogs.

Figure 7-11. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

« Ifyou were able to resolve the problem, recreate the database.
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« Ifyou continue to have a problem, contact GE Customer Support.

» To continue following a successful database creation:
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1. A message displays, Secure Perfect Database successfully created!

Note: A log file is created when the Create Database program is run. The
log file, called ‘SPCreateDB.txt’ is found in the Logs folder of Secure
Perfect.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.

2. Click OK.

Result: The dialog box closes. A window informs you that Installation of
Secure Perfect 6.1 is complete.

3. Ifyou receive a message to reboot at this time, click Yes to reboot, log
on, and continue.

Secure Perfect 6.1 Installation Manual 7.23



CUSTOM Installation: Secure Perfect 6.1 Regional Database Server

4. An SP License Setup window displays. Unless otherwise stated in your
configuration scenario, proceed to “Licensing Your Secure Perfect
System” on page 7.91.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add’l Finished!
License Services Client
Computers
You are
here!

Note: Be sure to complete all instructions for the scenario you are installing.

2. Database Server and File Server Configuration

Scenario 2: Database Server and File Server on One Computer
Secure Perfect Client Application on a Separate Computer

Computerl  Computer2  Computer 3
Components

= = =
Database Server ¢
File Server ¢
Secure Perfect Client Application <

Note: This configuration has the Database Server and the File Server installed on
Computer 1, then the Secure Perfect application is installed on Computer 2.
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» If you selected Database Server and File Server on the SP Global
Custom Configuration window:

1. The Change the ‘Secure’ Password window displays as in
Figure 7-12.

_|ol x|
Change the "Secure” password &
Change the password for the Windows Logon USERID 'Secure’

The Secure Perfect installation creates a new Windows USERID called 'Secure’ By default,
the passward iz master. |f your Windows netwark. has security policies that enfarce rules far
password creation, you may want to change the ‘Secure’ user password. If you are unsure,
ask your Spstem Administraton

% Use Default Password

" Change Password

New Pazsward lmm—
Repeat Mew Passward IW—

uoijip3 |pqo|9

“wise Installation wizard

< Back Mext = I Cancel |

Figure 7-12. Change the ‘Secure’ Password Window

o
(1]
=3
o
=
Q
o
Q
=3
Q
o
Q
(]
®
w
o
=
<
o
=

2. The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

3. Enter your new password and then enter a second time.

4. Click Next.

Result: The Ready to Install the Application window displays.
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Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 7-13 on page 7.27.

7.26
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{éﬁiSelett Secure Perfect Edition : o =] |
Secure Perfect Database
Inttizlize the database cresteiconvert. @_1
Select Secure Perfect Ediion: iGlobal E ditiony -
e Edition
Professional Edibon
Enterprise E dition

-
Global E dition

< Back Mext > E Cancel I

Figure 7-13. Create SP Database - Select Secure Perfect Edition

2. Select Global Edition as the appropriate Secure Perfect software Edition
installed on your computer from the drop-down list, and click Next to
proceed with creating a database.
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Creating the Database - Custom Installation

» To create your system database:

1. The Create\Convert Database window that displays, is appropriate to
the system you are installing.
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Accept your
previously assigned
SQL password here.
(If you purchased
your Secure Perfect
6.1 system from GE,
a temporary
password of
master was
assigned for you.)

.f'fiEnEreate,.-"Eonvert Database

Secure Perfect 6.1 Database
Collect login informstion.

=101 x|

@,

To begin the database create/convert process please supply the MSDE/SOL Server
administrators' ugername and pazzword in the following text box(es).

D atabase Server

Global D atabase Server

Enter Usemame: IE Enter Usernamne: Isa
Enter Password: I ****** Enter Password: I""’"""‘—
et

N

< Back | Mest >

Cancel |

Figure 7-14. Create Database - Regional Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays, as in Figure 7-15 on page 7.29.

7.28
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=101

Secure Perfect 6.1 Database
Initialize the database creation. @j

“iew Emor Log

Database Directory Information

[Drata File Directary: |C:\Program FileshGE InterlogixtSecure PerfectsD atabase

Log File Directary: IC:\Program FilezhGE InterlogixS ecure PerfectyD atabase

Wiew Integrity Feport

< Back | = | Create D atabase I Cancel |

Figure 7-15. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.
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* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.

Secure Perfect 6.1 Installation Manual 7.29



CUSTOM Installation: Secure Perfect 6.1 Regional Database Server

If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Regional Database Server Database Creation

For information only, this is the order of events taking place during the
Regional Database Server database creation. No action is required on the
part of the user:

Table 7-3: Order of Events: Regional Database Server Database Creation

1 The Regional Database Server database is created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The Regional Database Server contacts the SecurePerfectDistributor
and Publisher on the Global Database Server.

3 The Regional database is added to the Subscriber’s list at the
Publisher and a new ‘push’ subscription is created.

4 The Snapshot Agent is started (at the Global Database Server
computer). When the agent completes the snapshot of the Global
database, the snapshot is applied to the Regional Database Server
database.

5 The Merge Agent is started (at the Global Database Server). This
agent, on its initial creation, applies the database snapshot taken by
the Snapshot Agent, to the Regional database. A schedule is
updated to operate every day, every five minutes, and set to run. As
records are added, deleted, or updated on Regional Servers or the
Global Database Server, the changes are replicated to all database
Subscribers.

6 A new history merge publication is created on the Global Database
Server. The name of the publication will be similar to the following:
SPHistoryPublication_<regionalcomputername>:
SecurePerfectGlobalHistory. Each Region’s history is replicated to
the Global Database Server. The Global Database Server receives all
history data from the Regions, but it does not redistribute Regional
data to another Region. History data is a one-way replication.

7 A new push subscription is created, a snapshot is started, and the
Merge Agent is run.
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Note: For each history publication, there is only one subscription, while the
SecurePerfect database publication has multiple subscribers.

6. Refer to Figure 7-16 for a sample Regional SQL Enterprise Manager
structure. To refresh the view in SQL Enterprise Manager, click F5.

Tree I Subscriptions 2 Items
[:I Console Rook Mame 7
E|-- Microsoft SCL Servers @ BCTMEINSER 13,5PS0L: SecurePerfect: SPPublication

Live Data @ BCTMEINSER 115P30L: SecurePerfect GlobalHistory : SPHistoryPublication_BCTREPLL
SP Main
S0L Server Group

BCTMKINSER1YSPSGQL (Windows MT)
=- BCTREPLIVSPSGL (Windows MT)
=21 Databases
master
model
msdb
Morthwind
pubs
SecurePerfect
SecurePerfectarchive

Publisher:
Subscription Database:
Subscription Name

Select a
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SecurePerfectHistory T
tempdb Subscriptions node
[-{Z1 Data Transfarmation Services to disp/ay a

-] Management
[—:I{:l Replication
{22 Publicati

subscription list.
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[]--D Security
-2 Support Services

[ Meta Data Services

F-[T) BCTSP4OCLIENTZLSPSGL (Windows &
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Figure 7-16. Sample Regional SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 7.32.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

@ An error has occured in this application!

nable ko crests databass,

Database creation Failed, for more information, check the SPCreateDE bxk
error log located in ak: C:\Program Fles\Casi-RuscolSecure PerfectiLogs,

Figure 7-17. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

» Ifyou were able to resolve the problem, recreate the database.

Note: A log file is created when the Create Database program is
run. The log file, called ‘SPCreateDB.txt’ is found in the Logs
folder of Secure Perfect.

The Integrity utility runs automatically, following a database
creation. No user interaction is required. Refer to your Secure
Perfect Online Help for addition information about the Integrity
utility.

» Ifyou continue to have a problem, contact GE Customer Support.
» To continue following a successful database creation:

1. Remove the Secure Perfect installation CD, and continue with
instructions to install Secure Perfect Client Application. Follow
instructions for the operating system installed on your second computer:

*  “Ifyou install ONLY the Secure Perfect Client Application
component on a separate computer with Windows 2000
Professional or Windows XP Professional operating system:” on
page 7.33.

OR

7.32 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Regional Database Server

+  “Ifyou install ONLY the Secure Perfect Client Application
component on a separate computer with Windows 2000 or
Windows 2003 Standard operating system:” .

» If you install ONLY the Secure Perfect Client Application component
on a separate computer with Windows 2000 Professional or Windows
XP Professional operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

Continue with instructions as listed in Chapter 9 - Installing Secure Perfect
6.1 Software on Additional Clients. Follow the instructions for Custom
installations.

» Ifyou install ONLY the Secure Perfect Client Application component on
a separate computer with Windows 2000 or Windows 2003 Standard
operating system:
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1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the Windows 2000 or Windows 2003 operating system, but DO
NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user of the
domain.

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

e NET Framework
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DirectX 9.0

MDAC

Windows 2000 Service Pack
Windows Installer

MS SQL Server 2000 Service Pack 3a (ONLY Windows 2000
Standard Edition)

During the installation windows of the Microsoft SQL Server
Service Pack:

- Select SPSQL instance of SQL Server.

- When a Connect to Server window displays, select SQL
Server Authentication and enter the ‘sa’ password master.

- Select Upgrade Microsoft Search and apply SQL Server
2000 SP3 (required).

Four components will cause the system to reboot when a new version is
installed.

DirectX 9.0
MDAC
Windows 2000 Service Pack

Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

NET Framework Version 1.1 or later

DirectX 9.0b End-User Runtime

MDAC 2.8 or later

Windows 2000 Server with Service Pack 4 or later

SQL Server 2000 with Service Pack 3a or later

7.34
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A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

7. If your computer reboots, log on as administrator and installation
continues. Please wait.

8. The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.
Continue with “When the Secure Perfect Software Installation begins:”

» When the Secure Perfect Software Installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.
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Result: The License Agreement window displays.

2. Select I accept the license agreement and click Next.

3. Select the type of installation as Custom.
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ii‘-!“l secure Perfect —10] x|
Select Installation Type |
Select the desired installation type. \ A
N
£ Typical

The most common application features will be installed. This option

&
%g iz recommended for most users.
=

f* Custom

B Use this option to choose which application features pou want
g. installed and where they will be installed. Recommended for
=0 advanced users.

*wfize Installation Ywizand

< Back I Nexst I Cancel

Figure 7-18. Select Installation Type - Custom

4. Click Next.

Result: The Install Secure Perfect Client/Server window displays.

5. When asked Is this computer part of a Secure Perfect Global Edition
installation?, select Yes.

6. Click Next.

Result: The SP Global Custom Configuration window displays.
7. Select the check box for ONLY Secure Perfect Client Application.
8. Click Next.

9. The Database and File Server Paths window displays similar to
Figure 7-19 on page 7.37.
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i"%‘ Secure Perfect 6.1 Setup : =] e |
Database and FileServer Paths o
¥ &l
W
Database Server Mame
GLOBALDESERYVERNSPSOL j

Filz Server Mame

IG\obaIdbserver Browse |

Wige Installation ‘Wizard

Cancel |

< Back

Figure 7-19. Database and File Server Paths at Regional Database Server

10. If the displayed Database Server Name is not appropriate, select the
appropriate Name from the drop-down list. If the displayed File Server
Name is not appropriate, navigate to the File Server computer for this
client and select to display in the File Server Name dialog box.
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11. Click Next.

Result: The Change the ‘Secure’ Password window displays as in
Figure 7-20 on page 7.38.
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12.

13.

14.

15.

i3 Secure Perfect 6. =100 x|
Change the "Secure” password G
Change the password for the Windows Logon USERID 'Secure’ \ o
Y

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazzword iz master. If your Windows network has security policies that enforce rules for
password creation, you may want ko change the 'Secure’ uger password. If pou are unsure.
ask your System Administrator

@ Use Default Passwerd

" Change Password

Mew Password lxxx)cxx—
Fepeat Mew Password I xxxxxx

‘wiize Installation Wizard

< Back I Mext » I Cancel |

Figure 7-20. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

7.38
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16. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

17. Continue with “Licensing Your Secure Perfect System” on page 7.91.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished!
License Services Client
Computers
You are
here!

3. Database Server and Secure Perfect Client Application
Configuration

Scenario 3: Database Server and Secure Perfect Client Application on One Computer
File Server on a Separate Computer

Computerl  Computer2  Computer 3

Components - - -
Database Server ¢

File Server <

Secure Perfect Client Application ¢

Note: This configuration has the Database Server and the Secure Perfect Client
Application installed on Computer 1, while File Server is installed on Computer 2.

» If you selected Database Server and Secure Perfect Client Application
on the SP Global Custom Configuration window:

1. A window displays similar to Figure 7-21 on page 7.40.
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i'é“ Secure Perfect 6.1 Setup =10] =]
Global Database and FileServer Paths a
=
Global Database Server Mame
GLOBALDESERVERVSPSOL j
Dratabase Server Name
| GLOBALDBSERVERSPSOL |
File Server Name
I Browse |
“wise Installation \wizard
< Back I Hest > I Cancel |

Figure 7-21. File Server Name Required

2. At the Database and FileServer Paths window, the Global Database
Server Name and Database Server Name display as
read-only. They are unavailable for entry.

3. Ifthe File Server Name displays, accept the entry as listed or click
Browse to navigate to another computer that may serve as File Server
for your system, and then select that computer name to display in this
dialog box.

Note: You must install File Server on the selected File Server in your Secure
Perfect system before attempting to license any Secure Perfect application.

Result: The Change the ‘Secure’ Password window displays, as in
Figure 7-22 on page 7.41.
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=0l
Change the "Sscure” passwiord p
Change the pazsword for the 'windows Logon USERID "Secure’

The Secure Perfect inztallation creates a new 'windows USERID called 'Secure’. By default,
the passward is master. If your Windows netwark has security policies that enforce ules for
password creation, you may want ko change the 'Secure’ uger password. If pou are unsure,
azk your System Administrator

& Use Default Password

" Change Password

Mew Paszword Im—
Repeat New Paszwaord I xxxx

Wise Installation Wizard

< Back | Mext > I Cancel |

Figure 7-22. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.
Result: The Ready to Install the Application window displays.

Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.
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8. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

9. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

» To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1. Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 7-23.

(@Select Secure Perfect Edition i =]

Secure Perfect Database
Initialize the datsbase cresteicomvert. @j

Select Secure Perfect Edition: Global E dition| -
&2 Edition
Professional Edition
Entesprise Edition

Global Ediion

< Back Next > Canel

Figure 7-23. Create SP Database - Select Secure Perfect Edition

2. Select Global Edition as the appropriate Secure Perfect software Edition
installed on your computer from the drop-down list, and click Next to
proceed with creating a database.

7.42
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Creating the Database - Custom Installation

» To create your system database:

1. The Create\Convert Database window that displays, is appropriate to

the system

Accept your
previously assigned
SQL password here.
(If you purchased
your Secure Perfect
6.1 system from GE,
a temporary
password of
master was
assigned for you.)

N

you are installing.

-‘.'E‘:."il:reate,.-"l:onvert Database

Secure Perfect 6.1 Database
Collect login informstion.

=101 x|

@,

To begin the database create/convert process please supply the MSDE/SOL Server
administrators' ugername and pazzword in the following text box(es).

D atabase Server

Global D atabase Server

/

Enter Uzername: IE Enter Uzername: Isa
Enter Pazsword: I ****** Enter Pazsword: I ******
e
< Back | Mest > Cancel |

Figure 7-24. Create Database - Regional Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays, as in Figure 7-25 on page 7.44.
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{§Create Database =100 =]

Secure Perfect 6.1 Database

Initialize the database creation. @j

“Yiew Error Log

Database Directony Information

Diata File Directory: |EI “Program Files%GE InterlogixiSecure Perfect\Database |

Log File Director: IC \Program FileshGE Interlogix\Secure PerfectyD atabase |

Wiew Integrity Report

< Back | (= | Create Database I Cancel |

Figure 7-25. Create Database - Initialize the Database Creation

4.

5.

Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - |and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Regional Database Server Database Creation

For information only, this is the order of events taking place during the
Regional Database Server database creation. No action is required on the
part of the user:

Table 7-4: Order of Events: Regional Database Server Database Creation

1 The Regional Database Server database is created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The Regional Database Server contacts the SecurePerfectDistributor
and Publisher on the Global Database Server.

3 The Regional database is added to the Subscriber’s list at the
Publisher and a new ‘push’ subscription is created.

4 The Snapshot Agent is started (at the Global Database Server
computer). When the agent completes the snapshot of the Global
database, the snapshot is applied to the Regional Database Server
database.

5 The Merge Agent is started (at the Global Database Server). This
agent, on its initial creation, applies the database snapshot taken by
the Snapshot Agent, to the Regional database. A schedule is
updated to operate every day, every five minutes, and set to run. As
records are added, deleted, or updated on Regional Servers or the
Global Database Server, the changes are replicated to all database
Subscribers.

6 A new history merge publication is created on the Global Database
Server. The name of the publication will be similar to the following:
SPHistoryPublication_<regionalcomputernames:
SecurePerfectGlobalHistory. Each Region’s history is replicated to
the Global Database Server. The Global Database Server receives all
history data from the Regions, but it does not redistribute Regional
data to another Region. History data is a one-way replication.

7 A new push subscription is created, a snapshot is started, and the
Merge Agent is run.
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Note: For each history publication, there is only one subscription, while the
SecurePerfect database publication has multiple subscribers.

6. Refer to Figure 7-26 for a sample Regional SQL Enterprise Manager
structure. To refresh the view in SQL Enterprise Manager, click F5.

Tree I Subscriptions 2 Items
[:l Console Rook Mame 7/
E|-- Microsoft SQL Servers g BCTMKINSER115PSCL: SecurePerfect: SPPublication
fl Live Data g BCTMEINSER1YSPS0L: SecurePerfectGlobalHistory: SPHiskoryPublication_BCTREPLL

SP Main

S0L Server Group
: BCTMEIMSER1|SPSQL (windows NT)
El BCTREPL1YSPSQL (Windows NT)
=11 Databases

master

rmodel

msdb

Morthwind

pubs

SecurePetfect
SecurePerfectarchive
SecurePerfectHistory
tempdb

{21 Data Transformation Services
-2 Management
-2 Replication
717 Publications

Publisher:
Subscription Database:
Subscription Name

Select a
Subscriptions node
to display a

subscription list.

E]--D Security
-7 Support Services

[#-(Z] Meta Data Services

- BCTSP4OCLIENTZISPSQL (windows

Figure 7-26. Sample Regional SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 7.47.

7.46 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Regional Database Server

» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

Q an error has occured in this application!

Unable to create database.

Dakabase creation Failed, for more information, check the SPCreateDE, bxt
error log located in ak: C:\Program Fles\Casi-RuscoiSecure Perfectilogs.

Figure 7-27. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

« Ifyou were able to resolve the problem, recreate the database.

uoijip3 |pqo|9

Note: A log file is created when the Create Database program is
run. The log file, called ‘SPCreateDB.txt’ is found in the Logs
folder of Secure Perfect.
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The Integrity utility runs automatically, following a database
creation. No user interaction is required. Refer to your Secure
Perfect Online Help for addition information about the Integrity
utility.

+ Ifyou continue to have a problem, contact GE Customer Support.
» To continue following a successful database creation:

1. Click Yes to reboot your system at this time. After the reboot, log on as
administrator.

2. Continue with configuration of the File Server on a second Windows
2000 or Windows 2003 Standard Server computer.
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» Now, you must select and install ONLY the File Server component on a
separate Windows 2000 or Windows 2003 Standard Server computer:

Note: Prerequisite: Database Server and Secure Perfect Client Application
installation already complete.

If you do not install the File Server at this time, you will not be able to
license your system.

1.

Verify that the computer you are configuring meets minimum
requirements.

Install the operating system. DO NOT install Microsoft SQL.

You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* NET Framework

* DirectX 9.0

» MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

*  DirectX 9.0
e MDAC

7.48
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Windows 2000 Service Pack

«  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

*  .NET Framework Version 1.1 or later

+  DirectX 9.0b End-User Runtime

+ MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
e SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.
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7. If your computer reboots, log on as administrator and installation
continues. Please wait.

8. Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:”

» When the Secure Perfect software installation begins:
Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation

process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.
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2. When the License Agreement window displays, select I accept the
license agreement and click Next.

3. Select the type of installation as Custom and click Next.
Result: The Custom Configuration window displays.
4. Select ONLY File Server. Click Next.

Result: The Change the ‘secure’ Password window displays as in
Figure 7-28.

i'&'l‘ Secure Perfect 6 ] 3
Change the "Secure” passwiord
Change the password faor the Windows Logon USERID 'Secure' y a
-

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the password iz master. |f your \Windows netwark has security policies that enforce rules far
password creation, you may want to change the 'Secure’ uzer password. |f you are unsure,
agk vyour System Administrator

% Use Default Password

" Change Password

Mew Password lxxxxxx—
Repeat New Password lxxxxxx—

‘wise |nstallation Wwizard

< Back Mest > I Cancel |

Figure 7-28. Change the ‘Secure’ Password Window

5. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

6. Click Next.

Result: The Ready to Install the Application window displays.
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7. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

8. Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

9.  When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

10. Remove the Secure Perfect CD from the CD-ROM drive.

Important! 11. The License Setup window displays. Proceed to license your system at
this time. Refer to “Licensing Your Secure Perfect System” on page )
7.91. 389
oo
Se
am
- Q.
. 9=
Secure Perfect Installation Progress Bar: % S
o
InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished! 2
License Services Client ®
Computers %
o
<
You are o
here!
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4. Database Server Configuration

Scenario 4: Database Server on One Computer
File Server and Secure Perfect Client Application on a Separate Computer

Computerl  Computer2  Computer 3

Components - - -
Database Server ¢

File Server <

Secure Perfect Client Application <

Note: This configuration has the Database Server installed on Computer 1, then the
File Server and the Secure Perfect application are installed on Computer 2.

» If you selected ONLY Database Server component on the SP Global
Custom Configuration window:

1. A Database and FileServer Paths window displays similar to
Figure 7-29 on page 7.53.
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i'é Secure Perfect 6.1 Setup ol =l
Global Databaze and FileServer Paths 6

b 4
A

Global Databaze Server Mame

| sLOBALDBSERVERISPSAL =l

[ratabase Server Mame

| GLOBALDBSERVER\SPSAL |

File Server Mame

I Browse

Wize Installation Wizard

¢ Back | Mest » I Cancel

Figure 7-29. File Server Name Required

2. At the Database and FileServer Paths window, the Database Server
Name displays as read-only. It is unavailable for entry.
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3. Enter the computer name or click Browse to navigate to the File Server
computer for your system, and then select the computer to display the
name in this field.
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Note: You must install the File Server component on the selected File Server
in your Secure Perfect system before attempting to license any Secure
Perfect application.

4. Click Next.

Result: The Change the ‘secure’ Password window displays as in
Figure 7-30 on page 7.54.
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& Secure Perfect 6.1 p =10] x|
Change the "Secure” password
Change the paszword for the Windows Logon USERID 'Securs’ h, 4
A

The Secure Perfect installation creates a new ‘Windows USERID called Secure’. By default,
the passwaord is master. |f vour Windaws network has security policies that enfarce rules for
password creation, you may want to change the 'Secure’ user password. If pou are unsure,
ask your System Administrator

& Use Default Password

"~ Change Password

New Password IH—
Repeat Mew Password I xxxxxx

“wise |nstallation Wwizard

< Back I Mexst » I Cancel |

Figure 7-30. Change the ‘Secure’ Password Window

Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new

password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

Enter the SQL Server password for the ‘sa’ user. (This password was
previously created during installation of SQL. Refer to page 3.10.)

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of

your choice for placement of Secure Perfect files.

Click Next to continue.

Result: SP 6.1 copies system files, updates the system configuration.

This may take a few minutes.

10. When the Secure Perfect 6.1 has been successfully installed window

displays, click Finish.

7.54
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11. Remove the CD from the CD-ROM drive.

» To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1. Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 7-31.

(:?j Select secure Perfect Edition 3 =0 x|

Secure Perfect Database 00
Inttizlize the database cresteiconvert. @_1 8 g
o a
S5 =
Qm
oS
25
—+
Select Secure Perfect Ediion: iGlobal E dition| - g_ =]
e Edition Q
Professional Edibion u
Enterprize Edition o
Global E dition %
=
<
o
=

< Back Mext > E Cancel I

Figure 7-31. Create SP Database - Select Secure Perfect Edition

2. Select Global Edition as the appropriate Secure Perfect software Edition
installed on your computer from the drop-down list, and click Next to
proceed with creating a database.
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Creating the Database - Custom Installation
» To create your system database:

1. The Create\Convert Database window that displays, is appropriate to
the system you are installing.

."fiEnEreate,.-"Eonvert Database P i 3

Secure Perfect 6.1 Database

Collect login informstion. @J

To begin the database create/convert process please supply the MSDE/SOL Server
ACCePt your administrators’ ugername and password in the following test box(es].

prewouslg GSSIgned Database Server Global Database Server
SQL password here.

(If you pquhGSQd Enter Usermame: IE Enter Usermame: Isa
your Secure Perfect

6.1system from GE, Enter Pazsword: I ****** Enter Pazsword: I ******

a temporary

password of /
master was e
assigned for you.)

\ / < Back | Mest > | Cancel |

Figure 7-32. Create Database - Regional Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays, as in Figure 7-33 on page 7.57.
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=101

Secure Perfect 6.1 Database
Initialize the database creation. @j

“iew Emor Log

Database Directory Information

[Drata File Directary: |C:\Program FileshGE InterlogixtSecure PerfectsD atabase

Log File Directary: IC:\Program FilezhGE InterlogixS ecure PerfectyD atabase

Wiew Integrity Feport

< Back | = | Create D atabase I Cancel |

Figure 7-33. Create Database - Initialize the Database Creation

4. Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.
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* Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

* Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - | and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

5. Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Regional Database Server Database Creation

For information only, this is the order of events taking place during the
Regional Database Server database creation. No action is required on the
part of the user:

Table 7-5: Order of Events: Regional Database Server Database Creation

1 The Regional Database Server database is created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The Regional Database Server contacts the SecurePerfectDistributor
and Publisher on the Global Database Server.

3 The Regional database is added to the Subscriber’s list at the
Publisher and a new ‘push’ subscription is created.

4 The Snapshot Agent is started (at the Global Database Server
computer). When the agent completes the snapshot of the Global
database, the snapshot is applied to the Regional Database Server
database.

5 The Merge Agent is started (at the Global Database Server). This
agent, on its initial creation, applies the database snapshot taken by
the Snapshot Agent, to the Regional database. A schedule is
updated to operate every day, every five minutes, and set to run. As
records are added, deleted, or updated on Regional Servers or the
Global Database Server, the changes are replicated to all database
Subscribers.

6 A new history merge publication is created on the Global Database
Server. The name of the publication will be similar to the following:
SPHistoryPublication_<regionalcomputername>:
SecurePerfectGlobalHistory. Each Region’s history is replicated to
the Global Database Server. The Global Database Server receives all
history data from the Regions, but it does not redistribute Regional
data to another Region. History data is a one-way replication.

7 A new push subscription is created, a snapshot is started, and the
Merge Agent is run.
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Note: For each history publication, there is only one subscription, while the
SecurePerfect database publication has multiple subscribers.

6. Refer to Figure 7-34 for a sample Regional SQL Enterprise Manager
structure. To refresh the view in SQL Enterprise Manager, click F5.

Tree I Subscriptions 2 Items
[:I Console Rook Mame 7
E|-- Microsoft SCL Servers @ BCTMEINSER 13,5PS0L: SecurePerfect: SPPublication

Live Data @ BCTMEINSER 115P30L: SecurePerfect GlobalHistory : SPHistoryPublication_BCTREPLL
SP Main
S0L Server Group

BCTMKINSER1YSPSGQL (Windows MT)
=- BCTREPLIVSPSGL (Windows MT)
=21 Databases
master
model
msdb
Morthwind
pubs
SecurePerfect
SecurePerfectarchive

Publisher:
Subscription Database:
Subscription Name

Select a
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SecurePerfectHistory T
tempdb Subscriptions node
[-{Z1 Data Transfarmation Services to disp/ay a

-] Management
[—:I{:l Replication
{22 Publicati

subscription list.
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[]--D Security
-2 Support Services

[ Meta Data Services

F-[T) BCTSP4OCLIENTZLSPSGL (Windows &
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Figure 7-34. Sample Regional SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 7.60.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

@ An error has occured in this application!

nable ko crests databass,

Database creation Failed, for more information, check the SPCreateDE bxk
error log located in ak: C:\Program Fles\Casi-RuscolSecure PerfectiLogs,

Figure 7-35. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

» Ifyou were able to resolve the problem, recreate the database.

Note: A log file is created when the Create Database program is
run. The log file, called ‘SPCreateDB.txt’ is found in the Logs
folder of Secure Perfect.

The Integrity utility runs automatically, following a database
creation. No user interaction is required. Refer to your Secure
Perfect Online Help for addition information about the Integrity
utility.
» Ifyou continue to have a problem, contact GE Customer Support.
» Now, you must install File Server and Secure Perfect Client Application

on a separate Windows 2000 or Windows 2003 Standard Server
computer:

Note: Prerequisite: Database Server installation already complete.

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.

7.60 Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Regional Database Server

You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

‘When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

* DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

*  DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e NET Framework Version 1.1 or later
*  DirectX 9.0b End-User Runtime
«  MDAC 2.8 or later

Secure Perfect 6.1 Installation Manual 7.61
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*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

7. If your computer reboots, log on as administrator and installation
continues. Please wait.

8. The Secure Perfect installation processes updates on your system. When
the latest versions of each component are updated and identified, Secure
Perfect 6.1 installation begins, and the Welcome window displays.

9. Continue with “When the Secure Perfect software installation begins:”

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.

If you click Cancel at any time during the installation, the installation

process stops and your system returns to the state prior to beginning the

installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. When the License Agreement window displays, select I accept the
license agreement and click Next.

3. When the Select Installation Type window displays, select the type of
installation as Custom.

7.62

Secure Perfect 6.1 Installation Manual



Installing Secure Perfect 6.1 Global Edition: Regional Database Server

Select Installation Type
Select the desired installation type. N v

= Typical

= The moszt commaon application features will be installed. Thiz option
g' is recommended for most users.

= B
{* Custom
B~ Use this option to choose which application features you want
O installed and where they will be installed. Recommended for
et g advanced users.

wise Installation ‘Wizard

< Back | Mest » I Cancel

Figure 7-36. Selection Installation Type - Custom
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4. Click Next.

Result: The Install Secure Perfect Client/Server window displays.
(This window displays only if this computer is a member of a domain.
You MUST be part of a domain to continue.) Select Yes when asked, Is
this computer part of a Secure Perfect Global Edition Installation,
and click Next.

o
(1]
=3
o
=
Q
o
Q
=3
Q
o
Q
(]
®
w
o
=
<
o
=

Secure Perfect 6.1 Installation Manual 7.63



CUSTOM Installation: Secure Perfect 6.1 Regional Database Server

|_-33 secure Perfect 6.1 Setup sl |
Instaling Gloksl Edition?
If you purchased a Secure Perfect Global Edition license, select es'. Select ‘No' \ |
far any other type of Secure Perfect license. B

|z this computer part of a Secure Perfect Global Edition installation?

* ‘Yes
" No

“wize Installation Wizard!

< Back | Mext = I Cancel

Figure 7-37. Install Global Edition

Result: The Custom Configuration window displays.

5. Select File Server and Secure Perfect Client Application. Click Next.

Result: A window displays similar to Figure 7-38:

iz Secure Perfect 6.1 Setup . ; g [ 3
Database and FileServer Pathe F
y -1
TN

Databaze Server Mame

File Server Mame

DREYMHOLDS Browse

“wise [nstallation YWizard

< Back Cancel

Figure 7-38. Database Server Name Required
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10.

The Database Server Name field is available and required. Select a
Server Name from the drop-down list of eligible SQL servers for this
installation.

The File Server Name is a read-only field and is unavailable for
selection.

Click Next to display the Change the ‘secure’ Password window, as in
Figure 7-39.

1ol x]
Change the "Secure” password -
Change the password for the Windows Logon USERID Secure’

The Secuie Perfect installation creates a new Windows USERID called 'Secure’. By default,
the password is master. |f your Windows netwark has security policies that enfarce rules for
password creation, vou may want to change the ‘Secure’ uger password. If vou ae unsure,
ask vour System Administrator

@ Use Default Password

" Change Password

Mew Password Imm—
Repeat Mew Pazsword I xxxxxx

‘wize |nstallation Ywizard

< Back | Mest > I Cancel |

Figure 7-39. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next to continue.

Result: The Ready to Install the Application window displays.

Secure Perfect 6.1 Installation Manual 7.65

uoijip3 |pqo|9

o
(1]
=3
o
=
Q
o
Q
=3
Q
o
Q
(]
®
w
o
=
<
o
=




CUSTOM Installation: Secure Perfect 6.1 Regional Database Server

Secure Perfect Installation Progress Bar:

11. The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

12. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

13. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Result: The SP License Setup window displays.

14. Remove the Secure Perfect CD from the CD-ROM drive and continue
with “Licensing the Secure Perfect System” on page 10.1.

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add’l Finished!
License Services Client
Computers
You are
here!
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5. Each Component on a Separate Computer

Scenario 5: Each Component on a Separate Computer

Computerl  Computer2  Computer 3

Components - - -
Database Server <

File Server ¢

Secure Perfect Client Application ¢

Note: This configuration has the Database Server installed on Computer 1, the File
Server installed on Computer 2, and the Secure Perfect application installed on
Computer 3.

uoijip3 |pqo|9

» To install each Secure Perfect component to a separate computer, you
must begin with the Database Server installation on the first computer.
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1.  On the SP Global Custom Configuration window, select the check
box for ONLY Database Server:

Result: A Database and FileServer Paths window displays similar to

Figure 7-40.
{ Secure Perfect 6.1 Setup I [l 3
Global Database and FileServer Paths E
Global Database Server Name
GLOBALDESERVERVSPSAL j
Diatabase Server Mame
[GLoBALDBSERVERSPSAL |
File Server Name
| Browse
wise Installation Wwizard
< Back Mext > Cancel

Figure 7-40. File Server Name Required
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At the Database and FileServer Paths window, the Database Server
Name displays as read-only. It is unavailable for entry.

Click Browse to navigate to the File Server computer you will be using
for your system, and then select the computer name to display the
computer name in this dialog box.

Note: You must install File Server on the selected File Server in your Secure
Perfect system before attempting to license any Secure Perfect application.

4.

Click Next.

Result: The Change the ‘secure’ Password window displays as in
Figure 7-41.

i3 Secure Perfect 6. =100 x|
Change the "Secure” password
Change the password for the Windows Logon USERID 'Secure’

Q0
7

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazzword iz master. If your Windows network has security policies that enforce rules for
password creation, you may want ko change the 'Secure’ uger password. If pou are unsure.
ask your System Administrator

@ Use Default Passwerd

" Change Password

Mew Password lxxx)cxx—
Fepeat Mew Password I xxxxxx

‘wiize Installation Wizard

< Back I Mext » I Cancel |

Figure 7-41. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

7.68
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Enter your sa
password as
created during
installation of
SQL. Refer to
page 3.12.

10.

11.

Click Next.

Result: The Ready to Install the Application window displays.

Enter the SQL Server password for the ‘sa’ user.

The default Destination Folder is indicated. You may want to install to

another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect Database Server files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Remove the Secure Perfect CD from the CD-ROM drive.

To select a Secure Perfect edition:

The Create SP Database feature is available on the Secure Perfect program
menu of computers with Typical Server installed or Custom installation with
the Database Server component installed. Select this option if you are
creating a database OUTSIDE of the normal installation sequence.

1.

Click Start, Programs, Secure Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 7-42 on page 7.70.
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fé%-:jSelett Secure Perfect Edition = |0 x|

Secure Perfect Database
Initialize the database cresteicomvert. @g

Select Secure Perfect Edition: m ¥

e Edition
Professional Edibion
ise: [ dition

< Back Next > Cancel

Figure 7-42. Create SP Database - Select Secure Perfect Edition
2. Select Global Edition as the appropriate Secure Perfect software Edition

installed on your computer from the drop-down list, and click Next to
proceed with creating a database.

Creating the Database - Custom Installation
» To create your system database:

1. The Create\Convert Database window that displays, is appropriate to
the system you are installing.
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Accept your
previously assigned
SQL password here.
(If you purchased
your Secure Perfect
6.1 system from GE,
a temporary
password of
master was
assigned for you.)

N

(#jCreate /Convert Database

Secure Perfect 6.1 Database
Collect login informstion.

=101 x|

@,

To begin the database create/convert process please supply the MSDE/SOL Server
administrators' ugername and pazzword in the following text box(es).

D atabase Server

Enter Uzername: IE
Enter Pazsword: I ******

L

Global D atabase Server

Enter Username: Isa
Enter Pazsword: I ******

< Back | Mest >

Cancel |

Figure 7-43. Create Database - Regional Server

2. Ignore the ‘sa’ User Name as displayed. The Password field displays
your previously assigned and encrypted SQL password. (If you
purchased your Secure Perfect system from GE, a temporary password
of master was assigned for you.) Accept the password as displayed.

3. Click Next.

Result: The Create Database, Initialize the Database Creation
window displays, as in Figure 7-44 on page 7.72.
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{§Create Database =100 =]

Secure Perfect 6.1 Database

Initialize the database creation. @j

“Yiew Error Log

Database Directony Information

Diata File Directory: |EI “Program Files%GE InterlogixiSecure Perfect\Database |

Log File Director: IC \Program FileshGE Interlogix\Secure PerfectyD atabase |

Wiew Integrity Report

< Back | (= | Create Database I Cancel |

Figure 7-44. Create Database - Initialize the Database Creation

4.

5.

Each Secure Perfect database consists of data files and transaction logs.
You have an option to place those components in different physical
locations. You may consider this if your IT Department has certain
policies regarding database installation. Consult with your IT
Department for assistance.

Data File Directory: The Data File Directory field displays the
default directory. Accept the default as displayed or click - |and
browse to any folder location where data files will be stored.

Note: If you are installing in a Cluster configuration, the
Distributor installs to the same path as the Cluster Data File
Directory.

Log File Directory: The Log File Directory field displays the
default directory. Accept the default or click - |and browse to the
folder location where database log files will be stored.

Note: This refers to the database logs, this does NOT refer to the
Secure Perfect logs.

Click Create Database. The database creation begins and a progress
bar is displayed. This may take a few minutes.
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If a database already exists, a warning message will display stating that
you are about to overwrite your existing database with an empty default
database.

Order of Events: Regional Database Server Database Creation

For information only, this is the order of events taking place during the
Regional Database Server database creation. No action is required on the
part of the user:

Table 7-6: Order of Events: Regional Database Server Database Creation

1 The Regional Database Server database is created: SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive.

2 The Regional Database Server contacts the SecurePerfectDistributor
and Publisher on the Global Database Server.

3 The Regional database is added to the Subscriber’s list at the
Publisher and a new ‘push’ subscription is created.

4 The Snapshot Agent is started (at the Global Database Server
computer). When the agent completes the snapshot of the Global
database, the snapshot is applied to the Regional Database Server
database.

5 The Merge Agent is started (at the Global Database Server). This
agent, on its initial creation, applies the database snapshot taken by
the Snapshot Agent, to the Regional database. A schedule is
updated to operate every day, every five minutes, and set to run. As
records are added, deleted, or updated on Regional Servers or the
Global Database Server, the changes are replicated to all database
Subscribers.

6 A new history merge publication is created on the Global Database
Server. The name of the publication will be similar to the following:
SPHistoryPublication_<regionalcomputernames:
SecurePerfectGlobalHistory. Each Region’s history is replicated to
the Global Database Server. The Global Database Server receives all
history data from the Regions, but it does not redistribute Regional
data to another Region. History data is a one-way replication.

7 A new push subscription is created, a snapshot is started, and the
Merge Agent is run.
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Note: For each history publication, there is only one subscription, while the
SecurePerfect database publication has multiple subscribers.

6. Refer to Figure 7-45 for a sample Regional SQL Enterprise Manager
structure. To refresh the view in SQL Enterprise Manager, click F5.

Tree I Subscriptions 2 Items
[:l Console Rook Mame 7/
E|-- Microsoft SQL Servers g BCTMKINSER115PSCL: SecurePerfect: SPPublication
fl Live Data g BCTMEINSER1YSPS0L: SecurePerfectGlobalHistory: SPHiskoryPublication_BCTREPLL

SP Main

S0L Server Group
: BCTMEIMSER1|SPSQL (windows NT)
El BCTREPL1YSPSQL (Windows NT)
=11 Databases

master

rmodel

msdb

Morthwind

pubs

SecurePetfect
SecurePerfectarchive
SecurePerfectHistory
tempdb

{21 Data Transformation Services
-2 Management
-2 Replication
717 Publications

Publisher:
Subscription Database:
Subscription Name

Select a
Subscriptions node
to display a

subscription list.

E]--D Security
-7 Support Services

[#-(Z] Meta Data Services

- BCTSP4OCLIENTZISPSQL (windows

Figure 7-45. Sample Regional SQL Enterprise Manager Structure

7. Continue with “To resolve errors that may occur during the database
creation” on page 7.75.
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» To resolve errors that may occur during the database creation

1. A message may display, similar to the following:

Application Error |

Q an error has occured in this application!

Unable to create database.

Dakabase creation Failed, for more information, check the SPCreateDE, bxt
error log located in ak: C:\Program Fles\Casi-RuscoiSecure Perfectilogs.

Figure 7-46. Database Creation Error

2. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

« Ifyou were able to resolve the problem, recreate the database.

uoijip3 |pqo|9

Note: A log file is created when the Create Database program is
run. The log file, called ‘SPCreateDB.txt’ is found in the Logs
folder of Secure Perfect.
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The Integrity utility runs automatically, following a database
creation. No user interaction is required. Refer to your Secure
Perfect Online Help for addition information about the Integrity
utility.

+ Ifyou continue to have a problem, contact GE Customer Support.

» Now, you must install the File Server to a second Windows 2000 or
Windows 2003 Standard Server computer:

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.
3. You MUST log on to the computer as the local administrator user. If not,

log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
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to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

5. When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

* DirectX 9.0

+ MDAC

*  Windows 2000 Service Pack
*  Windows Installer

6. Four components will cause the system to reboot when a new version is
installed.

e DirectX 9.0
« MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

* NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

« MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later

*  SQL Server 2000 with Service Pack 3a or later
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A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

7. If your computer reboots, log on as administrator and installation
continues.

8. Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:”

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

uoijip3 |pqo|9

o
(1]
=3
o
=
Q
o
Q
=3
Q
o
Q
(]
®
w
o
=
<
o
=

1. The Secure Perfect Welcome window displays. Click Next.

2.  When the License Agreement window displays, select I accept the
license agreement and click Next.

Result: The Select Installation Type window displays as in Figure 7-47
on page 7.78.
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{1 secure Perfect 6.] —|=1x]
Select Installation Type 1
Select the desired installation type. A A
f N
= Typical

The mozt comman application features wil be installed. This option

&
%g is recommended for most users
= M

{* Custom

=g LUse this option to choose which application features you want
%‘ inztalled and where thep will be installed. Becommended far

=0 advanced users

‘wise Installation Wizard!

< Back | Mest » I Cancel

Figure 7-47. Select Installation Type - Custom

3. Select the type of installation as Custom. Click Next.

Result: The Install Secure Perfect Client/Server window displays.
(This window displays only if this is a domain computer. You MUST be
part of a domain to continue.)

4.  Select Yes when asked, Is this computer part of a Secure Perfect
Global Edition Installation, and click Next.

5. On the SP Global Custom Configuration window, select the check
box for ONLY File Server.

6. The Change the ‘Secure’ Password window displays as in Figure 7-48
on page 7.79.
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10.

x|
Change the "Secure" password &
Change the password for the Windows Lagon USERID 'Secure’

The Secure Perfect installation creates a new Windows USERID called 'Secure’. By default,
the pazsword is master. If your Windows network has security policies that enforce rules far
pazzword creation, you may want to change the 'Secure’ user pazsword. [f you are unsure,
ask your System Administratar

% Use Default Password

" Change Password

New Pazsword Imm—
Repeat Mew Password I xxxxxx

‘wise Installation Wizard!

< Back Mext > I Cancel |

Figure 7-48. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files and updates the system
configuration. This may take a few minutes.
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11. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

12. Remove the Secure Perfect CD from the CD-ROM drive.

13. Now, install ONLY the Secure Perfect Client Application on a third
computer.

If the third computer is Windows 2000 Professional or Windows XP
Professional operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

Follow the steps as listed in “Installing Secure Perfect 6.1 Software on
Additional Clients” on page 9.1.

If you choose to install ONLY the Secure Perfect Client Application
component on a third and separate computer with Windows 2000 or
Windows 2003 Standard operating system:

Note: Prerequisite: Database Server installation and File Server installation
already complete.

1. Verify that the computer you are configuring meets minimum
requirements.

2. Install the operating system. DO NOT install Microsoft SQL.

3. You MUST log on to the computer as the local administrator user. If not,
log off and log back on as a user with these permissions. If you are
logging onto a domain environment, log off and log on as administrator
to the local computer. (If the computer is a domain controller, log on as
an administrator to the domain.)

4. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

7.80
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‘When Secure Perfect starts, click Install. If the disk does not launch,
you must manually start the software. Double-click (or run) Setup.exe.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

*  DirectX 9.0

+  MDAC

*  Windows 2000 Service Pack
*  Windows Installer

Four components will cause the system to reboot when a new version is
installed.

* DirectX 9.0
. MDAC
e Windows 2000 Service Pack
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Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

«  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.
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7. If your computer reboots, log on as administrator and installation
continues.

8. Please wait as Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:”

» When the Secure Perfect software installation begins:
Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. When the License Agreement window displays, select I accept the
license agreement and click Next.

3. Select the type of installation as Custom.

i@ Secure Perfect

Select Installation Type
Select the desired installation type.

O
—

N
'

" Typical
The most common application features will be installed. This option

o
%g s recommended for most users
=&

{+ Custom

B Use thiz option to choose which application features you wart
O installed and where they will be installzd. Recommendzd for

=0 advanced users.

wfize Installation ‘Wizard

< Back Next > I Cancel |

Figure 7-49. Select Installation Type - Custom

7.82
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Click Next.

Result: The Install Secure Perfect Client/Server window displays.
(This window displays only if this is a domain computer. You MUST be
part of a domain to continue.)

Select Yes when asked, Is this computer part of a Secure Perfect
Global Edition Installation, and click Next.

On the SP Global Custom Configuration window, select the check
box for ONLY Secure Perfect Client Application.

Result: A Database and FileServer Paths window displays as in

Figure 7-50:
Secure Perfect 6.0 Setup m
Database and FileServer Paths I;Q .
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Browse

‘Wise Installation Wwizard®

< Back I Mext » | Cancel I

Figure 7-50. Database and File Server Paths

If the displayed Database Server Name is not correct, select the
appropriate name from the drop-down list. If the displayed File Server
Name is not appropriate, navigate to the File Server computer for this
client and select to display in the File Server Name dialog box.

Click Next to display the Change the ‘Secure’ Password window, as
in Figure 7-51 on page 7.84.
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9.

10.

11.

i"w:}la Secure Perfect 6.1 = (=]
Change the "Secure” password o
Change the password for the Windows Logon USERID 'Secure’ N 4
A

The Secure Perfect installation creates a new "Windows USERID called 'Secure’. By default,
the password is master. I pour Windows netwark has security policies that enforce rules for
pazsword creation, Pou may want o change the 'Secure’ user password, |f pou are unsure,
azk pour System Administratar

{+ Use Defaul Password

" Change Password

Mew Passward Imm—
Fepeat New Password Ixxxxxx—

Wize Installation YWizard

< Back | Ment > I Cancel |

Figure 7-51. Change the ‘Secure’ Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following on the Change the
‘Secure’ Password window:

e Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.
Result: The Ready to Install the Application window displays.
The default Destination Folder is indicated. You may want to install to

another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

7.84
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12. Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

13. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

14. Remove the Secure Perfect CD from the CD-ROM drive.

15. Continue with “Licensing Your Secure Perfect System” on page 7.91.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished! @
License Services Client 8—

Computers Q

a

You are =

] o

here! S

When Global Custom Configurations are Complete:

JanJ1as aspqgplb( [puoibay

Note: Proceed to “Licensing Your Secure Perfect System” on page 7.91, if
you have not already licensed.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished!
License Services Client
Computers
You are
here!
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$*CUSTOM Installation: SP 6.1 Global Edition on a
Windows Professional Operating System

Instructions Specific to Windows Professional
Operating System Installations

Secure Perfect 6.1 components CANNOT be individually installed on a
Windows Professional operating system. However, you MUST select
Custom as your installation type if you choose one or more of the following
options:

»  Global Edition features
* Badge Aliasing
*  Change the password for the Window logon USERID °‘secure.’

» If you chose a Custom installation, follow the instructions below:

1. Select the type of installation as Custom and click Next.

Result: The Install Secure Perfect Client/Server window displays as in
Figure 7-52. (This window displays only if this computer is part of a
domain. You MUST be part of a domain to continue.)

i@‘ Secure Perfect 6.1 Seku o ] 5
Inztalling Glokal Edition™?
If you purchazed a Secure Perfect Global Edition license, select ez’ Select Mo’ \ y,
for any ather type of Secure Perfect license. ™

|z thiz computer part of a Secure Perfect Global E dition installation?

* Yes
" Ho

Wize Installation Wizard

< Back | Hext » I Cancel

Figure 7-52. Install Global Edition
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2. Select Yes when asked, Is this computer part of a Secure Perfect
Global Edition Installation, and click Next.

Result: The Install Secure Perfect Client/Server window displays,
similar to Figure 7-53.

Install Secure Perfect professional Client/Server
Select Regional Select the Type of Instalation M
Database :
Server and o ol

Databaze

This computer will be 3 Secure Perfect Regional Database
Server

Server. Enter the computer name of the Secure Perfect Fils

enter the File

Server name or (=] Server used by this Regional Server or brovvse on the Yindows
= network.
Browse to
navigate to and File Server |BCTSPFILESERVER Browse
: € Client
select the File DATABASE SERVER: Enter the SOL Server Instance name of
Server the Secure Perfect Database and the computer name of the
Secure Perfect File Server for this client or browse on the
CompUter s Windaws netwark. @
\ name. / <}
Database Server I L] g'
File Server Es ;
| =
Wige Installation \Wizard® g‘
< Back | Hest > | Cancel | =}

Figure 7-53. Install Client/Server

JanJ1as aspqgplb( [puoibay

3. Select Regional Database Server. This computer will be the Secure
Perfect Regional Database Server.

4. If the File Server field does not display the name of the File Server
computer used by the Regional Database Server, click Browse to
navigate the list of Server computers. Select the local computer name to
display in the File Server field.

5. Click Next.

Result: The Logon Account for SQL Server Services window
displays, similar to Figure 7-54 on page 7.88.

Secure Perfect 6.1 Installation Manual 7.87



CUSTOM Installation: SP 6.1 Global Edition on a Windows Professional Operating System

i'c% Secure Perfect 6.1 Setup ] 5

Logon Accourt for SGL Server Services
Enter the domain uzer account to be uzed by Microsoft SOL Server for replication.

Global E dition uses Microzoft SAL Server Replication technology. Replication requires
that SOL Server Services are running using a domain user account that has
adminiztrator privileges on both the local machine and alzo on the other Secure Perfect
databasze servers that are part of the Global Edition installation. The domain and user
name should be entered with the following format:  DomaintUsertame.

For example: 'SPDomain5ecure’

Damairsllser Name:  |GLOBALD BSERVER WAdministrator Browse... |

Pasgword: I ******

‘wise Installation YWizard

< Back | Mext » I Cancel

Figure 7-54. Logon Account for SQL Server Services

Note: Each Server used in the Secure Perfect Global Edition system requires
the database services to run under a domain user name and password
account. This account must have administrative privileges to that particular
computer. We suggest that you use the identical domain account at each
computer used in the GE system.

6. Enter the user domain and username in the format, Domain\Username
or click Browse to navigate the Windows network and select.

7. Enter the domain user Password. The user must have domain
administrator privileges for the local machine. Click Next.

Result: The Change the ‘Secure’ Password window displays, as in
Figure 7-55 on page 7.89.
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10.

_Ioix
Change the "Secure" pazsword &
Change the passward for the Windows Logon USERID "Secure’

The Secure Perfect installation creates a new Windows USERID called "Secure’. By default,
the passward iz master. |f your Windows netwark has security palicies that enforce rules for
password creation, you may want to change the "Secure’ user password. f you are unsure,
ask pour System Administrator

& Use Default Password

" Change Password

Mew Password lww—
Repeat Mew Pazsword lm—

‘wise Installation wizard!

< Back I Nest » I Cancel |

Figure 7-55. Change the Secure Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:

¢ Use Default Password

*  Change Password (If you select this option, enter your new
password and then enter a second time.)

Click Next.

Result: The Ready to Install the Application window displays.

The default destination folder displays. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files. Click Next to
continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

Secure Perfect 6.1 Installation Manual 7.89
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11. When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

12. At this point, the Secure Perfect installation determines if SPSQL
instance of MSDE 2000 and Service Pack 3a needs to be installed.

» Installing MSDE and Service Pack 3a when the required software is not

detected on your system:

1. When the required software is not detected on your system, installation
of MSDE and Service Pack 3a continues.

2. When installation of MSDE is complete, the system automatically
reboots. This takes several minutes.

3. After the reboot, log on as administrator.

Result: The database is created and SQL Server 2000 services are
started. A progress bar displays the process. An SQL icon displays in
the task bar.

Note: No user interaction is required. Please wait. A log file is created
when the Create Database program is run. The log file, called
‘SPCreateDB.txt’ is found in the Logs folder of Secure Perfect.

The Integrity utility runs automatically, following a database creation.
No user interaction is required. Refer to your Secure Perfect Online
Help for addition information about the Integrity utility.

Note: (If any portion of the Global Edition or MSDE is newly installed, you
must set up services for a domain account here.)

» What’s next:

Continue with “Licensing Your Secure Perfect System” on page 7.91.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished!
License Services Client
Computers
You are
here!
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& Licensing Your Secure Perfect System

» To license your Secure Perfect system at this time:

After obtaining your registered license key as instructed in “Licensing the
Secure Perfect System” on page 10.1, follow one of the sequences listed:

¢ “First Time License” on page 10.6
e “Running in Demo Mode” on page 10.8
¢ “Second and Any Additional Client Licenses” on page 10.9

e “If You Do Not License During the Secure Perfect Installation
Sequence” on page 10.10

Important! REMINDER: When you have completed a successful licensing
sequence, return to this point and continue.

» After a successful licensing sequence, or if you click Cancel to license at
another time:

uoijip3 |pqo|9
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2. Log on as administrator and continue with “Setting Services to
Automatic Startup” on page 7.92.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished!
License Services Client
Computers
You are
here!
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¥ Setting Services to Automatic Startup

Now, you need to change the startup method of the Secure Perfect
Diagnostics, Secure Perfect Manager, and Secure Perfect System
Manager services to automatic. This means every time the computer starts,
the Secure Perfect 6.1 services start. Refer to “Secure Perfect 6.1 Services
Overview” on page 11.2, for additional information about Secure Perfect
Services.

Note: At this point in the installation, the Secure Perfect services are
stopped.

» To set the startup method of Secure Perfect Services:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays. Expand the list of services and
scroll down.

2. Select Secure Perfect Diagnostics.

'i'{ﬁ Console Root'Services (Local) 2 |E||_>‘

J ackion  Miew “ s o= | @ |J P Il W

Tree I Services (Local)

) Corsole Root | Mame_/ [ Description [ Ststus | Startup Typi=

-3 Component Services %Remuvable Storage Managesr...  Started Automatic

[H-{#] Event Viewer {Local) %Rnuting and Remote Access Offers rout... Disabled
%Runns Service Enables st...  Started Autornatic
%Secure Perfect AP Service Manual
%Secure Perfect Diagnostics Autarnatic
%Secure Petfect Manager Autarnatic
%Secure Perfect System Manager Autarmatic
%Security Accounts Manager Stores sec...  Starked Automatic
%Server Frovides R...  Started Automatic
%Sm( The Secure Perfect services status is blank. ) Manual
%Smart Manual 8
%SMS Client Service Started Automatic
%SMS Hardware Inventory Agent Service Manual
%SMS Reemoke Contral Agent Started Aukomatic
%SQLQQEI‘It$SPSQL Started Automatic =
4] | 3

Figure 7-56. Secure Perfect Component Services
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3. The status will be either Started or blank. If it is blank, then the service
is not running.

4. Right-click and select Properties. In the Startup type field, select
Automatic.

5. Click Apply, then OK to close the window.

6. Repeat steps 3 through 5 for the Secure Perfect Manager service and
the Secure Perfect System Manager service.

7. Close all windows and applications.
8. Restart the Secure Perfect Server computer.

To start the Secure Perfect API Service:

Secure Perfect API Service is used when an external system is sending or
receiving transactions by way of an Application Program Interface (API) to
Secure Perfect. Do not start this service or change the settings unless you are
using the API option in Secure Perfect 6.1 and have been previously
licensed.
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If you ever need to restart Secure Perfect services manually, follow these
steps:

1. You will need to manually start the Secure Perfect services in this order:

*  Secure Perfect Diagnostic
*  Secure Perfect System Manager
*  Secure Perfect Manager

2. Right-click each service and click Start on the shortcut menu. Allow
sufficient time for the first service to start before proceeding to the next
service.

3. Exit the window.

4. Continue with “Server Folder Structure” on page 7.94.
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¥ Server Folder Structure

During installation of Secure Perfect 6.1 software, the following folders
are created: Client, Database, Designs, English, Externals, Firmware,
Graphics, Images, Logs, MSDE2000 (if yours is a Windows
Professional system), Rpt, SecureScripts, Signature, and Video.

In Windows Explorer, navigate to the \\Program Files/GE Interlogix/
Secure Perfect folder, or to the folder where your Secure Perfect
application installed. The folders displayed here vary with the type of
installation:

» If Typical Server Type is selected, all folders are present.
» If Custom Server Type is installed:

- If only Database Server feature is selected, Database, Logs,
and SecureScripts folders are present.

- If only File Server feature is selected, Client, Designs,
English, Externals, Firmware, Graphics, Images, Rpt,
Signature, and Video folders are present.

*  The MSDE2000 folder will display only on Windows 2000 or
Windows XP Professional Server.

Some of the folders are shared. (Refer to the example in Figure 7-57 on
page 7.95.) This allows other computers to gain access to the
information stored in these folders, when logged in as an authorized
user.
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EH:I GE Inkerlogix
(=B == cure Perfect
ol Clisnt
¥ Database
Q Designs
The hand / - English
graphic -] Externals
indicates L2 Firmware
that the < L] Graphics
folders S Ll Tmages
are TA bl Logs
shared. -{Z] MsDEZ000
3
[ | Securescripts
D Sinnah ire

Figure 7-57. Typical Server Folder Structure

Server Folders

» This is a description of the folders in your Secure Perfect directory:

Client
A shared folder that contains a self-extracting Microsoft utility,
Microsoft Component Checker. This tool checks for compatibility and
consistency of MDAC versions. This folder also contain an
MSDEAdmin utility, used to access the Secure Perfect databases.

Database

A folder that contains the system database file along with the archive
and history database files. SQL Server log files for each database are
also found in this folder.

Designs

A shared folder that contains all badge designs used by the imaging
stations and sample badge designs.

English
The files required to display the Secure Perfect 6.1 client software in

English. As more languages are installed, more language-specific
folders display.

Secure Perfect 6.1 Installation Manual 7.95
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Externals
A shared, empty shared folder created to store reports created by third
party report generator.

Firmware
A shared folder that contains the firmware or application code needed to
flash the micros.

Graphics

A shared folder that contains maps and icons used for Alarm Graphics.

Images
A shared folder that contains graphics files of captured, badge holder
pictures. Sample images are included if you installed the sample
database.

Logs
A shared folder that contains the Secure Perfect 6.1 diagnostic log files.

MSDE2000

This folder displays ONLY following Secure Perfect 6.1 Professional
Server installation. The user may use these files if re-installation of
MSDE is required. These files (Microsoft SQL Desktop Engine
(MSDE) with Service Pack 3a) are used by the system during
installation of Secure Perfect 6.1.

Replication
This folder is empty if you are not a Global Database Server computer.
On a Global Database Server, this shared folder contains a UNC folder
that accommodates snapshot data.

Rpt
A folder that contains files used by the report engine to create Secure
Perfect reports.

SecureScripts
The scripts and programs used to create the database in SQL Server. It
also contains subfolders required for converting and upgrading Secure
Perfect systems to Secure Perfect 6.1.

Signature

A shared folder that contains the graphic files of captured signatures.
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Video
An empty shared folder created to store video files and JPG image files
grabbed from video windows.

Review the folders in your Secure Perfect directory, and continue with
“Secure Perfect 6.1 User Accounts” .
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¥ Secure Perfect 6.1 User Accounts

Default local 1. During the Secure Perfect 6.1 Server computer installation, a default
groupis Secure Perfect 6.1 local user account was set up for you. If you choose
SPAdmin. . « :

to add users and assign or change user passwords, refer to “Defining

Defaultlocal user .
name is User Accounts” on page 2.6.

secure and

the passwordis 2. Refer to documentation you received when you purchased your

master. Windows 2000, Windows 2003, or Windows XP operating system, for
additional information on setting up a user and assigning passwords.

uoijip3 |pqo|9
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1. Click Start, Programs, Administrative Tools, then Computer
Management.

2. Expand Local User and Groups, then Groups.
3. Select and then right-click SPAdmin from the list of Groups displayed.
4. Select Properties from the shortcut menu.

5. Click Add and Look in Active Directory. Locate and add Secure
Perfect Users.

6. Click Add and then click OK.

Result: Your windowpane should display similar to Figure 7-58 on page
7.98. On the domain, you created a new Global group entitled ‘Secure
Perfect Users.” You then added Administrators as members of that
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group. Since the group is Global, any users added to the Secure Perfect
Users group at the Active Directory will have permission to start the
Secure Perfect program.

E Computer Management

J Action  Wiew H "= -Dl

m| X e

Tree I

@ iZomputer Management (Local)

= ﬁ System Tools

2 @ Event Viewer

1 3g) System Information

[+ & Performance Logs and Alerts
£

-] Shared Folders
Device Manager
= Local Users and Groups

[0 Users
424 Groups
[—]@ Storage
|21 Disk Management
E Disk Defragmenter
~{=3) Logical Drives
[]-@ Removable Storage
[+ Sﬁ Services and Applications

gﬂdministratc
Batlﬁ.lp Opel
Guests
iner Users
gRep\icatUr
Llsers

5 spadmin

SPAdmin Properties

General I

g SPadrin

[rescription;

t embers:

acal Admin Grouj

Add

‘3 SECUREPERFECT Administrator
m SECUREPERFECT\Secure Perfect Users

Fiemoyve

o |

Cancel Apply

Figure 7-58. SPAdmin Properties Window

Note: Now, any members added to the ‘Secure Perfect Users’ group at the
Domain Controller, Active Directory, will have permission to start Secure
Perfect at all Secure Perfect system computers.

Verify that the user who is logging on to the computer where Secure Perfect
is running, is part of the SPAdmin group on the Domain, Active Directory.

REMINDER: You have just completed installation of the Regional Database Server. NOW,
continue with “Configuring File Replication and Global Edition Options” on page 8.1.

7.98
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Secure Perfect Installation Progress Bar:

¥ What's Next?

1. Ifyou have not already done so, remove the Secure Perfect installation
CD from your CD-ROM drive. You have completed the Global setup.

2. Ifyou have not licensed your system, do so now. Refer to “Licensing the
Secure Perfect System” on page 10.1.

3. Proceed to set up the additional client computers on your Secure Perfect
system. Refer to “Installing Secure Perfect 6.1 Software on Additional
Clients” on page 9.1.

Note: Following configuration of each new client installation, all currently
installed Secure Perfect Global Edition Server computers and client
computers must be rebooted in order to be recognized.

InstallSP 6.1 | Obtain/Install Set/Verify Configure DFS Log On Add Add'l Finished!
License Services Client
Computers
You are
here!
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What's Next?

NOTES:
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Chapter 8: ¥ Configuring File Replication and Global
Edition Options

NOTE: This chapter uses the following graphic in major headings to
indicate Global Edition instructions. <=‘

»
-
QZd

This chapter includes instructions for Secure Perfect 6.1 Global Edition
configuration for file replication: optional configurations such as convert,
backup, and restore of a Global Edition database; and uninstalling a
Global Edition system. We recommend that you review the entire
chapter and discuss with your IT Department before you begin your
configuration.

In this chapter:
S “Configuring File Replication Using Microsoft Directory File
— "\ Services” on page 8.2

“Converting a Secure Perfect Stand-Alone Database to a Global
Edition Database” on page 8.13

“Upgrading a Global Edition Global Database Server from SP 6.0
to SP 6.1” on page 8.16

“Upgrading a Global Edition Regional Database Server from SP
6.0 to SP 6.1" on page 8.26

uonnol|day 3|14

“Backup of Global Edition Databases” on page 8.35

“Restoring Global Edition Databases” on page 8.36
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“Adding Additional Clients to the Database” on page 8.38

“Uninstalling a Global Edition System” on page 8.42

“What's Next?” on page 8.44
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** Configuring File Replication Using Microsoft

Directory File Services

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure File Log On Add Add’l Finished!
License Services Replication Client
Computers
You are
here!

REMINDER: At this point, you should have configured the Secure
Perfect Global Database Server, all Regional Database Servers, and
all client computers to specific Servers.

The next step is configuring for file replication at the Global Database
Server computer. There is a global database at the Global Server, and a
database at each of the Regional Servers. SQL Server 2000 Replication
services are used to distribute the data from the Global Server to each of the
Regional Servers. File Replication for Secure Perfect shared directories is
accomplished using Microsoft Active Directory® in combination with
Microsoft Directory File Services®.

This section includes instructions to configure your system for file
replication at the Global Database Server:

1. “Creating Dfs Root” on page 8.3

2. “Creating a New Dfs Link” on page 8.8

3. “Creating a New Replica” on page 8.11

Note: The following instructions use examples of Windows 2003 Standard

Edition Server. The properties and windows deviate somewhat in Windows
2003 Standard Edition Server.
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» Before attempting to set up File Replication:

* A domain controller does not require a Secure Perfect system installed
to host File Replication services.

+ Distributed File System file replication can only be created on a domain
controller computer.

*  Verify that all Secure Perfect shared folders on each Server computer
intended for participation in replication have SPAdmin permission and
Domain Administrator permissions. Those folders include:

Client
Designs
Externals
Firmware
Graphics
Images
Signature
Video

*  Verify that the Secure Perfect share folders exist on all Secure Perfect
Server computers that will be hosting File Replication.

1. Creating Dfs Root

The Domain Distributed File System provides file replication to the Secure
Perfect shared folders called Dfs Root replicas.

uonnolday 3|14
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» To create Distributed File System Root:

1. Select Start, Programs, Administrative Tools, and then Distributed
File System.

Result: The Distributed File System snap-in displays as shown in the
folder structure in Figure 8-1 on page 8.4.
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*  The Distributed File System structure should look similar to Figure 8-1.

~2Distributed File System =] 3]

| dction  yiew Hﬂ--b\ﬂ\“@Hﬁi-E |
Tree |
i @ Distributed file system

The Distributed file system allows you to arganize and manage
rrultiple network shares in a logical namespace.

To add an existing Dfs root to this console, click Action, and
then click Display an Existing Dfs Root, To create a new Dfs
root, click Action, and then click Mew Dfs Root.

Figure 8-1. Distributed Files System Snap-in

2. Seclect Distributed File System and then click Action to display a
shortcut menu. Select New Dfs Root from the shortcut menu.

Result: The New Dfs Root Wizard window displays.

3. Click Next.

Result: The Select the Dfs Root Type window displays, as in
Figure 8-2.

New Dfs Root Wizard x|
Select the Dfs Root Type T
“f'ou can create a domain or a standalone DFs roat.

Select the type of Dfs root you want to create.

Diomain Dfz roots use the Active Directory ta store the Dfs configuration. They
support sutomatic: file replication and DMS naming.

" Create a gtandalone Dfs oot
Standalone Dfs roots do not uze the Active Directary and da not support automatic
file replication.

< Back I Mext > I Cancel

Figure 8-2. Dfs Root Type
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Select Create a domain Dfs root option and click Next.

Result: The Select the Host Domain for the Dfs Root window opens
with the Domain name displaying in the dialog box, similar to
Figure 8-3.

e Dz Root wizard ﬂ

Select the Host Domain for the Dfs Root
A domain can host multiple Dfs roots.

Select the host domain for the Dfs root

Dromain name:

Trusting domains:

speedomain

< Back I Hest > I Cancel |

Figure 8-3. Select the Host Domain for the Dfs Root o
o 0
A . A . . oF
Verify that the Domain name is accurate. A domain can host multiple Ss
Dfs roots. Click Next. 29
of
©
Result: The Specify the Host Server for the Dfs Root window opens. =3
= g
Specily the Host Server for the DFfs Root . e
A zereer can hosk only ore D root, LS

Enter the name of 1he host saiver or this DI eoal.

SErEr name

[beteeserver spdomain Browsze...

<Back [ Hew> | | Cencel |

Figure 8-4. Specify the Host Server for the Dfs Root
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6. Enter the host Server computer name in the Server name dialog box or
click Browse to navigate to the correct Server computer. The Server
computer that you select must have Secure Perfect installed before
configuring for file replication.

7. Click Next.

Result: The Specify the Dfs Root Share window displays, as in
Figure 8-5.

New Dfs Root Wizard x|

Specify the Dfs Root Share .
Y'ou cah use an existing share or create a new one.

Select an existing share or create a new one.

& Lse an evisting share | Replication j
Graphics =
" Create a new share Images
Licenselnfo
Bath to share

Share name:

< Back I Mext = I Cancel

Figure 8-5. Specify the Dfs Root Share

8. Select Use an existing share. From the drop-down list of shared
folders, select Replication, and click Next.

Note: If the Replication folder is not in the drop-down list, then Secure
Perfect was not installed correctly on the referenced host Server computer.
Click Cancel, reinstall Secure Perfect on the Server computer, and begin the
process of creating a Domain Dfs root, as in Step 1. on page 8.3.

Result: The Name the Dfs Root window opens with the default folder
Replication displayed.
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9.  On the Name the Dfs Root window:

* Do not change the Dfs root name as displayed.

* Enter Secure Perfect Replication Share in the Comment
dialog box.

*  Click Next.

Result: The Completing the New Dfs Root Wizard window displays
all settings as configured.

10. Review the settings. If you need to change an entry due to discrepancies,
click Back to return to the appropriate window and correct the incorrect
entry; or you can click Cancel to exit the Wizard and begin the process
again. Your settings should look similar to Figure 8-6.

T X

Completing the New Dfs Root
Wizard

You specified the following settings:

Domain: |speedoma|n

Host server: |bcleeserver.spd0main

Root share: |Heplicaliun

Dfs root name: |HED|iCGliUﬂ

To close this wizard, chick Finish.
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< Back Cancel |

Figure 8-6. Completing the New Dfs Root Wizard
11. When all settings are accurate, click Finish to close the Wizard.

12. The Distributed File System snap-in displays similar to Figure 8-7 on
page 8.8.
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:_: Distributed File System

L =iBjx]
| adin vew || » [@m|FRAB @[ Ei8EEHE |

Tree I Root replicafs)
oE Distributed Fils System - 1IPCTEESERVER Replication
'!j '\ |speedomaint R epheabon

Figure 8-7. Distributed File System Snap-In with the Replication Dfs Root

2. Creating a New Dfs Link

The actual configuration of file shares takes place when you create the Dfs
links.

Note: Complete this section for each Secure Perfect file share to be created.
» To create the Dfs link:

1. Right-click the Distributed File System Snap-in to display a shortcut
menu as displayed in Figure 8-8.

= Distributed File System

Tres | j

uky Distriouted File System

Hew Root Replica...
Remonve Display of Dfs Rook
Dedete DFs Root

Recication Poicy. .
Check Status
Open

Neww L
All Tasks »
View L
Refresh

Export List,..

Propetties

Help
|

Figure 8-8. Distributed File System Snap-In Shortcut Menu
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2. Select New Dfs Link.

Result: The Create a New Dfs Link window displays similar to
Figure 8-9.

Create a Mew Dfs Link e |

‘when a uzer opens ]\\SF'EEDDMNN\HepIication\Elient

Link name:
|Client

Send the user to this shared folder:

|\\B cteeserver\Client Erowse... I

Cammeant:
|Sacura Perfect Client Folder Sharel

Clignts cache this referal for | 1500 seconds.
oK I Cancel |

Figure 8-9. Create a New Dfs Link

3. Inthe Create a New Dfs Link window:

e Enter one of the Secure Perfect shared folder names as the Secure
Perfect Link Name folder to replicate.

»  Enter the path or click Browse to navigate to the appropriate share
folder on the same computer that has the Replication share
configured in “Creating Dfs Root” on page 8.3.
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*  Enter the name of the appropriate Secure Perfect shared folder
name in the Comment dialog box, such as Secure Perfect
xxxx Folder Share (where xxxx is the name of the folder).

*  Leave the default ‘xxxx cache this referral for 1800 seconds.’
*  Click OK.

Result: The Distributed File System snap-in with Replication displays
similar to Figure 8-10 on page 8.10, after the first folder Dfs link is
created.
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- Distributed File System | =101 %]

| acton vew || & = | OE | FERB 2| i ds

5 Distributed File System

| action wew || & & [&/m|E @B 2|05 0s

Tneel

Replicals;

o Distriuked File System &V Bereeservar|Client

=g ispeedomainiReplication
=

Figure 8-10. Distributed File System Snap-In

with Replication Dfs Root and First Client Dfs Link

4. Now, the other file shares can be added as replicas to the main Dfs link.
Repeat Step 2. and Step 3. on page 8.9 for all shares:

Client
Designs
Externals
Firmware
Graphics
Images
Signatures
Video

Result: When complete, your window displays similar to Figure 8-11.

Tree I

Replicais)

\E: Distributed File System &0117531p215\Clent
=55 WSPDOMAIN.COM|Replication &d\iReq1|Cient

Designs
Externals
Graphics
Images
Firmware
Signature
Video

& J\iReg2iClient

Figure 8-11. Distributed File System Snap-In

with

Replication Dfs Root and Three Client Dfs Links
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3. Creating a New Replica

As many replicas as necessary can be created for a single folder share.
Follow the procedures below for each additional Secure Perfect Server
computer that will act as a file replication share.

1. Right-click the Dfs link to display the shortcut menu and select New
Replica.

Result: The Add a New Replica window displays.

2. Onthe Add a New Replica window:

In the Send the user to this shared folder: field, enter an alternate
Server computer name (this computer must have Secure Perfect
installed) or click Browse to navigate to an alternate Server
computer. At this point, your windows should look similar to
Figure 8-12.

| (; Distributed File Systen
[ acion vew [| & » | ©m|F DB 2[5 EE 0
A= | Replica(s)
k= Distributed File System eJ\\7831p215\Graphics
E1-a5) 1\SPDOMAIN, COMIReplication EJ\Regt\Graphics
23 Client
B} esre it o New e
=F Externals
S Graphics when auseropens  [%%SPDOMAINYR eplicationGraphics
= Images
B} Frmwars Send the user to this shared folder
S signature Browse
53 video I e

Replication Policy Browse for Folder [

M | licatis
e Select the target shared Folder For the Dfs lint
= Automatic replicatiol

vork Places
Entire Network
= ,r‘ Microsoft Windows Network
Bl gy Spdomain
-2 7831p215
=1 reqgl
=2 Regz
[l gl Splabes
+ _‘-/;; Directory

Figure 8-12. Adding a New Replica

From the Replication Policy options, select Automatic
replication, if not already selected.
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* Click OK.

Result: At this time, because at least two shared folders exist, the
Replication Policy window displays as in Figure 8-13.

21
Replica Set for: I\\SF’DDMAIN‘\Hepl\calion\ﬁraphics
Shared Folder | Replication | Comain | Site |
W78 p21s\Gr.. Yes[Primary) SPDOMAIN.C.. Default-FirstSi..
“\RegliGraphics Yes SPDOMAIN.C..  Default-First-5i.. =
“\Reg2\Graphic: ‘Yes SPDOMAIM.C...  Default-FirstSi.. +
Dnizable I
Sel taster |
.~ Description
This shared folder will be added to the ieplica set. It will participate in automatic
replication.

0K | Cancel

Figure 8-13. Replication Policy

Note: If you have additional replicas (shares) to add to this particular folder
(in this example, the folder is Graphics), return to “Creating a New
Replica” on page 8.11.

Reminder: Repeat instructions for each additional replica.

3. To return later to the Replication Policy wizard, right-click the Dfs link
to display the shortcut menu and select Replication Policy.

4. In the Replication Policy window:

»  Select the Shared Folder that contains the primary Dfs link.
*  Click Set Master.

»  Select the next Shared Folder and click Enable.

»  Select all additional Shared Folders and click Enable.

812

Secure Perfect 6.1 Installation Manual



Configuring File Replication and Global Edition Options

e When the Master is set and all shared folders are enabled, click

OK.
Result: The Distributed File System Snap-in displays similar to
Figure 8-14.
||/ acton yen || & = 2lrRels
Tree I Rreplicals)
W5 Distributed File System w7831 p2 1 s\ Client
- w5 WSPDOMAIN.COM\Replcation wd\|Reql\Client
=i & \iReg2\Client
j Designs
S} Externals
5 Graphics
::} Images
o} Firnnware
&} Signature
o} video
<

Figure 8-14. Distributed File System Snap-In
with Shared Folders Added and Enabled for Replication Services

5. Repeat instructions for each additional replica. Figure 8-14 displays
only one of the shared folders, Client.

Note: Your Secure Perfect Global Edition system is now configured for file
replication. File Replication to process added, revised, or deleted files can
take from five minutes to approximately one hour.

@Converting a Secure Perfect Stand-Alone
Database to a Global Edition Database

Note: Converting a database to a Regional Server is not allowed.

» An existing Secure Perfect database can only be converted to a Global
Database Server. If you are creating or converting a database OUTSIDE
of the normal installation sequence:

1. Navigate to the Secure Perfect directory of your computer and double-
click SPCreateDB.exe.

OR

Secure Perfect 6.1 Installation Manual 813
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From the Start menu, click Start, Programs, then Secure Perfect. The
Secure Perfect menu displays. Select Create SP Database.

Result: A window displays, as in Figure 8-15.

{§t)Select Secure Perfect Edition i ] [

Secure Perfect Database
Inttislize the database cresteiconvert. @_1

Select Secure Perfect Edition: Global E diion -
e Edition
Professsional Edition
E nterprise E dition

Global Edition

< Back Mext > E Caniel

Figure 8-15. Create SP Database - Select Secure Perfect Edition

2.

Select Global Edition as the appropriate Secure Perfect software Edition
installed on your computer from the drop-down list, and click Next to
proceed with converting your database.

Result: The Create/Convert Database login information window
displays.

Enter the applicable administrator Username and Password.

Click Create/Convert Database.

Result: The message Do you wish to convert to the current version of
Secure Perfect Database? displays.

Click Yes to proceed.

Result: The Convert Database window displays.

A message dialog may display asking if you want this computer to be
your Global Server. Click Yes to proceed.

8.14
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7. Click Convert Database.

Result: A status bar displays the progress of the conversion.

8. Iferrors occurred during the database creation, a message may display,
similar to the following:

Application Error X

@ An error has occured in this application!

Unable ko create database,

Database creation Failed, For more information, check the SPCreateDB. bxt
error log located in at: C\Program FlesCasi-RuscoiSecure Perfectilogs,

Figure 8-16. Database Creation Error
9. Click OK.

Note: A log file ‘SPCreateDB.txt’ is created when the Create/Convert
Database program is run. The log files are found in the Secure Perfect/Logs
folder.

The Integrity utility runs automatically, following a database creation. No
user interaction is required. Refer to your Secure Perfect Online Help for
addition information about the Integrity utility.
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10. Correct any installation configuration problems by reviewing the
SPCreateDB.txt error log.

« Ifyou were able to resolve the problem, recreate the database.
» Ifyou continue to have a problem, contact GE Customer Support.

Result: Upon completion, a message displays, Secure Perfect Database
successfully converted.

11. Click OK.

Result: The dialog box closes.
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@Upgrading a Global Edition Global Database
Server from SP 6.0 to SP 6.1

This scenario assumes that your SP 6.1 Global Edition Server database will
be using the same computer as your existing SP 6.0 Global Edition Server
database.

» This scenario follows a specific sequence of steps. FOLLOW THESE
STEPS IN THE ORDER PRESENTED BELOW. Each one of these
steps is explained in more detail in the sections that follow. To upgrade
using the same computer:

“Before You Begin” on page 8.16

1.

2.

Note all Secure Perfect Operator Passwords (page 8.17)

Stop Secure Perfect Services on the SP 6.0 Global Database Server
Computer (page 8.17)

Back Up Entire Secure Perfect Folder (page 8.18)

Back Up Secure Perfect 6.0 Global Databases Using Microsoft SQL
Server Enterprise Manager (page 8.18)

OPTIONAL: Run Database Maintenance Plan Wizard (page 8.18)
Install Secure Perfect 6.1 (page 8.20)

Activate Enable Unique & Required Employee Number (page 8.24)
Upgrade Regional Database Server Computers (page 8.25)

Put Micros Online and Flash Micros with Application Code (page 8.25)

Before You Begin

Before you upgrade Secure Perfect, make sure that:

All Regional Database Servers and all clients to the Database Server
computers are logged off and client services are stopped.

All Secure Perfect applications, such as DiagView, are closed.
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1. Note all Secure Perfect Operator Passwords

Secure Perfect operator login passwords are case sensitive in SP 6.0. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.

2. Stop Secure Perfect Services on the SP 6.0 Global
Database Server Computer

The Secure Perfect services run regardless of whether anyone is logged into
Windows or SP 6.0 as long as the services are set for automatic startup. In
other words, if the computer is turned on, then the services are running.

To continue this upgrade, the services must be stopped on any SP Global 6.0
computers.

» To stop services on the 6.0 Server computer and all clients:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.

2. Locate the three Secure Perfect services:

uonnol|day 3|14

Secure Perfect Diagnostics
Secure Perfect Manager
Secure Perfect System Manager

Q
3
o
Q
o
o
=
(]
]
=3
o
3
<3
"

You will need to scroll down.

3. Ifthe Status columns are blank, then the services are not running and do
not need to be stopped. Skip to Step 5.

If the Status columns display Started, then the services are running and
need to be stopped.

4. Select Secure Perfect Diagnostics service and click Stop. Stopping the
Diagnostic service will stop the Manager and System Manager
services as well, if Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
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5. If the Secure Perfect API service is running, stop that service now.

6. Exit the Services application.

3. Back Up Entire Secure Perfect Folder

Everything in your existing SP 6.0 Secure Perfect folder EXCEPT the
Database folder should be backed up. This includes the Designs, Graphics,
Images, and Signature folders. Use any backup program you want. You
should back up to an external media device such as a tape, zipdisk, CD,
or a network folder. Back up the Databases using the Backup Utility or
Microsoft SQL Server Enterprise Manager.

4. Back Up Secure Perfect 6.0 Global Databases Using
Microsoft SQL Server Enterprise Manager

Refer to Chapter 14 - Backing Up and Restoring Data to an Enterprise
Server.

Note: Your backup should include the following Secure Perfect databases:

master

msdb

SecurePerfect
SecurePerfectArchive
SecurePerfectHistory
SecurePerfectDistributor
SecurePerfectGlobalHistory

5. OPTIONAL: Run Database Maintenance Plan Wizard

On your SP 6.0 Global Edition Server computer, if the integrity of your
database becomes questionable, you can run the Database Maintenance
Plan Wizard, which will attempt to correct the suspect data and shrink the
size of your database.

818
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» To run the Database Maintenance Plan Wizard:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. Click Microsoft SQL Servers.

3. Click SQL Server Group.

4. Click the name of your server.

5. Click Databases.

6. Navigate to each Secure Perfect database folder.
7. Select a database, then right-click.

8. Select All Tasks on the shortcut menu, then Maintenance Plan.
Result: The Database Maintenance Plan Wizard displays.

9. Click Next.

10. Select specific databases from the list on the Select databases for
which to create the maintenance plan. Click Next.
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12. Select Check database integrity options choices. Click Next.

13. Select the where and when options on the Specify the Database
Backup Plan window. Click Next.

14. Select the where and when options on the Specify Backup Disk
Directory. Click Next.

15. Select the where and when options on the Specify the Transaction Log
Backup Plan window. Click Next.

16. Select the where and when options on the Reports to Generate
window. Click Next.
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17. Specify how you want to store the maintenance plan records on the
Maintenance Plan History window. Click Next.

18. When Completing the Database Maintenance Plan Wizard window
displays, review your selections by scrolling through the list. Click
Finish if you are satisfied with the selections you have made.

19. Exit the application.

20. Ifyou elected to run the database maintenance plan wizard, a backup of
the databases would be appropriate at this time. Refer to instructions in
step 4. “Back Up Secure Perfect 6.0 Global Databases Using Microsoft
SQL Server Enterprise Manager” on page 8.18.

6. Install Secure Perfect 6.1

Note: During the installation, the conversion of databases can be reduced if
an archive is performed at each Region within the 24-hour time period
before a database conversion takes place.

» To install the Secure Perfect 6.1 application:

1. You MUST be logged in as the local administrator user. If not, log off
and log back on as a user with these permissions.

2. Follow the instructions as listed in Chapter 6 - Installing Secure Perfect
6.1 Global Edition: Global Database Server. Review the list of
exceptions below in Step 3.

* If SQL Server 2000 Service Pack 3a is not installed, the service
pack installation will automatically run.

»  Secure Perfect 6.0 is automatically uninstalled.
3. The ‘Create SP Database’ utility automatically launches. If the

conversion program does not launch, click Start, Programs, Secure
Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 8-17 on page 8.21.
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Select Secure Perfect Edition ] A

Secure Perfect Database
Initialize the database cresteiconvert. @j

Select Secure Perfect Edition: Global E dition| -
&7 Ediion
Professional Edition
Entesprize Edition
Global E diion

< Back | Next > E Cancel I

Figure 8-17. Create SP Database - Global Edition

4. Select Global Edition from the drop-down list and click Next to proceed

with creating a database. o
o 0
Result: The Select Database Server Type window displays as in o3
Figure 8-18. g2a
o«
o
235

= o

Select Database Server Type & IEIIZI g

Secure Perfect Database n

Select the database installation option from the list below aj
#* Global Database Server This option willinstall 4 Global Databaze Server and

Dishributor. SOL Server 2000 must aready be
installed with an instance of SPSAL.

7" Regional Datab: 5 This option wil inslall_th‘_e Regional Databaze Server
e e on alocal client. A Distributor must be sslected from
the list below.

Select Global Database Server:

I |

< Back | Next > Cancel |

Figure 8-18. Select Database Server Type
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5. Select Global Database Server and click Next.

Result: The Create/Convert Database window displays.

6. Enter the SQL Server administrator username and password and click
Next.

Result: A message displays as in Figure 8-19

Convert Database i x|

WARNING! This application is currently operating with an earlier version of Secure Perfect,
Do you wish to convert ko the current version of the Secure Petfect database?

Figure 8-19. Convert Database Warning Dialog

7. Click Yes to indicate that you want to convert your database.

Result: The Convert Database window displays.

Convert Database i =l x|

Convert Secure Perfect Database .
Conversion to the current release of Secure Perfect.

To convert the Secure Perfect databasze: Yerify the versions displayed below, if the
verzions dizplayed are different than the versions that vou require, please cancel the
conversion and refer to the Secure Perfect help files for more details.

Current Secure Perfect Version : 6.0

Required Secure Perfect Version: 6.1

Wiew I ntegrity Fepart

< Back I et | EonvertDatabasel Cancel |

Figure 8-20. Convert Secure Perfect Database Window
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8. Verify that the window displays the current and required versions of
Secure Perfect software.Click Convert Database.

Result: A Regional Database Status window displays as in Figure 8-21.

Regional Database Status E : = Ol x|

The table below shows the status of each of the attached regions. If the
region shows ‘Mot Connected' then there will be problems with the Global
Database corversion. If these ‘Mot Connected' regions are no longer active,
then select OK. to continue, Othenwize select Cancel.

RegionDEMame | ersion | Cannect
» BCTREPL1 ED Connected

Cancel |

Figure 8-21. Regional Database Status

9. Review the status list and verify that all Regional Database Server
computers on your Global Edition system are connected and click OK.

Result: The Convert Database window displays as the conversion
progress begins. A status bar displays the progress. Please wait. This
may take some time. As the size of the database increases and the
number of Regions increase, the time for conversion increases as well.
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10. When the database conversion from SP 6.0 to 6.1 is complete, the
Regional databases have new tables, columns, and triggers. (The
Regional Database Server database has SP 6.0 stored procedures. You
will convert the Regional Database later.)

11. The license application automatically launches. Follow the steps as
detailed in Chapter 10 - Licensing the Secure Perfect System.
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7. Activate Enable Unique & Required Employee
Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:

1. If the Enable unique & required Employee Number check box is
selected and unavailable, all converted Person records have unique
employee numbers. All future Person records must have a unique
employee number before the record can be saved. Proceed to
8. “Upgrade Regional Database Server Computers” on page 8.25.

2. If the Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

3. At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR

*  Set a control that requires all Person records to have an entry in the
Employee number field.

4. Ifyou choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?
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5. Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

6. Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

7. Navigate to the Secure Perfect\Logs\DuplicateEmployeeNumbers.txt
file, consult the list of duplicate or blank employee numbers, locate
those Person records, and assign a unique employee number to each.

8. When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.

9. Ifyou cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee
number cannot be reversed and all newly added Person records must
have a unique employee number.

8. Upgrade Regional Database Server Computers

Now that you have upgraded your Global Database Server computer, you
will need to upgrade all Regional Database Server computers. Refer to
“Upgrading a Global Edition Regional Database Server from SP 6.0 to SP
6.1” on page 8.26.

9. Put Micros Online and Flash Micros with Application
Code

Note: We do not recommend that you connect micros to the Global Database
Server computer.

SP 6.1 software will communicate with micros flashed with 6.x firmware.
All offline badge and alarm transactions will be uploaded to the Server after

Secure Perfect 6.1 Installation Manual 8.25
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the conversion process and stored in the appropriate history table. Allow all
the offline transactions to be processed before flashing micros to the 6.1
firmware to minimize data loss. The duration of time that the upload will
take is dependent on the number of transactions stored and the length of time
that the Server was not communicating with the micros. This might be a few
minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.

Upgrading a Global Edition Regional Database

Server from SP 6.0 to SP 6.1

This scenario assumes that your SP 6.1 Global Edition Regional Database
Server database will be using the same computer as your existing SP 6.0
Global Edition Regional Database Server database.

This scenario follows a specific sequence of steps. FOLLOW THESE
STEPS IN THE ORDER PRESENTED BELOW. Each one of these

steps is explained in more detail in the sections that follow. To upgrade
using the same computer:

“Before You Begin” on page 8.27
1. Note all Secure Perfect Operator Passwords (page 8.27)

2. Stop Secure Perfect Services on the SP 6.0 Regional Database Server
Computer (page 8.27)

3. Back Up Entire Secure Perfect Folder (page 8.28)

4. Back Up Secure Perfect 6.0 Regional Databases Using Microsoft SQL
Server Enterprise Manager (page 8.28)

5. OPTIONAL: Run Database Maintenance Plan Wizard (page 8.29)
6. Install Secure Perfect 6.1 and License Your System (page 8.30)

7. Activate Enable Unique & Required Employee Number (page 8.33)

8.26
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8. Upgrade Additional Client Computers to Each Regional Database
Server Computer (page 8.35)

9. Put Micros Online and Flash Micros with Application Code (page 8.35)

Before You Begin

Before you upgrade Secure Perfect, make sure that:

+  All Regional Database Servers and all clients to the Regional Database
Server computers are logged off and client services are stopped at the
Region.

*  All Secure Perfect applications, such as DiagView, are closed at the
Region.
1. Note all Secure Perfect Operator Passwords

Secure Perfect operator login passwords are case sensitive in SP 6.0. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.

2. Stop Secure Perfect Services on the SP 6.0 Regional
Database Server Computer

The Secure Perfect services run regardless of whether anyone is logged into
Windows or SP 6.0 as long as the services are set for automatic startup. In
other words, if the computer is turned on, then the services are running.

To continue this upgrade, the services must be stopped on any SP 6.0
Regional Database Server computers.

» To stop services on the 6.0 Server computer and all clients:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.
2. Locate the three Secure Perfect services:

Secure Perfect Diagnostics

Secure Perfect 6.1 Installation Manual 8.27
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Secure Perfect Manager
Secure Perfect System Manager

You will need to scroll down.

3. Ifthe Status columns are blank, then the services are not running and do
not need to be stopped. Skip to Step 5.

If the Status columns display Started, then the services are running and
need to be stopped.

4. Select Secure Perfect Diagnostics service and click Stop. Stopping the
Diagnostic service will stop the Manager and System Manager
services as well, if Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
5. If the Secure Perfect API service is running, stop that service now.

6. Exit the Services application.

3. Back Up Entire Secure Perfect Folder

Everything in your existing SP 6.0 Secure Perfect folder EXCEPT the
Database folder should be backed up. This includes the Designs, Graphics,
Images, and Signature folders. Use any backup program you want. You
should back up to an external media device such as a tape, zipdisk, CD,
or a network folder. Back up the Database folder using the Backup and
Restore Maintenance Utility or Microsoft Enterprise Manager. Verify
that your backups work correctly.

4. Back Up Secure Perfect 6.0 Regional Databases
Using Microsoft SQL Server Enterprise Manager

Refer to Chapter 14 - Backing Up and Restoring Data to an Enterprise
Server.

Note: Your backup should include the following Secure Perfect databases:

master
msdb
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SecurePerfect
SecurePerfectArchive
SecurePerfectHistory

5. OPTIONAL: Run Database Maintenance Plan Wizard

On your SP 6.0 Regional Database Server computer, if the integrity of your
database becomes questionable, you can run the Database Maintenance
Plan Wizard, which will attempt to correct any suspect data and shrink the
size of your database.

» To run the Database Maintenance Plan Wizard:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. Click Microsoft SQL Servers.
3. Click SQL Server Group.
4. Click the name of your server.

5. Click Databases.
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7. Select a database, then right-click.

8. Select All Tasks on the shortcut menu, then Maintenance Plan.

Result: The Database Maintenance Plan Wizard displays.
9. Click Next.

10. Select specific databases from the list on the Select databases for
which to create the maintenance plan. Click Next.

11. Select Update Data Optimization Information options. Click Next.

12. Select Check database integrity options choices. Click Next.
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13. Select the where and when options on the Specify the Database
Backup Plan window. Click Next.

14. Select the where and when options on the Specify Backup Disk
Directory. Click Next.

15. Select the where and when options on the Specify the Transaction Log
Backup Plan window. Click Next.

16. Select the where and when options on the Reports to Generate
window. Click Next.

17. Specify how you want to store the maintenance plan records on the
Maintenance Plan History window. Click Next.

18. When Completing the Database Maintenance Plan Wizard window
displays, review your selections by scrolling through the list. Click
Finish if you are satisfied with the selections you have made.

19. Exit the application.

20. Ifyou elected to run the database maintenance plan wizard, a backup of
the database files would be appropriate at this time. Refer to instructions
in step 4. “Back Up Secure Perfect 6.0 Regional Databases Using
Microsoft SQL Server Enterprise Manager” on page 8.28.

6. Install Secure Perfect 6.1 and License Your System

» To install the Secure Perfect 6.1 application:

1. You MUST be logged in as the local administrator user. If not, log off
and log back on as a user with these permissions.

2. Follow the instructions as listed in Chapter 7: “Installing Secure Perfect
6.1 Global Edition: Regional Database Server” on page 7.1. Review the
exceptions in Step 3.

« If SQL Server 2000 Service Pack 3a is not installed, the service
pack installation will automatically run.

*  When the message Secure Perfect 6.1 has been successfully
installed displays, click OK.
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3. The ‘Create SP Database’ utility automatically launches. If the
conversion program does not launch, click Start, Programs, Secure
Perfect, and then Create SP Database.

Result: A Select Secure Perfect Edition window displays, as in
Figure 8-22.

@@SEIE([ Secure Perfect Edition : ]

Secure Perfect Database
Inftislize the database cresteliconvert. @j

Select Secure Perfect E dition: iGlobal E ditiong =
e Edition

Professional Edition

Enkesprise Edition
Global Edition

< Back Next > Cancel |

Figure 8-22. Create SP Database - Global Edition

4. Select Global Edition from the drop-down list and click Next to proceed
with creating a database.
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Result: The Select Database Server Type window displays as in
Figure 8-23 on page 8.32.
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"}g?;Selact Database Server Type =10l x|

Secure Perfect Database
Select the database installation option from the list belowy. Qg

This option will install a Global Database Server and
Distributor. SOL Server 2000 must already be
installed with an instance of 5 .

" Global Database Server

This option will install the Regional Database Server
on alocal client. & Distributor must be selected from
the list below.

(* Regional Database Server

Select Global Database Server:

IGLOBALDBSERVER\SPSQL |

< Back | Next > | Cancel |

Figure 8-23. Select Database Server Type

5. Select Regional Database Server and enter the name of the Global
Database Server and SQL instance. Click -/ to browse on the network
domain for the appropriate Server. Click Next.

Result: The Create/Convert Database window displays.

6. Enter the SQL Server administrator username and password for the
Regional Database Server and the Global Database Server. Click Next.

Result: A message displays as in Figure 8-24.

Convert Database x|

WARNING! This application is currently operating with an earlier version of Secure Perfect,
Do you wish bo convert to the current version of the Secure Perfect database?

Figure 8-24. Convert Database Warning Dialog

7. Click Yes to indicate that you want to convert your database.

Result: The Convert Database window displays.
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8. Verify that the window displays the current and required versions of
Secure Perfect software. If the versions displayed are different than the
versions that you require, select the required versions from the drop-
down lists. Click Convert Database.

Result: The Convert Database window displays as the conversion
progress begins. A status bar displays the progress. Please wait. This
may take some time.

9.  When the database conversion from SP 6.0 to 6.1 is complete, the
Regional databases have been converted.

10. The license application automatically launches. Follow the steps as
detailed in Chapter 10 - Licensing the Secure Perfect System.

7. Activate Enable Unique & Required Employee
Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:

1. Ifthe Enable unique & required Employee Number check box is
selected and unavailable, all converted Person records have unique
employee numbers. All future Person records must have a unique
employee number before the record can be saved. Proceed to step
8. “Upgrade Additional Client Computers to Each Regional Database
Server Computer” on page 8.35.
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2. Ifthe Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

3. At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR

Secure Perfect 6.1 Installation Manual 8.33



Upgrading a Global Edition Regional Database Server from SP 6.0 to SP 6.1

»  Set a control that requires all Person records to have an entry in the
Employee number field.

4. Ifyou choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?

5. Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

6. Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

7. Navigate to the Secure Perfect\Logs\DuplicateEmployeeNumbers.txt
file, consult the list of duplicate or blank employee numbers, locate
those Person records, and assign a unique employee number to each.

8. When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.

9. If you cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee
number cannot be reversed and all newly added Person records must
have a unique employee number.
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8. Upgrade Additional Client Computers to Each
Regional Database Server Computer

Now that you have upgraded your Regional Database Server computer, you
need to upgrade all client computers. Once you have finished upgrading your
client computers, you will need to identify and flash your micros with
application code.

Refer to “Upgrading Client Computers” on page 16.54.

9. Put Micros Online and Flash Micros with Application
Code

SP 6.1 software will communicate with micros flashed with 6.x firmware.
All offline badge and alarm transactions will be uploaded to the Server after
the conversion process and stored in the appropriate history table. Allow all
the offline transactions to be processed before flashing micros to the 6.1
firmware to minimize data loss. The duration of time that the upload will
take is dependent on the number of transactions stored and the length of time
that the Server was not communicating with the micros. This might be a few
minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.
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Note: The following information is an overview of processes for database
backup. For additional information, refer to Microsoft SOL Books Online.

Remember to back up databases often.

Backing Up the Global Server Databases

Backups should be performed as instructed in Chapter 14 - Backing Up and
Restoring Data to an Enterprise Server.

Note: In addition to the SecurePerfect, SecurePerfectHistory, and
SecurePerfectArchive database, the Global Server has the

Secure Perfect 6.1 Installation Manual 8.35



Restoring Global Edition Databases

SecurePerfectGlobalHistory database. Depending on the timing of the
backup, the SecurePerfectGlobalHistory database may contain little or
nothing. It is advisable to perform a backup on all four databases.

Backing Up the Regional Server Databases

Backups should be performed as instructed, depending on the operating
system you are backing up:

1. Chapter 13 - Backing Up and Restoring Data to a Professional Server

OR

2. Chapter 14 - Backing Up and Restoring Data to an Enterprise Server
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¥ Restoring Global Edition Databases

Note: The following information is an overview of processes for restoring to
a single computer, of the same database. For additional information, refer to
Microsoft SOL Books Online.

It is advisable to restore only one region at a time, including the Global
Database Server. Do not restore two or more regions or a region and a
Global Database Server system at the same time.

Restoring at the Global Database Server

SecurePerfectHistory:

Restore as instructed in Chapter 14 - Backing Up and Restoring Data to
an Enterprise Server.

» Ifthe history database needs to be restored, any data that was
inserted into the history database between the time the backup was
processed and the time of the restore, will need to be
resynchronized with the other Regional databases.

*  The time that this process of synchronization takes to complete is
dependent on the amount of data needed to be synchronized.

» Ifthe backup is more than 14 days old, or the data from different
regions has already been archived, the history will not synchronize
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all data. The data will still be in the Regional Server’s history or
archive databases.

SecurePerfectArchive:

Restore as instructed in Chapter 14 - Backing Up and Restoring Data to
an Enterprise Server. This database does not directly participate in
replication.

SecurePerfect:

Restore as instructed in Chapter 14 - Backing Up and Restoring Data to
an Enterprise Server.

*  Data that was inserted into the database between the time the
backup was processed and the time of the restore, will need to be
resynchronized with the other Regional databases.

*  The time this process of synchronization takes to complete is
dependent on the amount of data needed to be synchronized.

Restoring at the Regional Database Server

SecurePerfectHistory:

Restore as instructed in Chapter 13 - Backing Up and Restoring Data to
a Professional Server or “Backing Up and Restoring Data to an
Enterprise Server” on page 14.1.

+ If the history database needs to be restored, any data that was
inserted into the history database between the time the backup was
processed and the time of the restore, will need to be
resynchronized with the other Regional databases.

*  The time that this process of synchronization takes to complete is
dependent on the amount of data needed to be synchronized.

*  Restoring a backup database that is older than the most recent
archive may cause duplicate data to be inserted at the Global
Server.

SecurePerfectArchive:

Restore as instructed in Chapter 13 - Backing Up and Restoring Data to
a Professional Server or Chapter 14 - Backing Up and Restoring Data to
an Enterprise Server. This database does not directly participate in
replication.
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SecurePerfect:

Restore as instructed in Chapter 13 - Backing Up and Restoring Data to
a Professional Server or Chapter 14 - Backing Up and Restoring Data to
an Enterprise Server.

» Data that was inserted into the database between the time the
backup was processed and the time of the restore, will need to be
resynchronized with the Global and Regional databases.

*  The time this process of synchronization takes to complete is
dependent on the amount of data needed to be synchronized.
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¥ Adding Additional Clients to the Database

Pinging Additional Client Computers

In order to add an additional client computer in the database, you must verify
that the computer can be reached by name.

» To reach the client computer:
1. Click Start, then Run.

2. Type cmd then click OK.

Result: A command prompt window displays.
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3. Type ping <name> where <names> is the name of the client
computer. Press Enter.

C:~>ping BCTBOGOTA
Pinging BCTBOGOTA [3.18.145%.1841 with 32 hytes of data:
Reply from 3.18. ' : bytes=32 time<iBms TTL=128

Reply from 3.18. 5 : bytes=32 time<iBms TTL=128
Reply from 3.18. = : bytes=32 time<iBms TTL=128
Reply from 3.18. = : bytes=32 time<iBms TTL=128

Ping statistics 3.18.145.184:

Packets: Sent = 4, Received = 4, Lost = B <B8» loss)>,
Approximate round trip times in milli-seconds:

MHinimum = Bme. Maximum = Bmsz, Average = Bns

Figure 8-25. Successful Ping to Client Computer

Result: A successful ping reveals the client computer address was
reached. Your window will display similar to Figure 8-25. Proceed to
add the clients to the database. Refer to “Adding Clients to the
Database” on page 8.40.

OR

stem32cmd.exe

Microsoft Windows 2080 [Version 5.8B.21951
(C> Copyright 1985-288@ Hicrosoft Corp.

H:>\>ping hct-creed-passi
Pinging hct—creed-passi [3.18.145.157]1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

uonnolday 3|14

o]
3
o
2}
[
o
=
(@]
]
=4
o
3
o
"

Ping statistics for 3.18.145_157:

Packets: Sent = 4, Received = B, Lost = 4 (1882 loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Oms. Average = Bms

Figure 8-26. Unsuccessful Ping to Server Computer

Result: If the client computer could not be reached, your window will
display similar to Figure 8-26. Verify your network settings as
configured during the operating system setup (“Preparing the Operating
System” on page 3.6 for an Windows 2000 Standard Server or
“Preparing the Operating System” on page 2.4 for a Professional
Server) or contact your network administrator for assistance.
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Note: You cannot proceed until the networking issues are resolved. Contact
your network administrator.

4. Continue with “Adding Clients to the Database” .

Adding Clients to the Database

You need to add all client computers to your Secure Perfect database that
will be in your Secure Perfect system. To do this, log on and start the Secure
Perfect 6.1 application.

» To add clients to the Secure Perfect 6.1 database:

1. When you have installed and licensed the Secure Perfect application for
the first time (this is the First Time License computer), start the Secure
Perfect 6.1 application by double-clicking the Secure Perfect desktop
icon.

»  Typical Installation: The Server computer is the First Time
License computer and you can add clients at the Server computer.

*  Custom Installation: The components required to license may be
stored on two separate computers:

- The File Server stores the Licenselnfo file.

- The First Time License computer stores the Component
Services files.

You must be able to reach the computer(s) for both sources.

2. From the File menu, select Login.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Configure File Log On Add Add'l Finished!
License Services Replication Client
Computers
You are
here!
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3. Log on as secure with a password of master.

4. If client computers have Windows 2000 Professional or Windows XP
Professional installed and if they are on the network, you can access the
Client Form in the Secure Perfect application, and proceed with adding
clients to the database.

Secure Perfect Installation Progress Bar:

InstallSP 6.1 | Obtain/Install Set/Verify Configure File Log On Add Add'l Finished!
License Services Replication Client
Computers
You are
here!

» To access the Client Form:

1. Select Client from the Administration menu.
Result: A new client form is displayed.

2. Click Add from the Secure Perfect main menu.

3. Enter data describing your new client. Refer to Online Help for details
of each individual field.
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Note: If a client computer is currently offline or connected to the network by
a gateway or hub, you may not see that computer. You may need to correct
network issues with the client computer before proceeding. You may also see
computers that cannot be clients since they do not use TCP/IP protocols.

4. Click Save ‘ .

5. Repeat Step 2. on page 8.41, through Step 4. on page 8.41, for all
clients.

6. You can add as many clients as you want. However, only the licensed
maximum number can connect to the server at the same time. Refer to
“About Secure Perfect: License Summary” on page 10.12.
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Uninstalling a Global Edition System

The sequence of uninstalling a Secure Perfect Global Edition system is a
reverse of the installation and enabling process. The following instructions
assume an un-install of all computers in a Global Edition system.

Note: If you are removing a single Region, call GE Customer Support.
» To uninstall Secure Perfect Global Edition:

1. Log off Secure Perfect clients.

2. Close all Secure Perfect applications such as DiagView.

3. You MUST be logged in as administrator user to the domain. If not, log
off and log back on as a user with administrator permissions.

4. Stop all Secure Perfect services. (Secure Perfect Manager, Secure
Perfect System Manager, and Secure Perfect Diagnostics). Refer to
“Secure Perfect 6.1 Services Overview” on page 11.2.

5. OPTIONAL: If you choose, do a backup of your databases. Refer to
Chapter 14 - Backing Up and Restoring Data to an Enterprise Server.
Complete your backups as instructed.

6. OPTIONAL: To disable Dfs services at the Global Database Server
computer, refer to the following. All shared files will remain unless
manually removed.

*  Click Start, Programs, Administrative Tools, then Distributed
File System.

*  Locate and expand the Secure Perfect Dfs Root to display all
Replicas.

» Select a Replica and right-click to display the shortcut menu and
select Replication Policy.

*  When the Replication Policy window opens, select a shared folder
and click Disable.

*  Continue until all shared folders of this Replica are disabled.

»  Exit the Replication Policy window.

8.42
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*  Repeat this process for all Replicas and all shared folders.
+  Exit the Distributed File System window.

To disable Publishing at the Global Database Server:

*  Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

*  Select the SQL Global Server.
*  Select Tools, Replication, then Disable Publishing.

*  From the Disable Publishing and Distribution Wizard, select Yes
to Disable Publishing.

+  Exit Enterprise Manager.
To uninstall the Secure Perfect application, refer to Chapter 15 -

Uninstalling Secure Perfect or Deleting a Database. for further
instructions. Process in this order:

*  Uninstall Secure Perfect client computers to a Regional Database
Server.

*  Uninstall Secure Perfect Regional Database Servers.
*  Uninstall the Secure Perfect Global Database Server.

OPTIONAL: Delete Secure Perfect databases at the Global Database
Server.
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. OPTIONAL: Uninstall File Replication in Distributed File System as
follows:

Note: If you plan to re-install, you do not need to delete this file
structure.

* In Active Directory, Users and Computers, select Action, and
then Advanced Features.

«  Expand to display the folder tree by clicking System, File
Replication System, Dfs Volume, and Replication. Delete all Dfs
links to Secure Perfect.

*  Delete all Replicas.
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Secure Perfect Installation Progress Bar:

Delete the Dfs Root.

11. If you plan to re-install, you can restore a database from your backup.
Refer to Chapter 14 - Backing Up and Restoring Data to an Enterprise
Server for instructions.

¥ What's Next?

1. If you have not already done so, remove the Secure Perfect installation
CD from your CD-ROM drive. You have completed the Global setup.

2. Ifyou have not licensed your system, do so now. Refer to “Licensing the
Secure Perfect System” on page 10.1.

Note: Following configuration of each new client installation, all currently
installed Secure Perfect Global Edition Server computers and client
computers must be rebooted in order to be recognized.

Install SP 6.1 Obtain/Install Set/Verify Configure File Log On Add Add'l Finished!
License Services Replication Client
Computers
You are
here!
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Chapter 9: Installing Secure Perfect 6.1 Software on
Additional Clients

This chapter includes instructions for installation and configuration of
Secure Perfect 6.1 on additional client computers. These computers can
be communication clients for hosting micros and digital video recorders,
and available as Imaging stations. Follow instructions in the order
presented.

5 In this chapter:
Defining Additional Clients” on page 9.2

)

“Pinging the First Time License Computer” on page 9.2

“Prepare to Install: Windows 2000 Professional or XP
Professional Additional Client Computer” on page 9.4

“TYPICAL Installation” on page 9.7

“CUSTOM Installation” on page 9.8

“Licensing the Client Computer” on page 9.13
“Setting Services to Automatic Startup” on page 9.13
“Logging On to Client Computer” on page 9.15
“Viewing Imaging Status” on page 9.17

“Client Folder Structure” on page 9.20

“What's Next?” on page 9.21
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Defining Additional Clients

If you have not already done so, you must add the client computers to the
Secure Perfect 6.1 database before installing the Secure Perfect 6.1 software
on the additional clients. Refer to the appropriate section for your
installation:

eZ/Professional Edition: “Adding Additional Clients to the Database” on
page 4.25.

Enterprise Edition: “Adding Additional Clients to the Database” on page
5.77

Global Edition: “Adding Additional Clients to the Database” on page 8.38

Pinging the First Time License Computer

Verify that you can reach the First Time License computer by computer
name before you install Secure Perfect on additional clients.

*  Typical Installation: The Server computer is the First Time License
computer and you can add clients at the Server computer.

*  Custom Installation: The file components required to license may be
stored on two separate computers:

- The File Server stores the Licenselnfo file.

- The First Time License computer stores the Secure Perfect
Component Services files.

You must be able to reach the computer(s) for both sources.

To communicate with the First Time License computer by computer
name:

1. Click Start, then Run.

2. Type cmd then click OK.

Result: A command prompt window displays.

3. Type ping <servername> where <servernames> is the name of
the First Time License computer. Press Enter.

9.2
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C:N\>ping BCTBOGOTA
Pinging BCTBOGOTA [3.18

Reply from 3.18.145.184: time<{1iBme TTL=128
Reply from 3.18.145.184: time<18ms TTL=128

Reply from 3.18.145.184: time<18ms TTIL=128
Reply from 3.18.145.184: bytes=32 time<18ms TIL=128

Ping statistics for 3.18.145.184:
Packets: Sent = 4. Received = 4. Lost = B <(Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bmsz, Average = Bns

Figure 9-1. Successful Ping to Server Computer

Result: A successful ping reveals the computer address was reached.
Your window should look similar to Figure 9-1. Proceed to install
Secure Perfect on the client computer. Refer to “Prepare to Install:
Windows 2000 Professional or XP Professional Additional Client
Computer” on page 9.4.

OR

Microzoft Windows 2008 [Uersion 5.8B.21951
(C>» Gopyright 1985-2080@ Microsoft Corp.

H:“>ping bhct-creed-passi

Pinging bhct-creed-passi [3.18.145.157] with 32 bytes of data:
timed out.
timed out.

timed out.
timed out.

Ping statistics for 3.18.145.157:

Packets: Sent = 4, Received = B, Lost = 4 (188x loss),
Approximate round trip times in milli-seconds:

Hinimum = Bms, Maxinum = @ns,. fAverage = Bms
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Figure 9-2. Unsuccessful Ping to Server Computer

Result: If the computer could not be reached, your window will display
similar to Figure 9-2. Verify your network settings as configured during
the operating system setup (“Preparing the Operating System” on page
2.4) or contact your network administrator for assistance.

Note: You cannot proceed until the networking issues are resolved.
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Prepare to Install: Windows 2000 Professional or XP
Professional Additional Client Computer

Note: The Secure Perfect application can be successfully installed on a
Windows 2000, 2003, or Advanced Server computer as well, if applicable to
your system configuration.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Enable Imaging Finished!
License Services
You are
here!
If you » To install the Secure Perfect 6.1 application:
purchased this
tem from GE, . ..

;giirr: Prec;r;; ot 1. You MUST be logged in as administrator user to the local computer. If
6.1is installed not, log off and log back on as a user with administrator permissions. (If
for you. Skip to you are logging onto a domain, log off and log on as an administrator to
“Logging On the domain.) This user must also have local administrative privileges.
and Configuring
S Perfect . . .
6elc,.u ; pzrgzc 2. Insert the Secure Perfect 6.1 CD into the CD-ROM drive. If the disk

11.1. does not launch, you must manually start the software. Double-click (or
run) setup.exe.

3. When the Secure Perfect Install window displays, click Install.

Result: A series of windows displays as the listed components install.
Answer the prompts as appropriate and continue. This takes several
minutes.

* .NET Framework

e DirectX 9.0

+ MDAC

*  Windows 2000 Service Pack

*  Windows Installer
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Four components will cause the system to reboot when a new version is
installed.

*  DirectX 9.0
. MDAC
e Windows 2000 Service Pack

*  Windows Installer

Installing Non-English Operating Systems:

During installation of Secure Perfect, the installation process checks
your system for minimum required components. If the following
Microsoft Windows components are not detected, installation is halted:

e .NET Framework Version 1.1 or later

*  DirectX 9.0b End-User Runtime

+  MDAC 2.8 or later

*  Windows 2000 Server with Service Pack 4 or later
*  SQL Server 2000 with Service Pack 3a or later

A popup message displays, informing you that installation will be
cancelled until you install the required software, in the appropriate
language to the operating system you are installing. You cannot
install Secure Perfect until this is accomplished.

If your computer reboots, log on as administrator and installation
continues.

Please wait as the Secure Perfect installation processes updates on your
system. When the latest versions of each component are updated and
identified, Secure Perfect 6.1 installation begins, and the Welcome
window displays. Continue with “When the Secure Perfect software
installation begins:” on page 9.6.

Secure Perfect 6.1 Installation Manual 9.5
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Prepare to Install: Windows 2000 Professional or XP Professional Additional Client Computer

» When the Secure Perfect software installation begins:

Note: A Cancel button displays on every Secure Perfect installation window.
If you click Cancel at any time during the installation, the installation
process stops and your system returns to the state prior to beginning the
installation of Secure Perfect 6.1 software.

1. The Secure Perfect Welcome window displays. Click Next.

2. During installation, provide the appropriate answers to prompts as they
display.

3. When the License Agreement window displays, select I accept the
license agreement.

Selecting Installation Type

» To select a type of installation:

1. Ifyou are installing a Typical configuration, follow the instructions in
“TYPICAL Installation” on page 9.7.

2. Ifyou are installing any of the following, you must choose Custom:

» Ifyou are installing Secure Perfect 6.1 Global Edition.

» Ifyour Secure Perfect Database Server and File Server were
installed on one or more separate computers.

» Ifyou changed the secure password.
» Ifyou installed on a Windows Cluster Server.

Skip to “CUSTOM Installation” on page 9.8.
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Installing Secure Perfect 6.1 Software on Additional Clients

TYPICAL Installation

» If you choose a Typical installation, follow the instructions below:

1. Select the type of installation as Typical. Click Next.

Result: The Install Secure Perfect Client/Server window displays as in

Figure 9-3.
rfec =1
Install Secure Perfect Clisnt/Server 6
Select the Type of Installation 5 ‘c

° Sewer
Server install wil install the Secure Perfect Server on this
computer.

& Client
Client irstall will install the Secure Perfect Client on this computer.

SECIIRE PERFECT SERYER MAME: Enter the computer name

of the Secure Perfect Server for this client or browse for the
Secure Perfect Server on the Windows network.

= &

< Back Nexst > I Canicel |

“Wise Installation Wizard

Figure 9-3. Select Type of Installation - Typical Client

2. At the Install Secure Perfect Client/Server window, select Client. The
Secure Perfect Server Name field is now available. Enter the name of
the Secure Perfect Database Server and File Server for this client
workstation or Browse by clicking the computer icon, for the Server
computer name on the Windows network. (This is the Server computer
you configured in a previous chapter.)

3. Click Next.

Result: The Ready to Install the Application window displays.

4. The default program folder is indicated. You may want to install to
another location. Click Browse to navigate to the program folder of
your choice for placement of Secure Perfect files.

Secure Perfect 6.1 Installation Manual 9.7
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CUSTOM Installation

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

A License Setup, Welcome dialog box displays. Click OK.

Result: The Secure Perfect Setup window displays. You are required to
license this client installation in order for Secure Perfect to function.

Continue with “Licensing the Client Computer” on page 9.13.

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install Set/Verify Log On Enable Imaging Finished!

License Services

You are here!

CUSTOM Installation

Recommended for experienced software installers.

You must select Custom in order to accomplish the following:

Install Global Edition software.

Complete the configuration when the Database Server and File Server
are on one or more separate computers.

Change the secure password.
Note: If you change the default Secure Perfect user password, all

computers must use the identical Secure Perfect replacement user
password.
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Installing Secure Perfect 6.1 Software on Additional Clients

» To select type of installation and continue:

1. Select the type of installation as Custom, as displayed in Figure 9-4.

=10l

Select Installation Type
Select the desired installation type.

-ﬁ
Y

&Y
= Typical
&~ The most common application features will be installed. This option
%g is recommended for most users.
=R
{* Custom
B~ Use this option to choose which application features you want
O installed and where they will be installed. Recommended for
et g advanced users.

wise Installation ‘Wizard

< Back | Mest » I Cancel

Figure 9-4. Select Installation Type - Custom

2. Click Next.

Result: The Installing Global Edition window displays as in Figure 9-5
on page 9.10.
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|§- Secure Perfect 6.1 Setup o ] 5
Installing Global Edition?
If you purchaszed a Secure Perfect Global Edition license, select Wes' Select ‘Mo’ . A
for any other type of Secure Perfect licenze. B

|z this computer part of 8 Secure Perfect Global E dition installation’?

* Yes
= HNo

“wize Installation WWizard

< Back I Mext » I Cancel |

Figure 9-5. Installing Global Edition Election Window

3. Select Yes, this computer is part of a Secure Perfect Global Edition

installation and click Next.

Result: The Install Secure Perfect Professional Client/Server window
displays as in Figure 9-6.

m!é Secure Perfect 6.1 Setup _ i .ﬁ‘ ‘ _;V : o [ B3
Install Secure Perfect Professional Client/Server a
Select the Type of Installation 3 4
RN
 Semwer

Server inztall wil install the Secure Perfect Server on this
computer.

DATABASE SERVER: Enter the SOL Server Instance name of
the Secure Perfect D atabase and the computer name of the
Secue Perfect File Server for this client or browse on the
windows netwark.

Database Server I j

Filz Server I Browse |
< Back | Nest > I Cancel |

“wize |nstallation Wizard

Figure 9-6. Custom Windows 2000 or Windows XP Professional Client
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Select Client.

Result: The Database Server ficld is now available. Enter the name of
the Secure Perfect Database Server and SPSQL instance or select from
the drop-down list of available Server computers for this client.

Enter the File Server for this client or Browse for the File Server name
on the Windows network. (These are the Server computers you
configured in the previous chapters.)

Click Next.

Result: The Change the ‘Secure’ Password window displays as in
Figure 9-7.

4 =101 =]
Change the "Secure” password -
Change the password for the Windows Logon USERID 'S ecure’

The Secure Perfect inztallation creates a new Windows USERID called 'Secure’. By default,
the paszward iz master. |f your Windows network has security policies that enforce rules far
password creation, you may want to change the 'Secure’ uzer password. If you are unsure,
ask your Systen Administrator

% Use Default Password

" Change Password

Mew Password I xxxxxx

Fepeat Mew Pagsword I xxxxxx

Wise |nstallation *Wizard

< Back I Mest > I Cancel
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Figure 9-7. Change the Secure Password Window

The Secure Perfect installation creates a new Windows User ID called
secure. By default, the password is master. If your Windows network
has security policies that enforce rules for password creation, you may
need to change the secure user password. If you are unsure, ask your
system administrator. Select one of the following:
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CUSTOM Installation

10.

11.

12.

13.

*  Use Default Password
*  Change Password

Enter your new password and then enter a second time.

Note: This password must be the same for all computers in the Secure
Perfect system.

Click Next.

Result: The Ready to Install the Application window displays.

The default Destination Folder is indicated. You may want to install to
another location. Click Browse to navigate to another program folder
for placement of Secure Perfect files.

Click Next to continue.

Result: Secure Perfect 6.1 copies system files, updates the system
configuration, and displays the Secure Perfect icon on your desktop.
This may take a few minutes.

When the Secure Perfect 6.1 has been successfully installed window
displays, click Finish.

Remove the Secure Perfect CD from the CD-ROM drive.

Continue with “Licensing the Client Computer” on page 9.13.

Secure Perfect Installation Progress Bar:

Install SP 6.1

Obtain/Install Set/Verify Log On Enable Imaging Finished!

License Services

You are here!
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Licensing the Client Computer

1. Typically, you are configuring computers that are running additional
Secure Perfect client applications. The reminder to license is placed at
this point to maintain the proper sequence in completing the installation.
At this time, proceed to Chapter 10 - Licensing the Secure Perfect
System.

Important! Reminder: When the licensing sequence is complete, return to this step and
continue the installation.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Enable Imaging Finished!
License Services

You are here!

Setting Services to Automatic Startup

Note: At this point in the installation, the Secure Perfect services are
stopped.

Now, you will need to change the startup method of the Secure Perfect
Diagnostics, Secure Perfect Manager, and Secure Perfect System
Manager services to automatic. This means every time the computer starts,
the Secure Perfect 6.1 services start.
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» To set the startup method of Secure Perfect Services:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Component Services.

Result: The Component Services window displays.
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Setting Services to Automatic Startup

2. Expand the services and scroll down.

3. Select Secure Perfect Diagnostics.

fi Console Root'Services (Local) o ] ]
| action  view Hc::-b| |\@H P oE I
Tree I Services (Local)
CI Console Root Mame  /# | Description | Skatus | Startup Ty +
Companent Services %Removable Storage Manages r...  Starked Autornatic
Event Viewer {Local) %Routing and Remate Access Offers rout,.. Disabled
al) %Run.ﬁs Service Enables st...  Started Automatic
%EE[LWE Perfect API Service Manual
%Secure Perfect Diagnastics Automatic

%Secure Perfect Manager
%Secure Perfect Syskem Manager
%Seturity Accounts Manager

Aukomatic
Aukomatic
Started Aukomatic

Server Started Audtornatic
%Smart Card Manual
%Smart Card Helper Provides s... Manual
%SMS Client Service Started Automatic

SMS Hard I Eory A :

s Harduare Invertary g"( The Secure Perfect services are blank. )

SMS Remate Control Agent
%SQLAgenti;SPSQL Started Autormatic  *
| | 3

Figure 9-8. Secure Perfect Component Services
4. The status will be blank, indicating that the service is not running.

5. Right-click and select Properties. In the Startup type field, select
Automatic.

6. Click Apply, then OK to close the window.

7. Repeat steps 3 through 5 for the Secure Perfect Manager service and
the Secure Perfect System Manager service.

8. Close all windows and applications.
9. Restart the Secure Perfect client computer.

» To set the start of Secure Perfect API Service:

Secure Perfect API Service is used when an external system is sending or
receiving transactions by way of Application Program Interface to Secure
Perfect. Do not start this service or change the settings unless you are using
the API option in Secure Perfect 6.1 and have been previously licensed.
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» Ifyou ever need to restart Secure Perfect services manually, follow these
steps:

1. You will need to manually start the Secure Perfect services in this order:

*  Secure Perfect Diagnostic
*  Secure Perfect System Manager

*  Secure Perfect Manager
2. Right-click each service and click Start on the shortcut menu. Allow
sufficient time for the first service to start before proceeding to the next

service.

3. Exit the window.

Global Edition Client Installations

When this additional client is part of a Secure Perfect Global Edition, in
order for the new client to be recognized, all currently installed Global
Edition Server computers and client computers must be rebooted.

What's Next?

Proceed to “Logging On to Client Computer”

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Enable Imaging Finished!
License Services

You are here!

Logging On to Client Computer

Note: Reboot the client computer at this time if you have not already
done so.

Secure Perfect 6.1 Installation Manual 9.15
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Logging On to Client Computer

During installation of the Secure Perfect 6.1 software, a default local

Windows user is created. You will need to log on to the client computer as a
user that is part of the SPAdmin local group. By default, a user secure with
the password master was created for you and added to the SPAdmin group.

If the services are started, you are now ready to open the Secure Perfect 6.1
application. Refer to “Setting Services to Automatic Startup” on page 9.13 to
verify if Secure Perfect Services are started.

» To access Secure Perfect after installation:

1. To access Secure Perfect from your desktop icon, double-click:

B

Secure Perfect

2. As an alternative, access Secure Perfect from the Start menu. Click
Start, Programs, then Secure Perfect. The Secure Perfect menu
displays:

'ltz Driagroskic Wigwer
@ Secure Perfect
'[&'9] 5P License

The options are as follows:

* Diagnostic Viewer

Refer to the document, Diagnostics and Troubleshooting, on the
Documentation CD shipped with your Secure Perfect system, for
details of this option.

¢ Secure Perfect

Refer to Chapter 11 - Logging On and Configuring Secure Perfect
6.1.

¢ SP License

Refer to“Second and Any Additional Client Licenses” on page
10.9.
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Installing Secure Perfect 6.1 Software on Additional Clients

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Enable Imaging Finished!
License Services

You are here!

Viewing Imaging Status

» To verify whether you currently have Imaging capabilities:

1. Log on to Secure Perfect. In Secure Perfect, select the Client Monitor
icon from the main Secure Perfect toolbar to display the Client
Monitor Form. The number of Imaging licenses purchased with your
system displays in a lower section of the form.

Note: Keep in mind that Imaging installs on all computers in your Secure
Perfect system. Your Secure Perfect 6.1 license controls the number of
Imaging stations active at the same time.

2. Select a client computer from the list displayed, then right-click to
display the shortcut menu.

3. Select Client Form from the shortcut menu.

Result: The Client Form opens, displaying the record for the selected
client.

4. Select Imaging Status as Enabled and click Save.

Result: The photo ID badging system is now enabled for use at this
station.

Windows 2000 Imaging Login Setup

If the operator that is running Secure Perfect 6.1 and Imaging system is not a
member of the local Administrator’s group, you MUST add the Power Users

Secure Perfect 6.1 Installation Manual 9.17
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Viewing Imaging Status

group to this account. The operator login should belong to at least the

following local groups:

Users

*  Power Users

*  SPAdmin

These groups grant the Windows user access to the Imaging system registry

keys and file system.

» To add an operator to user groups:

1. Click Start, Settings, Control Panel, Administrative Tools, then

Computer Management.

2. Select Local Users and Groups, then Users.

Result: Your window should look similar to Figure 9-9.

LI Computer Management

=loix|
| action view |Jc:-o||||§ |
Tree | Hame, | Full ame | Destription |
=), Computer Managsmert (Lorsl) Eidministrator Buit-in acoun for administering the compterjdomain
1l System Taols et

Event Viewer
‘F System Information
&% Performance Logs and Alerts
Shared Falders
Device Manager
) # Local Users and Groups
429 Users
2 Groups
=8 Storage
(22 pisk Management
K Disk Defragmenter
=3 Logical Drives
@ Removable Storage
18 Services and Applications

[E < Eoemed secure
QSQLAgentCm..‘ SCLAgentCmdExec

Built-in account For guest access ko the computer fdomain
Secure Perfect Default User
SGL Server Agent CmdExec Job Step Account

Figure 9-9. Windows 2000 or Windows XP Professional Imaging Login Setup

3.

Double-click the user login Name to which you are adding access to
login groups.

Result: The user Properties window displays.

Select the Member Of tab, then click Add.

9.18
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5. When the Select Groups window displays, select those groups from the
list of Names to which you are adding the user login, click Add, then
click OK.

Result: The window should look similar to Figure 9-10. The operator
running the Secure Perfect 6.1 and Imaging systems is a member of the
groups listed.

ewa Properties ﬂll
General Member DF | Prafile I
Member af:
Paower Users
SPAdmin
g Users
( Window displays with Groups added)
Eemaove |
Ok | Cancel | Al |

Figure 9-10. Login Groups - Properties Window

Setting Share Permissions on the Secure Perfect Server
if Using a Domain
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In order for Imaging clients to save badge designs, capture images, and
capture signatures, the Designs, Signature, and Images folders on the Server
computer must include share properties for the SPAdmin group.

The Secure Perfect installation set up the shares for Designs, Signature, and
Images folders under a workgroup environment. If the Secure Perfect system
is part of an existing domain, the user must add global groups to these shares
to allow domain users access to those shares from Secure Perfect client
computers. Global groups that need to be added are those to which Secure
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Client Folder Structure

Perfect operators belong when logging on to the domain. Consult with your
IT Department for instructions to perform this action.

Client Folder Structure

During installation of Secure Perfect 6.1 software, the following folders are
created: Client, English, Graphics, Logs, and Rpt. (If this is a Custom
installation, the Graphics folder is on the File Server.)

Some of the folders are shared. This allows other computers to gain access to
the information stored in these folders, as long as they logged in as an
authorized user.

{:I G&%A Imaging Lkd
The hand =1 GE Interlogix
graphlc B Secure Perfect
indicates -
that the ———p ] Client
folders are S +{_1 English
shared. \Ag Logs

.D Rpk
-] Gnotella

Figure 9-11. Typical Client Folder Structure

Client Folders

» To review a description of the folders in your Secure Perfect directory,
refer to the following:

Client

A shared folder that contains a self-extracting Microsoft utility,
Microsoft Component Checker. This tool checks for compatibility and
consistency of MDAC versions.This folder also contain an
MSDEAdmin utility, used to access the Secure Perfect databases.

English
The files required to display the Secure Perfect 6.1 client software in

English. As more languages are installed, more language-specific
folders display.
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Logs
A shared folder that contains the Secure Perfect 6.1 diagnostic log files.

Rpt
A folder that contains files used by the report engine to create Secure
Perfect reports.

What's Next?

You have completed the client computer setup. Now, proceed to configure
the client parameters. You may want to review Table 1-4, “Steps for Initial
Setup of Secure Perfect 6.1,” on page 1.16.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Enable Imaging Finished!
License Services
You are
here!

Secure Perfect 6.1 Installation Manual 921
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What's Next?

NOTES:
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Chapter 10: Licensing the Secure Perfect System

This chapter details procedures to follow when licensing your new
Secure Perfect system. Follow instructions in the sequence
presented.

REMINDER: Keep in mind that you may have to return to a previous
section of this Manual to continue the installation sequence following the
licensing process.

S In this chapter:
AN “Licensing Capacities” on page 10.2

)

“Licensing Secure Perfect” on page 10.3
“About Secure Perfect: License Summary” on page 10.12

“What's Next?” on page 10.13
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Licensing Capacities

Licensing Capacities

Table 10-1: Secure Perfect 6.1 License Types

Supported
Capacities

Secure Perfect
Server OS

SQL Server 2000
Database

Workstations

Micros

Readers
Alarm Inputs
Aux Outputs
Badges

DVRs
Cameras

Cluster Design

Client Redundancy

Visitor: PassagePoint

Report Commander

*Enterprise
Edition

Win2000/
Win2003
Standard

Standard
Server
+ 25 Clients

256
(PX-2000, Micro/5
Series)

4,096
20,480
16,384
100,000

64
1,024

Yes
Yes
Yes

Yes

*Professional
Edition

Win2000
& WinXP
Professional

MSDE
Server
+ 5 Clients

32
(PX-2000, Micro/5
Series)

256
2,560
2,048
25,000

16
256

No
Yes
Yes

Yes

tez Edition Kit

Win2000
& WinXP
Professional

MSDE

Server

+ 5 Clients

32

(PX-2000 Series)
128

320

256

25,000

128
No
No
Yes

No

*  Licensing for Global Edition is completed at each Region. Refer to the
capacity levels for the applicable edition being installed.

t Upgrading an eZ Edition system to a Professional system is a simple
process: Purchase and apply for a new license key and then enter the new
license key. Refer to page 10.3 and page 10.6.

10.2
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Licensing Secure Perfect

Obtaining the License

You must have a valid GE Customer Support Web site login in order to

enable the licensing program.

Secure Perfect Installation Progress Bar:

Install SP 6.1 Obtain/Install Set/Verify Log On Add Add'l Client Finished!
License Services Computers
You are
here!

» To access the GE security business Web site and license your system:

1. From a Web browser such as Microsoft Internet Explorer or Netscape

Navigator, enter www.ge-security.com.

2. At the GE security business main window, a login box displays as in

Figure 10-1.

CASI Product Line Login

User Hame:

Password:

| @

Hew user registration

Figure 10-1. CASI Business Partner Login

Secure Perfect 6.1 Installation Manual
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Licensing Secure Perfect

» If you ALREADY HAVE a GE security business Customer Support
password:

1.

2.

Type your User Name and Password, and then click Go.

Select Software & Key Registration from the side menu of the
window displayed.

Select Secure Perfect Key Generation from the list of Registered
Products Summary for GE Security.

Result: The Key Generation window displays. Complete all fields by
typing the requested information based on your setup environment and
then click Create key.

» Ifyou DO NOT have a Customer Support password:

1.

2.

Click New user registration.

Result: The Business Partner Registration profile displays.

Complete the required fields of the profile.

Note: Please remember to scroll down and complete all required fields.

3.

Click Submit.

Result: Within 48 hours, you will be notified by e-mail when the
sections of the GE library to which you are allowed access have been
made available to you.

Return to the GE security business Web site.

At the GE security business main window, click the CASI Business
Partner Login icon.

Result: The login box displays as part of the Access Control & Security
Management window.

Type your User Name and Password, and then click Go.

Select Software & Key Registration from the side menu of the
window displayed.

10.4
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Licensing the Secure Perfect System

If you purchased
this system from
GE, the license
key is entered for
you.

10.

Select Secure Perfect Key Generation from the list of Registered
Products Summary for GE Security.

Result: The Key Generation window displays. Complete all fields by
typing the requested information based on your setup environment and
then click Create key.

We recommend that you store your license agreement number in a safe
place, so that if the license key is ever destroyed or corrupted, you can
re-install without having to contact GE Security.

Note: This individual License Key Number can be used three times for
this individual Machine Seed Key number. After three times, you will
need to contact Customer Support at GE for assistance.

The Licensing program is used to enter the license key for Secure
Perfect 6.1. The license key controls the following:

*  Number of client licenses

You can install Secure Perfect on any number of computers. The
license controls the number of client computers connected to the
Server computer at the same time.

e Number of Photo Imaging licenses

You can install Imaging on any number of computers. The license
controls the number of Imaging stations active at the same time.

*  Number of Reader licenses

e Number of DVR licenses

*  Number of API licenses

e Thin Client licenses

«  Expiration date of the license
*  Client Redundancy enabling
*  Visitor license

*  Web Reporting license

e Guard Tour license

Secure Perfect 6.1 Installation Manual 105
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Licensing Secure Perfect

A summary of this information can also be viewed by selecting About
Secure Perfect from the Secure Perfect Help menu. Refer to “About
Secure Perfect: License Summary” on page 10.12.

Entering the License Key

When you have a registered license key, it is time to enter the key in SP
License Setup, at the Secure Perfect Application Server computer.

1. If the license program is not already open, select Start, Programs,
Secure Perfect, then SP License.

Result: A Welcome dialog box displays.

2. Click OK to close the dialog box and display the SP License Setup
window.

3. Continue with the instructions as presented in one of the following
scenarios:

*  “First Time License” on page 10.6.
*  “Running in Demo Mode” on page 10.8.
*  “Second and Any Additional Client Licenses” on page 10.9.

*  “If You Do Not License During the Secure Perfect Installation
Sequence” on page 10.10.

First Time License

This scenario assumes that this is the first computer that has the Secure
Perfect application installed, and this client is licensing during the Secure
Perfect installation sequence:

1. The First Time License check box is selected for you. Do not change.
If it is not selected, please select it now.

2. The Machine Seed Key is displayed for information only and is a read-
only field.

3. Inthe License Key sections, enter the 35-character license key string
obtained through the GE security business Web site. You can type the
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entry into the control dialog boxes OR select, copy, and then paste by
clicking any License Key edit control boxes to paste the entire key.

In the File Server box:

*  The Path for license information file located on the File Server
is a read-only dialog box and displays for information only.

*  The Browse button is enabled and allows selection of a path for
File Server license information, to give the user an opportunity to
log on to the remote computer, if the currently logged in user does
not have permissions for the folder. When you navigate to and find
the Server computer, you must select the LicenseInfo folder to
display the Server name/folder name combination in this dialog
box.

Click Register.

Result: An SQL Server Login window displays.

Enter the password for the SQL Server ‘sa’ user and click OK.
Professional Servers: The initial password will be master and it is set
up for you during the installation of MSDE.

Result: A message displays informing you that the license setup was
successful and Secure Perfect services will be stopped.

Click OK.

Result: The license program exits. The system registers the license key
for this client and the Secure Perfect software is licensed for use. This
process takes several minutes.

Note: The computer in your Secure Perfect system that accesses and
completes the registration for the first time is the license controller
computer. The license key is stored on the File Server computer,
therefore, the license controller computer AND File Server computer
must be online when services are started and the newly licensed client is
brought online for the first time.

If you do not enter a license key, then Secure Perfect will run in Demo
Mode with only limited functionality. Refer to “Running in Demo
Mode” on page 10.8.

Secure Perfect 6.1 Installation Manual 10.7
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Licensing Secure Perfect

9. We recommend that you store your license agreement number in a safe
place, so that if the license key is ever destroyed or corrupted, you can
reinstall without having to contact GE.

Note: A summary of your license displays in the About Secure Perfect
window of Secure Perfect. Refer to “About Secure Perfect: License
Summary” on page 10.12, for additional details.

10. Following the licensing sequence, you MUST return to your installation
sequence. Unless otherwise instructed, you are ready to set services.
Refer to “Setting Services to Automatic Startup,” in the section of this
manual pertaining to the operating system you are installing.

Running in Demo Mode
» If you are licensing your Secure Perfect system for the first time and
click Cancel during the licensing configuration:

When the License Setup window displays during the installation sequence,
the option to Cancel can be selected. Installation of Secure Perfect will
complete and operation of your system will continue in Demo Mode until
you properly license your system. After each hour of login time, the system
will shut down and you will be required to restart Secure Perfect to continue
operations. This sequence will continue indefinitely if you have not properly
licensed your system.

Operation during Demo Mode is limited to the following:
* 1 license controller computer

* 1 additional client computer

* 1 Imaging session

*  4readers

» 1 digital video recorder

* 1 API connection

*  Client Redundancy
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Second and Any Additional Client Licenses

Note: ONLY Windows XP Professional Clients: If the client is part of a
domain, the logon user must be a domain user assigned to the SPAdmin
group on the Server, and not logged on locally as administrator. If you are
logged on locally as administrator, you will not be able to license
successfully because the Licenselnfo folder will not be found.

You MUST license all additional clients in order to operate Secure Perfect.

1. Click OK on the License Setup dialog box, if you have not already
done so.

2. The First Time License check box is open. Ignore and do not select.

3. The Machine Seed Key is displayed for information only and is a read-
only field.

Important! 4. Ignore the License Key section. (This section is disabled and was
completed when First Time License was completed.)

5. The Path for license information file located on the File Server: may
have a default path listed. Verify the path or click Browse to navigate to
the \\<pcname>\Licenselnfo file on the File Server computer. Select and
click the file name. It now displays, in the Path for license information
file located on the File Server:.

6. Click Register.

Result: A message displays informing you that the license setup was
successful and Secure Perfect services will be stopped.

7. Click OK.

Result: The license program exits. The system registers the license key
for this client and the Secure Perfect software is licensed for use.

=
o
o
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8.

Following the licensing sequence, return to your installation sequence.

NOTES:

e Asummary of your license displays in the About Secure Perfect
window of Secure Perfect. Refer to “About Secure Perfect: License
Summary” on page 10.12, for additional details.

e Clients must re-license if the network card has been changed.

< If the license controller computer is re-licensed, ALL clients must
be re-licensed.

If You Do Not License During the Secure Perfect
Installation Sequence

If you do not license during the Secure Perfect installation sequence,
installation will complete and operation of your system will continue in
Demo Mode until you properly license your system. Refer to “Running in
Demo Mode” on page 10.8, for details.

This scenario assumes that this is the first client, and this client is licensing
some time AFTER the Secure Perfect installation sequence:

1.

2.

Select the check box First Time License.

Accept and do not change the License Controller, Machine Seed Key,
as displayed.

In the License Key sections, enter the 35-character license key string
obtained through the GE security business Web site. You can type the
entry into the control dialog boxes OR copy, cut, and click any License
Key control dialog box to paste the entire key.

The Path for license information file located on the File Server is a
read-only dialog box and displays for information only.

The Browse button is enabled and allows selection of File Server
license information path to give the user an opportunity to log on to the
remote computer if the currently logged in user does not have
permissions for the folder.

10.10
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6. Click Register.

Result: The SQL Server Login dialog box displays, as in Figure 10-2.

S0L Server Login

[rata Source: Secure Perfect SEL ak.

[~ Uze Trusted Connectioh Cancel

Login D Isa Help

Pleh )

Bassword: |"’1 Optians =3

This is your previously assigned 'sa’
password, if you have one.

Figure 10-2. SQL Server Login Dialog Box with Data

7. Clear the User Trusted Connection check box, if checked, and enter
Login ID as ‘sa’ and enter sa’s Password. If you purchased your
system from GE, a temporary password of master was assigned. We
recommend that you enter a password of your choice. Click OK.

Result: The license program exits. The system registers the license key
for this client and the Secure Perfect software is licensed for use. A
message displays informing you that the license setup was successful
and Secure Perfect services will be stopped.

8. Following the licensing sequence:

*  You are ready to log on. Refer to “Logging On and Configuring
Secure Perfect 6.1” on page 11.1 for login instructions.

* A summary of your license displays in the About Secure Perfect
window of Secure Perfect. Refer to “About Secure Perfect: License
Summary” on page 10.12, for additional details.

=
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Note: The computer in your Secure Perfect system that accesses and
completes the registration for the first time is the license controller
computer. The license key is stored on the license controller computer;

Secure Perfect 6.1 Installation Manual 10.11



About Secure Perfect: License Summary

therefore, the license controller computer must be online, with Secure
Perfect services running in order to license additional client computers.

9. We recommend that you store your license agreement number in a safe
place, so that if the license key is ever destroyed or corrupted, you can

reinstall without having to contact GE.

About Secure Perfect: License Summary

Following a successful login, the Edition of Secure Perfect installed on your
computer, as well as the Service Pack (if any), and parameters of your
system display in the Secure Perfect application, Help menu, About Secure

Perfect window, similar to the following:

About Secure Perfect

@

Secure Perfect
Edition: £.1 Global Client
Service Pack; 0

Copyright €+ 1998-2004 GE Security
All rights rezerved.

Client Licenze: 10
Fhota Imaging License: 10
Feader License: 256
OWA License: 93
AP Connection License: 3
Thin Client Licenze: 5
E xpiration D ate: Unrestricted
Client Redundancy: Tes
Wisitor Licenze: Yes
Report Commander License: Ve
Guard Tours: Yes

GE Infrastructure - Security

791 Park of Commerce Bled.

BocaRaton, FL 33487

Phone: [561] 398-6100 ~ Fax: [561] 994-6572

Figure 10-3. Help Menu - About Secure Perfect Window

10.12
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What's Next?

Unless otherwise stated in your installation sequence, continue the
installation for your system by selecting one of the following sequences:

OR

Secure Perfect Server Computers:

eZ/Professional Edition: “Setting Services to Automatic Startup”

on page 4.20

Enterprise Edition: “Setting Services to Automatic Startup” on page

5.72

Global Edition Global Database Server: “Setting Services to
Automatic Startup” on page 6.92

Global Edition Regional Database Server: “Setting Services to

Automatic Startup” on page 7.92

Secure Perfect Client Computers:

“Setting Services to Automatic Startup” on page 9.13

Secure Perfect 6.1 Installation Manual
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What's Next?

NOTES:
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Chapter 11: Logging On and Configuring
Secure Perfect 6.1

Once you have installed the Secure Perfect 6.1 software, you will need to
log on to the Server computer and set a few parameters before
beginning to create any micro records or badges. Review “Steps for Initial
Setup of Secure Perfect 6.1” on page 1.16 and “Getting Started” in the
Secure Perfect Online Help for a recommended order of initial setup and
configuration.

5 In this chapter:
= “Secure Perfect 6.1 Services Overview” on page 11.2

“Starting Secure Perfect 6.1 and Logging On” on page 11.4
“Accessing Help” on page 11.6

“Adding Yourself as an Operator in Secure Perfect 6.1" on page
11.7

“Initial Setup of Secure Perfect Records” on page 11.7
“Setting E-mail Accounts” on page 11.7

“Changing the Secure Perfect Server Computer Name” on
page 11.7
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Secure Perfect 6.1 Services Overview

Windows computers use special programs called services. A service is a
process that can automatically start when the system boots and remain
running as a background process independently of anyone being logged in.

All computers running Secure Perfect 6.1 client software use three services:
Secure Perfect Diagnostics, Secure Perfect Manager, and Secure Perfect
System Manager.

*  Secure Perfect Diagnostics controls the diagnostic information log.

»  Secure Perfect Manager controls the communication to and from the
micros and DVRs.

»  Secure Perfect System Manager coordinates the communications of
data between computers and handles Secure Perfect 6.1 licensing.

These services run regardless of whether anyone is logged into Windows or
Secure Perfect 6.1 (unless Auto Shutdown is enabled on the Client Form). In
other words, the computer must be turned on but no one needs to be logged
in.

These services MUST be running in order for connection to the client
computers and for micros to communicate with their Server computer.

If you are going to be using an API interface, your computer will use a
fourth service:

»  Secure Perfect API Service can be started manually at the time you
install an API interface.

» To access the Services form:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services form displays, similar to Figure 11-1 on page 11.3.

112
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Tlil Component Setvices ngﬂ
JEJ Console  Window  Help ‘-lﬂlX”
fan w0 ¢ » [ E@EB[2]r s 1 ® |
Tree I Services {Local)
D Console Roat Mame / Description Status Startup Type | Log On As | ﬂ
: Companent Services g‘;,Ramata Procedure Call (RPC) Locator  Manages ... Manual Localsystem
Event Wiewer (Local) ﬁﬂRemate Registry Service Bllows rem, .. Starked  Automatic Localsystem
§£yRsmn\/ah\s Storage Managesr... Starked  Automatic LacalSystem
*hRuut\ng and Remate Access Offers rout... Disabled Localsystem
‘ﬂgRunns Service Enablesst... Stated  Automatic Localsystem
i Secure Perfect AP] Service Manual LocalSystem
*hsecure Perfect Diagnostics Starked  Automatic Localsystem
fﬂgSecure Perfect Manager Starked  Adtomatic LocalSystem
§§§1Seture Perfect System Manager Started  Automatic LocalSystem
*?ﬁsecurlty Accounts Manager Started Aubomatic Localsystem
et ver . Started  Adtomatic Localsystem
smart Card Manages & Manual LocalSystem
*?ﬁsmart Card Helper Drcuicy Lanal Lol
“saugenysescL ( These are the four Secure Perfect services. )
i System Event Moo
g?ﬁTask Scheduler Enablesa... Started  Automatic LocalSystem
‘ﬂgTCPHP NetBIOS Helper Service: Enablessu... Starked  Automatic LocalSystem
ihTe\aphnny ProvidesT... Started  Manual LacalSystem j
I I

Figure 11-1. Secure Perfect Services - Windows 2000

During your installation sequence, services were set to automatic. Refer to
“Setting Services to Automatic Startup” in the section of this Manual that
pertains to your system setup. Once set to automatic, Secure Perfect 6.1
initializes these services with an automatic startup which means that it starts
as soon as the computer is started. We recommend that you do not change
this setting.

The status will be either Started or blank. If it is blank, then the service is

not running.

Changing the state of services without a good working knowledge of the
services’ purpose can cause the computer to act erratically!

To stop the Secure Perfect services:

1. Shut down all client applications to ensure that any work in progress is
saved.

2. Access the Services form. See “To access the Services form:” on page
11.2.

3. Select Secure Perfect Manager.
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4. Right-click the service and click Stop.

5. Repeat steps 3 and 4 for Secure Perfect System Manager, and then
Secure Perfect Diagnostics.

» To start the Secure Perfect services:

1. Access the Services form. See “To access the Services form:” on page
11.2.

2. Select Secure Perfect Diagnostics.
3. Right-click the service and click Start.

4. Repeat steps 2 and 3 for Secure Perfect System Manager, and then
Secure Perfect Manager.

To verify or troubleshoot the Secure Perfect services problems, look at your
log files.

» To set the Secure Perfect API Service:

Secure Perfect API Service is used when an external system is sending or
receiving transactions by way of Application Program Interface to Secure
Perfect. Do not start this service or change the settings unless you are using
the API option in Secure Perfect 6.1 and have been previously licensed.

Starting Secure Perfect 6.1 and Logging On

» To open the Secure Perfect 6.1 client application.

1. To access Secure Perfect 6.1 from your desktop icon, double-click:

o)

Secure Perfect

2. As an alternative, access Secure Perfect 6.1 from the Start menu. Click
Start, Programs, then Secure Perfect. The Secure Perfect menu
displays. The following options are available:
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Diagnostic Viewer

Refer to the document, Diagnostics and Troubleshooting, on the
Documentation CD shipped with your Secure Perfect system, in
PDF format or Online Help, for details of this option.

Secure Perfect
Select and click this option to open the Secure Perfect application.
SP License

Refer to the licensing section of this manual for instructions to
license your new system.

The following features are available on machines with Typical Server
installed or Custom installation with the Database Server component
installed.

Create SP Database

Select this option if you are creating a database OUTSIDE of the
normal installation sequence. The database creation process is
outlined in the appropriate installation section of this manual for
your operating system.

SP Maintenance Utility

This menu option opens the database backup, restore, and password
utilities.

Install SQL Server 2000 Desktop Edition (MSDE)

This menu option displays only for Windows 2000 Professional
and Windows XP Professional Server systems.

Note: The Client menu is detailed in “Logging On to Client Computer”
on page 9.15.

Select Secure Perfect.

Result: The Secure Perfect 6.1 program starts. The Secure Perfect 6.1
menu bar displays a File and Help menu. Log on to access Secure
Perfect 6.1.
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» To log on to the Secure Perfect 6.1 application:

Defaultlogin ID 1. Select the File menu and then Login.
is secure

dth . .. . .
gg s Swgr dis 2. Enter your login ID and password. If this is a client machine, the Server
master The computer must be installed, configured, and licensed. The Secure
language is Perfect 6.1 services must be running on the Server computer.
English.

3. Click OK.

Note: If logging onto Secure Perfect 6.1 using a client, you MUST have a
valid user name, and password, along with a valid Secure Perfect 6.1 login
ID and password on the Server computer. Those login IDs must be part of
the SPAdmin local group on the Secure Perfect 6.1 Server computer.

Accessing Help

To access the Online Help, select Help Topics from the Secure Perfect 6.1
Help menu.

You do not have to be logged in to access Help.

Help

C@' Help Topics

? Bhout Secure Perfeck, .,

Figure 11-2. Accessing Online Help

Defining Additional User Accounts

Adding additional Windows users is optional but recommended since this
clearly identifies each user in Windows.

Note: If you do choose to add additional users, you must assign them to the
group ‘SPAdmin’ after Secure Perfect is installed.
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Adding Yourself as an Operator in Secure Perfect 6.1

» To add yourself as an operator in Secure Perfect 6.1:
1. When you log on, change the password of the default login ID, secure.

2. Add yourself as an operator in Secure Perfect 6.1. This will allow
Secure Perfect 6.1 to track you and the steps you take in setting up the
system. To add yourself as an operator, select the Administration
menu and then Operator.

For detailed instructions to configure an operator record, refer to the
Secure Perfect 6.1 Administrator’s Manual or the Online Help.

3. Log off and then log on as the new operator.

Initial Setup of Secure Perfect Records

Refer to the table, “Initial Setup of Secure Perfect 6.1 on page 1.16, as a
guideline in setting up your system records. The steps follow a specific
sequence that is suitable for a smooth system configuration.

Setting E-mail Accounts

Configuring e-mail accounts can be accomplished by accessing the
Administration menu, and enabling on the Parameter Form, then Alarm
Notifier form. This capability allows you to notify an e-mail account when
incoming Secure Perfect alarms are received. Refer to the Secure Perfect
Online Help for details of this option.

Changing the Secure Perfect Server Computer Name

This section is provided for changes to the computer name, as applicable to
your configuration:

* Ina Typical installation, to the Database Server computer.
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* In a Custom installation that has the Database Server, File Server, and
Secure Perfect Application installed on the same computer.

For any other scenario, you MUST consult GE Customer Support for
assistance.

Three methods are detailed:
1. In System Properties
2. Using the SPServer.exe utility

3. SQL Server Client Tools (Enterprise-level installations)

Details of each method are included in the following sections.

1. Server Computer Name in System Properties

Note: These instructions assume that you are at the Server computer of a
Typical installation. All database and Server components and the Secure
Perfect application are on the same computer.

If your database and Server components and application are on separate
and different computers, call GE Customer Support for assistance.

» To change the Server computer name on the Identification Changes tab
of your Server Computer System Properties:

Note: You must be at the Database Server computer.

1. Stop Secure Perfect services.

2. Right-click the My Computer icon on your desktop.
3. Select Properties from the context menu.

4. Select the Network Identification tab from the System Properties.
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Click Properties.

Result: The Identification Changes window displays your Computer
Name. Enter the new name of the Server computer. It should consist of
a maximum of 15 alphanumeric characters with no spaces.

Click OK, then Apply. You will be asked to reboot your computer.
Select Yes.

2. Server Computer Name Change using SPServer.exe
Utility

Note: These instructions must be followed on every computer in your Secure
Perfect system, including the Server computer.

» Secure Perfect 6.1 has a utility to assist you in changing your Server
computer name. To change the Server computer name:

1.

Stop Secure Perfect services. If you need assistance, review “Secure
Perfect 6.1 Services Overview” on page 11.2.

Navigate to the Program Files\GE Interlogix\Secure Perfect folder of
your Server computer.

Double-click the SPServer.exe file.

Result: The Secure Perfect Server Name Definition window displays
similar to Figure 11-3 on page 11.10.
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Secure Perfect Server Name Definition . 1[

Your curment Secure Perfect Server is:

SPOLDSERVER

This is your existing
Server computer
hich will be

Flease enter the name of the computer w name.

uzed as the new Secure Perfect Server PC.

ISPNEWSEHVEHI
\ This is your NEW
Server computer

e name

Figure 11-3. Secure Perfect Server Name Definition Window

4. Your EXISTING Server computer name displays as a read-only field.

Ignore this field.
5. Enter the NEW Server computer name in the appropriate field.

6. Click OK.

Result: A Server Name Definition dialog box displays an update
message similar to the following:

Server Mame Definition

Figure 11-4. Server Name Definition Update Message
7. Click OK to close this window.

8. Relicense your Secure Perfect system at this time.

If the computer has NOT changed, just the computer name, you can use

your existing license key provided at the time you purchased your
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10.

system.

If the computer has changed, your system needs to be relicensed with a
NEW license key. Be prepared to obtain a new license from GE. Refer
to “Obtaining the License” on page 10.3.

Click OK.

Proceed to change the Server computer name on all clients in your
Secure Perfect system, repeating the steps beginning with “Server
Computer Name in System Properties” on page 11.8.

REMINDER: Remember to change the client name in the Secure Perfect
application, Client table.

3. Re-Creating a Microsoft SQL Server Registration

» If you have Secure Perfect 6.1 Enterprise installed, you may want to
reconfigure the SQL Server client tools.

1.

2.

Click Start, Programs, MSSQL Server Enterprise Manager.
Select, then right-click SQL Server Group.

Select Delete SQL Server Registration.

Click OK.

Right-click SQL Server Group.

Your SQL Server Enterprise Manager window should look similar to
Figure 11-5 on page 11.12.
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[ Consale Rant % %
=-8] Microsoft SGL Servers

=5 EPLI}S...
dows MT)

Mew 301 Server Group...
Renarme SQL Server Group. ..

About 3L Server Enkerprise Manager.

Viets 3
Mew Window from Here

Delete
Refresh
Expork List. ..

Help

Figure 11-5. SQL Server Enterprise Manager

7.  Select New SQL Server Registration.

Result: A Registered SQL Server Properties window displays as in
Figure 11-6.

Registered SQL Server Properties ﬂ

General |

@ Sewer =]

Connection
% Use Windaws authertication

7 Uze SOL Server authertication

Login M ame: I

Password: |

I | Blways prompt for login name and password

Options
Server Group: Iﬁ SOL Server Group j _I

%) [V Display SOL Server state in console

V' Show system databases and system objects

¥ Automatically start SEL Server when connecting

(14 I Cancel | Help |

Figure 11-6. Registered SQL Server Properties
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8. Click the Server drop-down list to display the list of Server names in
your Secure Perfect network system. Your newly created Server name
should display on this drop-down list. Select your new Server name.

9. Select Use SQL Server Authentication.

Result: The password fields are now available for entry.
10. Enter the ‘sa’ login name and ‘sa’ password.
11. Do NOT change any other selections.

12. Click OK.

Result: The new Server name displays under SQL Server Group in
your SQL Server Enterprise Manager navigation tree similar to
Figure 11-7.

" SOL Server Enterprise Manager - [Console Root'Micro: =10 x|

]nﬁ] Console  Window  Help |;|i|l||

] Action  Wiew  Tools “ &= -b||>< g|@

|3k |8, 06 0 68

Tree: I SOL Server Group 1 Ikem
(1 Consale Root ’%

=] Microsoft SQL Servers

B @ SPNEWSERVEER. . .
. (Windows NT)
SPNEWSERVER) 3PS0L (Windows NT)

Figure 11-7. SQL Server Enterprise Manager Navigation Tree

13. Close the SQL Server Enterprise Manager.
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NOTES:
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Chapter 12: Logging Off and Shutting Down

This chapter details the process of exiting, logging off, or shutting down

Secure Perfect 6.1 and your computer.

In this chapter:
AR )
Z= “Exiting Secure Perfect 6.1” on page 12.2

“Quitting Secure Perfect Application” on page 12.2
“Shutting Down” on page 12.2
“Logging Off of Windows"” on page 12.3

“Automatic Client Shutdown” on page 12.3
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Exiting Secure Perfect 6.1

When exiting Secure Perfect 6.1, you have two options:

* Exit
Exit logs off the operator and shuts down the Secure Perfect 6.1 client
application.

e Log Off

Log off allows an operator to log off and another operator to log on
without exiting the program.

Quitting Secure Perfect Application

You have the option of logging off without shutting down the computer. In
this case, the Secure Perfect services are still running. However, you will not
receive any alarm notifications. To receive these notifications, you need to
have the Secure Perfect 6.1 client application running. If you select the
option to receive notifications on the Client Form, you need to be logged
into the Secure Perfect 6.1 client application. The alarm notification displays
based on the operator’s facility assignment which is evaluated upon login to
the Secure Perfect application.

Shutting Down

» To do a total shutdown of Secure Perfect 6.1 and your computer:
1. Exit the Secure Perfect 6.1 client application by selecting Exit from the
File menu. Enter your password in the Password field of the Exit
window and click OK.
2. From the Desktop, click Start, then Shut Down.

3. From the Shut Down Windows form, select the Shut down option
and click OK.

You can cause serious damage to your computer if
you do not follow the procedure above. In fact, the

122 Secure Perfect 6.1 Installation Manual



Logging Off and Shutting Down

resulting damage may require that you reload all the
software on your computer.

Logging Off of Windows

» To log off:

1.

Exit Secure Perfect 6.1 by selecting Exit from the File menu. Enter your
password in the Password field of the Exit window and click OK.

From the Desktop, click Start, then Shut Down.

From the Shut Down Windows form, select Log off xxxx (where xxxx
is the user name that was used to log on.) Click OK.

Result: This logs off the current user and allows another user to log on.
Keep in mind that the Secure Perfect 6.1 services are still running but
you will not receive any alarm notifications.

Note: Also see “Secure Perfect 6.1 Services Overview” on page 11.2, for
additional information relating to Secure Perfect services.

Automatic Client Shutdown

» Services will automatically shut down if this option is selected on the
Client Form (unless you disable Auto Shutdown on the Parameter
Form) when a client closes the Secure Perfect application and meets all
of the following criteria:

1.

2.

Does not host any micros or DVRs.

Does not have any API connections.

Does not host a Thin Client.

Is not a backup client for or have any backup clients of its own.

Is not a CCTV client.
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6. Does not host a Guard Tour.

The shutting down of a particular client computer designates that license
capacity unused. Now, that license is available for another computer that can
now be designated a Secure Perfect client.
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Chapter 13: Backing Up and Restoring Data
to a Professional Server

This chapter provides information for system administrators to archive,
back up, and restore a Secure Perfect 6.1 Professional system.

5 In this chapter:
N
=N “Overview” on page 13.2

“Professional System Recovery Checklist” on page 13.2
“Backing Up” on page 13.3

“Restoring” on page 13.6
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Overview

Overview

» To define the difference between archiving and backing up:

Archiving creates a copy of the latest history transactions. You will still
need to back up the archive file in order to maintain a copy. Refer to the
Secure Perfect Online Help or the Secure Perfect 6.1 Administrator’s
Manual on the Documentation CD shipped with your Secure Perfect
system, in PDF format, for details of this function.

Backing up creates a copy of selected data, such as the three databases,
and stores it either on the computer or other media, such as tape, zip
disks, CD, or a network folder.

Professional System Recovery Checklist

If your system or hard drive crashes, your database may be determined to be
beyond repair. Follow a sequence of steps to recover your system, as in
“Secure Perfect 6.1 Professional Recovery” .

Secure Perfect 6.1 Professional Recovery

» To assist you in recovering your Secure Perfect 6.1 Professional system,
refer to this checklist. Complete the steps in the order they are listed
here.

)

Install Windows 2000 Professional or Windows XP Professional
operating system. Install applicable operating system service packs.
(Refer to “Preparing the Operating System” on page 2.4.)

Install Secure Perfect 6.1 software from the CD. (Refer to Chapter 4 -
Installing Secure Perfect 6.1 eZ or Professional Edition Server
Software.)

Restore the three Secure Perfect 6.1 databases from your backup media.
(SecurePerfect, SecurePerfectHistory, and SecurePerfectArchive).
(Refer to appropriate section of this chapter.)
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a

Backing Up

Restore the Images, Signature, Graphics, and Designs folders from your
backup media to the appropriate folders. (Refer to the appropriate
section of this chapter.)

If restoring to a different Server computer with a different server name,
you will need to run a script to reset the database security. (Refer to
“Changing the Secure Perfect Server Computer Name” on page 11.7.
Follow the steps in the order they are listed.)

Run the licensing program, Secure Perfect 6.1 License, and enter your
35-character license key string. (Refer to Chapter 10 - Licensing the

Secure Perfect System.)

Reboot the computer.

A backup is a copy of selected data. You should keep two or more backups
of the Server computer on another computer:

1.

Secure Perfect 6.1 data to include the following:

¢ SecurePerfect Database
Contains configuration data, such as badges and micros.
¢ SecurePerfectHistory Database

Contains current history including badge transactions and operator
history.

e SecurePerfectArchive Database

Contains copies of Secure Perfect 6.1 history data based on archive
period.

e Externals

A shared, empty folder created to store reports created by third
party report generators.

e Designs

Contains the badge design files. The Designs folder is located in the
Secure Perfect folder.
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e Images

Contains the picture files of badge holders. The Images folder is
located in the Secure Perfect folder.

*  Signature

Will only need to be backed up if you have Imaging installed.
Contains the signature files of badge holders. The Signature folder
is located in the Secure Perfect folder.

*  Graphics

Will only need to be backed up if you are using Alarm Graphics.
Contains the alarm graphics maps. The Graphics folder is located in
the Secure Perfect folder.

* Video
A shared folder that contains captured video files.

You should back up this data more often since it changes so frequently.
While your internal policies may dictate your backup requirements, we
recommend that you create a backup at least every week.

2. Entire Secure Perfect 6.1 installation.

The entire Secure Perfect 6.1 folder should be backed up when you first
set up the system and have confirmed that it is working, and any time
you upgrade. It is very important that you also back up the registry
settings. In most backup programs, you will be prompted to back up
these settings.

ALWAYS MAINTAIN A CURRENT BACKUP. If you have any problems
with your system, you are able to restore your backup. This includes your
databases as well as your files.

Backing Up the Entire Secure Perfect Folder

1. Ifyou purchased your system from GE, then your system contains a
CD-RW drive acceptable for backup purposes. It is recommended that
you do a backup of the entire Secure Perfect folder.

2. In Microsoft Windows Explorer, navigate to the Secure Perfect program
folder.

13.4

Secure Perfect 6.1 Installation Manual



Backing Up and Restoring Data to a Professional Server

3.

Copy the Secure Perfect folder to your backup media.

Backing Up Secure Perfect 6.1 Databases

The Secure Perfect 6.1 databases contains configuration data, such as badges
and micros. They should be backed up on a continual basis since the
information may change frequently.

» To back up your Secure Perfect databases:

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after restoring the database files.

1.

2.

Create a folder on your system where the backup files will be stored.

Click Start, Programs, Secure Perfect, then SP Maintenance Utility.

If this utility is not found in the Start menu, then go to the Secure
Perfect directory and double-click the file: Maintenance.exe

Result: A Maintenance window displays.

Click Backup.

Result: A Maintenance - [Backup] destination window displays.

Accept the default Login of ‘sa’ and enter the Password for sa. The
default password assigned for the ‘sa’ user was master.

Navigate to the drive and directory folder on your system where the
backup files will be stored. Double-click to open the Destination folder.

Holding down the left mouse button, drag and drop the destination
folder onto each of the fields:

e SecurePerfect
e SecurePerfectArchive
*  SecurePerfectHistory

Result: The .BAK files in each field will be automatically named, to
include the directory path, file name, date, and time.
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7. If you choose not to back up any of the three databases, clear the check
box at the end of that field. If the check box is selected but no
destination is entered in the database field, backup of that database file
will not occur.

8. Click Backup.

Result: The backup process begins. When backup is complete, a dialog
box displays a message verifying the successful backup of the chosen
databases.

9. Click OK.

10. Exit the Maintenance window.

Backing Up Secure Perfect 6.1 Designs, Graphics,
Images, Signatures, and Videos

1. Backing up creates a copy of selected data. You can use any backup
program you want and any media such as tape, zip disks, CD, or a
network folder. The size of the files in the folder you want to back up
will be a determining factor of which media to use.

2. Ifyou purchased your system from GE, then your system contains a
CD-RW drive acceptable for backup purposes.

3. In Microsoft Explorer, navigate to the Secure Perfect program folder.
Select the Designs, Graphics, Images, Signature, and Video folders.

4. Copy the folders to your backup media.

Restoring

How you restore depends on how you backed up the system. What you
should restore is detailed below.

1. Restoring your SecurePerfectArchive will happen more frequently
than other restores in order to run reports.
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2. Restoring your SecurePerfect database and SecurePerfectHistory
should ONLY be done if you are having problems with your system.

Restoring Databases on the Secure Perfect 6.1 Server

These restore procedures are guidelines only.

» To restore a database backup:
1. Verify that Secure Perfect 6.1 is installed on the destination computer.
2. Stop Secure Perfect 6.1 services.
3. Click Start, Programs, Secure Perfect, then SP Maintenance Utility.

Note: If this utility is not found in the Start menu, then go to the Secure
Perfect directory and double-click the file: Maintenance.exe

Result: A Maintenance window displays.

4. Click Restore.

Result: A Maintenance - [Restore] destination window displays.

5. Accept the default Login of ‘sa’. Enter the ’sa’ password, if applicable.
The default password assigned to the sa user is ‘master.’

Note: Although you cannot change the password here, GE recommends
assigning a unique SQL system administrator password to your database
using the SP Maintenance Utility.

6. Navigate to the drive and directory folder on your system where the
backup files are presently stored. Double-click to open the folder.

7. Holding down the left mouse button, drag and drop from the Backup
Source File window onto each of the fields:

e SecurePerfect
*  SecurePerfectArchive

*  SecurePerfectHistory
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10.

11.

12.

13.

14.

If you choose not to restore any of the three databases, clear the check
box at the end of that field. If the check box is checked, but no
destination is entered, the restoration will not occur.

Click Restore.

Result: The restoration process begins. When restoration is complete, a
dialog box displays a message, verifying the restoration of the chosen
databases.

Click OK.

Exit Restore. The database restoration is complete.

If you are restoring the database from another MSDE installation, you
need to run the utility, Reset Application Password, located in the SP
Maintenance Utility, Database menu.

Relicense your Secure Perfect system.

Start Secure Perfect services.

Restoring Designs, Graphics, Images, Signatures, and

Videos

» To restore the Designs, Graphics, Images, and Signature folders to the
Secure Perfect 6.1 Server computer:

1.

Copy the designs from the backup source into the Designs folder on the
Secure Perfect 6.1 Server computer.

Copy the graphics from the backup source into the Graphics folder on
the Secure Perfect 6.1 Server computer.

Copy the images from the backup source into the Images folder on the
Secure Perfect 6.1 Server computer.

Copy the signatures from the backup source into the Signature folder on
the Secure Perfect 6.1 Server computer.

13.8
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Chapter 14: Backing Up and Restoring Data
to an Enterprise Server

This chapter provides information for system administrators to archive,

back up, and restore the Secure Perfect 6.1 Enterprise system.

5 In this chapter:
N
=N “Overview” on page 14.2

“Enterprise System Recovery Checklist” on page 14.2
“Backing Up” on page 14.3
“Restoring” on page 14.11

“Reclaiming Hard Drive Space” on page 14.19
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Overview

What’s the difference between archiving and backing up?

Archiving creates a copy of the latest history transactions. You will still
need to back up the archive file in order to maintain a copy. Refer to the
Secure Perfect Online Help or the Secure Perfect 6.1 Administrator’s
Manual on CD for details of this function.

Backing up creates a copy of selected data, such as a database or
archive, and stores it either on the computer or on another media, such
as tape, zip disks, CD, or a network folder.

Enterprise System Recovery Checklist

If your system or hard drive crashes, your database may be determined to be
beyond repair. Follow a sequence of steps to recover your system. See
“Secure Perfect 6.1 Enterprise Recovery” on page 14.2.

Secure Perfect 6.1 Enterprise Recovery

» To assist you in recovering your Secure Perfect 6.1 Enterprise system,
refer to this checklist. Complete the steps in the order they are listed
here.

)

Install Windows 2000 or Windows 2003 Server operating
system. Install applicable operating system service packs. (Refer to
“Preparing the Operating System” on page 3.6.)

Install SQL Server 2000. (Refer to “Installing Microsoft SQL Server
2000 on page 3.10.)

Install Secure Perfect 6.1 software from the CD. (Refer to “Installing
Secure Perfect 6.1 Enterprise Edition Server Software” on page 5.1.)

Using SQL Server Enterprise Manager, restore the three Secure Perfect
6.1 databases from your backup media (SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive). (Refer to appropriate
section of this chapter.)
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a

Backing Up

Restore the Images, Signature, Graphics, Designs, and Video folders
from your backup media to the appropriate folders. (Refer to the
appropriate section of this chapter.)

If restoring to a different Server computer with a different server name,
you will need to run a script to reset the database security. Refer to
“Changing the Secure Perfect Server Computer Name” on page 11.7.
Follow the steps in the order they are listed.

Run the licensing program, Secure Perfect 6.1 License, and enter your
35-character license key string. (Refer to “Licensing the Secure Perfect

System” on page 10.1.)

Reboot the computer.

A backup is a copy of selected data. Since Secure Perfect 6.1 does not
contain a backup option, you can use any method you like to back up the
data.

Note: Using SQL Server Enterprise Manager, backups can be scheduled so
that you do not have to remember to back up your databases.

You should keep two backups of the Server computer, as follows:

1.

Secure Perfect 6.1 data to include the following:

e  SecurePerfect Database

Contains configuration data, such as badges and micros. Your
backup will be performed using Microsoft SQL Server 2000
Enterprise Manager. Refer to “Backing Up SP 6.1 SecurePerfect
Database” on page 14.5.

e  SecurePerfectArchive Database

Contains copies of Secure Perfect 6.1 history data based on archive
period. Your backup will be performed using Microsoft SQL
Server 2000 Enterprise Manager. Refer to “Backing Up SP 6.1
SecurePerfectArchive” on page 14.7.
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SecurePerfectHistory Database

Contains current history including badge transactions and operator
history. Your backup will be performed using Microsoft SQL
Server 2000 Enterprise Manager. Refer to “Backing Up SP 6.1
SecurePerfectHistory” on page 14.8.

Externals

A shared empty folder created to store reports created by third party
report generators.

Images

Contains the picture files of badge holders. The Images folder is
located in the Secure Perfect folder.

Signatures

Contains the signature files of badge holders. The Signature folder
is located in the Secure Perfect folder.

Graphics

Will only need to be backed up if you are using Alarm Graphics.
Contains the alarm graphics maps. The Graphics folder is located in
the Secure Perfect folder.

Designs

Will only need to be backed up if you have Imaging installed.
Contains the badge design files. The Designs folder is located in the
Secure Perfect folder.

Video

A shared folder that contains captured video files.

You should back up this data more often since it changes so frequently.
While your internal policies may dictate your backup requirements, we
recommend that you create a backup at least every week.

Entire Secure Perfect 6.1 installation.

The entire Secure Perfect 6.1 folder should be backed up when you first
set up the system and have confirmed that it is working, and any time
you upgrade. It is very important that you also back up the registry
settings. In most backup programs, you will be prompted to back up
these settings.
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Note: ALWAYS MAINTAIN A CURRENT BACKUP. Should you have any
problems with your system, you can always restore your backup. This
includes your database as well as your files.

Backing Up the Entire Secure Perfect Folder

1. Ifyou purchased your system from GE, then your system contains a
CD-RW drive acceptable for backup purposes. It is recommended that
you do a backup of the entire Secure Perfect folder.

2. In Microsoft Windows Explorer, navigate to the Secure Perfect program
folder.

3. Copy the Secure Perfect folder to your backup media.

Backing Up SP 6.1 SecurePerfect Database

The SP 6.1 SecurePerfect database contains configuration data, such as
badges and micros. It should be backed up on a continual basis since the
information may change frequently.

>» Before you back up your SP 6.1 SecurePerfect database:

1. Verify that you have the correct permission level to access the database.
We recommend logging on as Administrator ‘sa’ or whatever the
current Administrator login assigned at installation.

2. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Result: The SQL Server Enterprise Managers opens to display the
Microsoft SQL servers.

3. Navigate to and open the Databases folder. This procedure may take
several minutes.

4. Right-click SecurePerfect.

Result: The shortcut menu displays.

Note: Although there are other methods, we have included the following
steps as a guide to assist you in performing one type of backup.
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» To back up your SP 6.1 SecurePerfect database:

1.

10.

Click All tasks, then Backup database.

Result: The SQL Server Backup dialog box displays.
In the Name field, you can keep the default or choose a different name.
Select the Database - complete option button.

Under the Destination, you can choose either a file name or a device,
such as a tape. (The first time you perform this function, you will be
required to create the device by clicking Add.) We recommend that you
select the device or a file on a network. The two options are Tape or
Disk.

Double-click the file name displayed in the Backup to: list box.

Result: The database name displays in the Edit Backup Destination file
name window.

Edit the file path name as appropriate for the folder that you have
created to receive the database. Do not change the database name. Click
OK.

You may select either Overwrite existing media or Append to
media. The latter option is useful when using a tape that can hold a
large quantity of data. We recommend that you append to the file.

You can schedule the backup by selecting the Schedule check box. The
button with the three dots is now enabled, which allows you to edit the
schedule. We recommend that you refer to the SQL Online Help for
more information.

We recommend that you select the Options tab, then select Verify
backup upon completion option to guarantee that you perform a good
backup.

Click OK to start the backup.

Result: A Backup Progress dialog box will display.
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11.

When the Backup operation has been completed successfully
window displays, click OK.

Backing Up SP 6.1 SecurePerfectArchive

Note: The SP 6.1 SecurePerfectArchive database contains copies of Secure
Perfect 6.1 history data. It should be backed up on a continual basis since
the information will change frequently based on your archive interval set on
the Parameters Form. If the database is TOO LARGE, you may have to back
up directly to electromagnetic storage tape. A tape can hold 20 to 40
gigabytes of storage.

>» Before you begin to back up SP 6.1 SecurePerfectArchive:

1.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Open the Databases folder.

Right-click SecurePerfectArchive to display a shortcut menu.

» To back up SP 6.1 SecurePerfectArchive:

1.

Click All tasks, then Backup database.

Result: The SQL Server Backup dialog box displays.
In the Name field, you can keep the default or choose a different name.
Select Database - complete.

Under the Destination, you can choose either a file name or a device,
such as a tape. If you back up to a file name, you MUST change the
name of the file each time you back up or the file will be
overwritten.

Double-click the file name displayed in the Backup to: list box.

Result: The database name displays in the Edit Backup Destination file
name window.
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10.

11.

Edit the file path name as appropriate for the folder that you have
created to receive the database. Do not change the database name. Click
OK.

You may select either Overwrite existing media or Append to
media. The latter option is useful when using a tape that can hold a
large quantity of data.

You can schedule the backup by clicking the Schedule check box. The
button with the three dots is now enabled. We recommend that you refer
to the SQL Online Help for more information.

We recommend that you select the Options tab, then select Verify
backup upon completion option to guarantee that you perform a good
backup.

Click OK to start the backup.

Result: A Backup Progress dialog box displays.

When the Backup operation has been completed successfully
window displays, click OK.

Note: The backup may take a long time to complete. As the size of your
Secure Perfect 6.1 database increases, the required backup time increases.
If the database is TOO LARGE, you may have to back up directly to
electromagnetic storage tape. A tape can hold 20 to 40 gigabytes of storage.

Backing Up SP 6.1 SecurePerfectHistory

The Secure Perfect 6.1 history database contains current history including
badge transactions, alarm transactions, and operator history. It should be
backed up on a continual basis since the information may change frequently.

1.

» Before you begin to back up SP 6.1 SecurePerfectHistory:

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.
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2.

3.

Open the Databases folder.

Right-click SecurePerfectHistory to display a shortcut menu.

» To back up SP 6.1 SecurePerfectHistory:

1.

10.

Click All tasks, then Backup database.

Result: The SQL Server Backup dialog box displays.
In the Name field, you can keep the default or choose a different name.
Select Database - complete.

Under the Destination, you can choose either a file name or a device,
such as a tape. We recommend that you select the device or a file on a
network. The available options are Tape or Disk.

Double-click the file name displayed in the Backup to: list box.

Result: The database name displays in the Edit Backup Destination file
name window.

Edit the file path name as appropriate for the folder that you have
created to receive the database. Do not change the database name. Click
OK.

You may select either Overwrite existing media or Append to
media. The latter option is useful when using a tape that can hold a
large quantity of data.

You can schedule the backup by clicking the Schedule check box. The
button with the three dots is now enabled, which allows you to edit the
schedule. We recommend that you refer to the SQL Online Help for
more information.

We recommend that you select the Options tab, then select Verify
backup upon completion option to guarantee that you perform a good
backup.

Click OK to start the backup.

Result: A Backup Progress dialog box will display.

Secure Perfect 6.1 Installation Manual 149



Backing Up

11. When the Backup operation has been completed successfully
window displays, click OK.

12. If all backups were created successfully, close the SQL Server
Enterprise Manager.

Backing Up Secure Perfect 6.1 Designs, Graphics,
Images, Signatures, and Videos

Backing up creates a copy of selected data. You can use any backup program
you want and any media such as tape, zip disks, CD, or a network folder.
The size of the files in the folder you want to back up will be a determining
factor of which media to use.

If you purchased your system from GE, then your system contains a tape
drive. Refer to the section below for details on using this tape drive for
backup purposes.

Backing Up the Secure Perfect Folder

If you purchased your system from GE, then your system may contain a tape
drive, depending on when the purchase was made. The instructions for using
this tape drive are listed below.

To back up to the tape drive on the Windows 2000 Server computer:
1. Insert the tape to which you want to back up.

2. Click Start, Programs, Accessories, System Tool, then Backup.

Result: Welcome to Win2000 Backup and Recovery Tools will
display.

3. Click Backup Wizard, then click Next.

4. Inthe What to Back Up window, select the appropriate category of
items to back up, then click Next.

5. Navigate to c:\Program Files\GE Interlogix\Secure Perfect. Select the
folder to back up. Click Next.

Result: The Where to Store the Backup window displays.
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Restoring

Select the Backup media type and Backup media or file name and
click Next.

Result: Completing the Backup Wizard window displays.

Click Finish.

How you restore depends on how you backed up the system. What you
should restore is detailed below.

1.

2.

Restoring your SecurePerfectArchive will happen more frequently
than other restores in order to run reports.

Restoring your SecurePerfect database and SecurePerfectHistory
should ONLY be done if you are having problems with your system.

Restoring Secure Perfect 6.1 SecurePerfect Database

You should restore the SP 6.1 SecurePerfect database backup ONLY if you
have problems with your Secure Perfect 6.1 system and all other attempts to
correct the system have failed.

These restore procedures are guidelines only.

» Before you restore the SP 6.1 SecurePerfect database backup:

1.

Verify that all Secure Perfect 6.1 network clients other than the Server
computer have logged off and that the Secure Perfect 6.1 services are
shut down.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Open the Databases folder.
Select, then right-click SecurePerfect to display the shortcut menu.

From the drop-down menu, select Delete.
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6.

Result: You will be asked to confirm the delete.

Click Yes.

» To restore the SP 6.1 SecurePerfect database backup:

Note: Although there are other ways, our instructions are for one example to
perform a restore.

1. From the Tools menu, select Restore Database.
Result: The Restore database window displays.

2. Inthe Restore as database: field, type SecurePerfect.

3. In the Restore category, select From device.

4. In the Parameters section of the window, click Select Devices.

Result: The Choose Restore Devices window displays.

5. Inthe Restore from area, select Disk and click Add.
Result: The Choose Restore Destination window displays.

6. Select File name, click Browse, and navigate to where the backup file
is stored. When the path and file name display in the File name
window, click OK in the Backup Device Location.

7. Click OK to close the Choose Restore Destination window.

8. Click OK to close the Choose Restore Devices window. Click OK to
begin the restore process.

Result: The Restore Progress dialog displays.

9. Upon completion, you should receive a message stating that the restore
was successful.

10. Click OK.
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Restoring SP 6.1 SecurePerfect Database from Tape
» To restore the SP 6.1 SecurePerfect database from tape:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. From Enterprise Manager, right-click Databases, All tasks, then
Restore database.

3. Enter SecurePerfect or select from the drop-down list
4. At the Restore: category, select the From device option button.

5. Inthe Parameters Devices area, click Select Devices.

Result: The SQL 2000 Choose Restore Devices window displays:

6. Select Tape, then click Add.

Result: The tape drive displays as the default in the Choose Restore
Destination dialog box.

7. On the Restore Database window, Parameters pane, verify that
Restore backup set and Database - complete are selected. Click OK
three times.

If you get an error message or if you have multiple files to restore, click
View Contents. A list of files will display with the contents of the tape.
Select which file or files you want to restore from the list.

If restoring to a different Server computer, you will need to run a script
to reset the database security. Refer to “Changing the Secure Perfect
Server Computer Name” on page 11.7. Follow the steps in the order
they are listed.

Result: An SQL Server Enterprise Manager window will display
stating, Restore of database, ‘Secure Perfect’ completed
successfully. Depending on the size of your database, this can take
from a few minutes to a few hours.
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Restoring SP 6.1 SecurePerfectArchive

You may need to restore backups of your archive more frequently in order to
run reports on that data.

These restoration procedures are guidelines only. Additional detailed
information is located in the literature received with the SQL Server
software and Online Help.

» Before you restore the SP 6.1 SecurePerfectArchive backup:

1.

Verify that all Secure Perfect 6.1 network clients other than the
Enterprise Server computer have logged off and that the Secure Perfect
6.1 services are shut down.

Back up your current archive. See “Backing Up SP 6.1
SecurePerfectArchive” on page 14.7.

We recommend that you select the Options tab, then select Verify
backup upon completion option to guarantee that you perform a good

backup.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Navigate to the Databases folder.

In the Databases folder, right-click SecurePerfectArchive to display
the shortcut menu.

» To restore the SP 6.1 SecurePerfectArchive backup:

1.

Select All tasks, then Restore database.

Result: The SQL Server Manager window displays.The Restore
Database dialog box should be displayed. If not, select it.

In the Restore area, select the Database option.

In the Show backups of database area, select SecurePerfectArchive
from the drop-down list.
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To find the backup file:

If the backup file is located on the hard drive, in the First backup
to restore field, select the backup you would like to restore.

If you are not able to locate the desired backup on the drop-down
list, select From Device, click Select Devices, then Add and
navigate to the backup file.

If the backup file is on another computer in your network, create a
folder on your computer, then move the file to your Secure Perfect
6.1 computer into the newly created folder.

The one file to be restored should look similar to:
c:\Microsoft SQL Server\BACKUP\SecurePerfect Archive-db-
200007140007.BAK

Click OK.

Result: The Restore Progress dialog displays.

Upon completion, a dialog box displays with a message stating the
database was restored successfully.

Click OK.

Restoring SP 6.1 SecurePerfectArchive from Tape

- SQL 2000

» In SQL 2000, to restore the SP 6.1 SecurePerfectArchive from tape:

1.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

From Enterprise Manager, expand Microsoft SQL Servers, then SQL
Server Group, then your specific server, then the Databases folder.

Right-click SecurePerfectArchive. From the shortcut menu, select All

tasks, then Restore database.

Result: The Restore database window displays.

Select from the drop-down list or type in the name of the database you

want to restore.
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5. At the Restore: area, select the From device option button.

6. Inthe Parameters Devices area, click Select Devices.
Result: The Choose Restore Devices window displays.

7. Select Tape, then click Add.

Result: The tape drive displays as the default option in the Choose
Restore Destination dialog box. Verify the accuracy of the tape.

8. Click OK three times.

Note: If you get an error message or if you have multiple files to restore,
click View Contents. A list of files will display with the contents of the
tape. Select which file or files you want to restore from the list.

Result: A Restore Progress window will appear.

9. Click OK.

Result: An SQL Server Enterprise Manager window will display
stating, Restore of database, ‘Secure Perfect Archive’ completed
successfully. Depending on the size of your database, this can take
from a few minutes to a few hours.

Restoring SP 6.1 SecurePerfectHistory
You should restore the Secure Perfect 6.1 history backup ONLY if you have
problems with your Secure Perfect 6.1 system and all other attempts to
correct the system have failed.
Note: These restore procedures are guidelines only.

» Before you begin to restore the SP 6.1 SecurePerfectHistory backup:

1. Perform a backup of your SecurePerfectHistory file.
2. Verify that all Secure Perfect 6.1 network clients and the Enterprise

Server computer have logged off. Shut down the Secure Perfect 6.1
services on the clients and Server computer.
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Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Open the Databases folder. Select, then right-click
SecurePerfectHistory to display the shortcut menu.

From the drop-down menu, select Delete.

Result: You will be asked to confirm the delete.

Click Yes.

To restore the SP 6.1 SecurePerfectHistory backup:

1.

2.

From the Tools menu, select Restore Database.

The Restore database window displays.

In the Restore as database: field, type SecurePerfectHistory.
In the Restore area, select From device.

In the Parameters group box, click Select Devices.

Result: The Choose Restore Devices window displays.

In the Restore from area, select Disk and click Add.

Result: The Choose Restore Destination window displays.

Select File name, click Browse, and navigate to where the backup file
is stored. When the path and file name display in the File name
window, click OK to close the Backup Device Location window.

Click OK to close the Choose Restore Destination window.
We recommend that you select the Options tab, then select Verify

backup upon completion option to guarantee that you perform a good
backup.
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10. Click OK to close the Choose Restore Devices window. Click OK to
begin the restore process.

Result: The Restore Progress dialog displays.

11. Upon completion, you should receive a message stating Restore of
database ‘SecurePerfectHistory’ completed successfully.

12. Click OK.

Restoring SP 6.1 SecurePerfectHistory from Tape
» To restore the SP 6.1 SecurePerfectHistory from tape:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. From Enterprise Manager, right-click Databases, All tasks, then
Restore database.

Result: The SQL 2000 Restore Database window displays.
3. Select or type in the name of the database you want to restore.
4. At the Restore: category, select the From device option button.
5. Inthe Parameters Devices area, click Select Devices.

6. Select Tape, then click Add.

Result: The tape drive displays as the default option in the Choose
Restore Destination dialog box. Verify that it is the appropriate tape.

7. Click OK three times.

Note: If you get an error message or if you have multiple files to restore,
click “View Contents.” An additional window displays, listing the file
content of the tape. Select which file or files you want to restore from the
list, then click OK.

Result: An SQL Server Enterprise Manager window will display
stating, Restore of database, ‘Secure Perfect Archive’ completed
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successfully. Depending on the size of your database, this can take
from a few minutes to a few hours.

Restoring the Secure Perfect Folder

If you purchased your system from GE, then your system may have a tape
drive. The instructions for using this tape drive are listed below.

» To restore from the tape drive on the Server computer:
1. Insert the tape you want to restore.

2. Click Start, Programs, Accessories, System Tools, then Backup.

Result: Welcome to the Win2000 Backup and Recovery Tools
window displays.

3. Click Restore Wizard.

Result: The Restore Wizard window displays.
4. Click Next.

5. In the What to Restore window, select the files to restore, then click
Next. If you are unsure of files in the Secure Perfect 6.1 folder, the files
are listed in “Server Folder Structure” on page 5.74.

6. When prompted, click Finish.

Reclaiming Hard Drive Space

In time, you will notice that the database continues to use more and more
hard drive space. Some of this space can be reclaimed by shrinking the
database.

At times, the amount of space reclaimed may be small; sometimes, the
results may be quite dramatic. The results will vary depending on your setup
and the amount of activity of your system.
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Shrinking the Database

» To set the database to shrink:

1.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

In the Enterprise Manager, expand the Databases folder and click to
select the database you want to shrink: SecurePerfect,
SecurePerfectHistory, or SecurePerfectArchive.

Right-click the selected database file. From the shortcut menu, select
All Tasks, then Shrink Database.

Leave the defaults and click OK. You may want to set up a schedule by
selecting the Schedule check box. If you set up a schedule, make sure
there are no conflicts.

Leave the default settings and click OK.

Result: The process of shrinking the database may take an extended
period of time, depending on the size of the database. The Enterprise
Manager may stop responding. That is not a problem. Your system and
database operations will continue normally.

Other Maintenance Options

SQL Server 2000 Maintenance Plan Wizard

At this point you might want to run the SQL 2000 Maintenance Plan
Wizard to set up scheduled maintenance operations for the three databases.
The following settings are suggested for the SecurePerfect,
SecurePerfectHistory, and SecurePerfectArchive and master databases.

Note: Refer to Microsoft SOL Server Online Help and books for details to
set up a maintenance plan. The following are general guidelines only.

» Before you begin the SQL 2000 Maintenance Plan Wizard:

1.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.
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2.

3.

Navigate to the database on which you want to run maintenance, select,
then right-click to display the shortcut menu.

Select All Tasks, then Maintenance Plan.

» To run the SQL 2000 Maintenance Plan Wizard:

1.

When the Maintenance Plan Wizard displays, select the Reorganize

Data and Index Pages check box. Then select Change free Space Per
Page Percentage to. You may leave the default setting of 10, although

you may need to increase it in the future.

Select Remove Unused space from Database Files check box. You
may accept the defaults, but as the database grows you may need to
change these.

Set your backup schedule by clicking Change.

Click OK, then Next.

Select Check Database integrity, then Attempt to repair any minor

problems. (The default selection is Exclude indexes.) Then select
Perform These Checks Before doing the Backups.

Note: The plan can be scheduled but remember to check if the plan conflicts
with any other job you have set up.

6.

Click Next.

Continue to answer the prompts in the windows of the Database
Maintenance Plan Wizard according to your backup location, media
and strategy. When you have completed the selections on the final
window, click Finish.

Clear TempDB log and Shrink Archive

There are two database maintenance jobs associated with Secure Perfect 6.1.

1.

The Clear TempDB log job empties the TEMPDB log file. TEMPDB
log needs to empty because the badgehistory and alarmhistory
report process creates large temporary tables that consume excessive
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amounts of hard drive space. This job runs every six hours beginning at
12:00 A.M.

2. The Shrink Archive job empties the SecurePerfectArchive log. This is
done to control the size of the SecurePerfectArchive database.

» To adjust or modify an existing job schedule:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. Expand the Servers folder to locate and expand your server folder.

3. Select Management, SQL Server Agent, then Jobs.

Result: A list of jobs displays.

4. Right-click the job you want to modify and select Properties on the
shortcut menu.

Result: The New Job Schedule window displays.
5. Select the Schedules tab and click New Schedule.
6. Rename, then set options.

7. Click OK.
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Chapter 15: Uninstalling Secure Perfect or Deleting a
Database

This chapter outlines instructions for removal of software and deleting a
database.

Q In this chapter:
NN “Uninstalling Secure Perfect 6.1 Software” on page 15.2

“Deleting the Database” on page 15.6

“Removing Microsoft SQL Server 2000 Standard Edition” on
page 15.8

“Removing Microsoft SQL Server Desktop Engine (MSDE) -
Secure Perfect 6.1 Professional” on page 15.9
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Uninstalling Secure Perfect 6.1 Software

Before You Begin

Before you uninstall Secure Perfect, make sure that:

All clients are logged off.
All Secure Perfect applications, such as DiagView, are closed.

All Secure Perfect services are stopped. (Secure Perfect Manager,
Secure Perfect System Manager, and Secure Perfect Diagnostics). Refer
to “Secure Perfect 6.1 Services Overview” on page 11.2.

Uninstalling

» To uninstall Secure Perfect 6.1:

1.

Log on as someone with administrative privileges other than secure,
such as administrator.

Click Start, Settings, Control Panel, then Add/Remove Programs.

From the list of currently installed programs that display, select Secure
Perfect.

Click Change. The Remove button is unavailable.

Result: The Application Maintenance window displays.

Click Next.

Result: An additional uninstall window displays as in Figure 15-1 on
page 15.3.

152

Secure Perfect 6.1 Installation Manual



Uninstalling Secure Perfect or Deleting a Database

i'._% Secure Perfect 6.1 Uninstall =10l

Secure Perfect 6.1 Uninstall

This will remove Secure Perfect 6.1 from your machine. Are you
sure pou want to continue?

Click the Mext button to remove the application.

Click the Cancel buttan ta exit the uninstall process.

< Back | Hext » I Cancel

Figure 15-1. Uninstall Secure Perfect
6. Click Next.

7. Uninstall begins and a status bar indicates the uninstall progress. Once
the uninstall begins, the Cancel button is unavailable.

8. When uninstall is complete, click Finish, then exit the Add/Remove
Programs window and the Control Panel.

The database and log files are NOT removed during the uninstall of Secure
Perfect 6.1 on the Server computer.

» If the uninstall does not proceed (hangs), do the following:

1. Press Ctrl-Alt-Delete.

Result: The Windows Security Dialog displays.
2. Click Task Manager.

3. Atthe Task Manager window, Perform Uninstall will display a status
of Not Responding.
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4. Select the line Perform Uninstall and click End Task.

5. At the next dialog, click End Task again.

Verifying and Cleaning Up after an Uninstall

You may encounter problems while uninstalling from a Server computer.
Sometimes, this results in an incomplete uninstall which means
miscellaneous files are left behind. If you did encounter problems, the
sections that follow detail some troubleshooting steps to assist you in
troubleshooting your uninstall. The first step is to verify that Secure Perfect
uninstalled cleanly. Refer to “Verifying Secure Perfect Uninstalled Cleanly”
on page 15.4.

Verifying Secure Perfect Uninstalled Cleanly

Check the Secure Perfect folder and verify that the Database and Logs
folders are the only items left.

To verify a Secure Perfect uninstall:
1.  Go to Windows Explorer and navigate to your Secure Perfect folder.

2. You should see the Database and Logs folders only. If you see any other
files, select them and click Delete.

3. Next, continue with “Deleting Subkeys from the Registry” .

Deleting Subkeys from the Registry

Using the Registry Editor incorrectly can cause serious problems that may
require you to re-install your operating system. Neither GE nor Microsoft
guarantee that problems resulting from the incorrect use of Registry Editor
can be solved. Use Registry Editor at your own risk!

» To delete the GE Interlogix subkey from the registry:

1. Click Start, then Run.

2. At the Run window, enter: regedit
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9.

Click OK.

Locate the HKEY_LOCAL_MACHINE key.

Double-click the SOFTWARE icon to expand the folder tree.

If you have a GE Interlogix key, select in the Registry, and click

Delete.

+ Ifyou have a problem deleting the GE Interlogix key, you may

need to change the registry permission. Refer to “If you have a GE
Interlogix key and need to change permission for the registry:” .

+ Ifyou do not have a GE Interlogix key, this is an indication that the

deletion proceeded well. Continue with step 8.

Result: You will be asked to confirm the deletion.
Click Yes.
From the main menu, select Registry, then Exit.

Reboot your computer at this time.

If you have a GE Interlogix key and need to change permission for the
registry:

Using the Registry Editor incorrectly can cause serious problems that may
require you to re-install your operating system. Neither GE nor Microsoft

guarantee that problems resulting from the incorrect use of Registry Editor
can be solved. Use Registry Editor at your own risk!

1.

2.

Click Start, then Run.
At the Run window, enter: regedt32
Click OK.

Locate the HKEY_LOCAL_MACHINE key.

Double-click the SOFTWARE icon to expand the folder tree.

Select GE Interlogix.
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Note: If GE Interlogix is not there, do not proceed. Check with your
Information Systems Department.

Windows 2000 Registry Permission Validation

7. From the main menu, select Security, then Permissions.

8. Click Add.

9. At the Select Users or Groups window, locate and select SPAdmin.
10. Click Add.

11. Click OK.

12. Select the Allow inheritable permissions from parent to propagate
to this object check box.

13. In the Permissions portion of the Security window, select Allow for
Full Control. Click Apply, then click OK.

14. Click OK.

15. From the main menu, select Registry, then Exit.

Deleting the Database

The following steps cannot be done if you have already uninstalled
Microsoft SOL Server or Microsoft SOL Server Desktop Engine (MSDE)
software.

Secure Perfect 6.1 Enterprise Server

As we have mentioned earlier, the database is NOT removed when you
uninstall Secure Perfect from the Secure Perfect 6.1 Enterprise Server
computer.

Make a backup of your database BEFORE performing these steps!
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» To delete the database from the Secure Perfect 6.1 Enterprise Server:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. Locate and open the Databases folder. This may take a few minutes.
3. Right-click SecurePerfectHistory to display the shortcut menu.

4. At the menu, select Delete.

5. Right-click SecurePerfectArchive to display the shortcut menu.

6. Select Delete.

7. Right-click SecurePerfect to display the shortcut menu.

8. Select Delete.

9. From the SQL Server Enterprise Manager main menu, select Console,
then Exit.

Secure Perfect 6.1 Professional Server

Make a backup of your database BEFORE performing these steps!

» To delete the database from the Secure Perfect 6.1 Professional Server
computer:

1. Select the Tools menu, Database Utilities, Drop SQL Database
feature of Microsoft Access 2002, if installed. Refer to Microsoft
Access 2002 Online Help for additional information.

OR
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1. Uninstall Microsoft Desktop Engine (MSDE). Refer to “Removing
Microsoft SQL Server Desktop Engine (MSDE) - Secure Perfect 6.1
Professional” on page 15.9.

2. In Windows Explorer, delete all files from the Secure Perfect/
Database folder.

Removing Microsoft SQL Server 2000 Standard Edition

Removing Microsoft SOL Server will delete all Secure Perfect databases.

» If you are required to remove Microsoft SQL Server software due to file
corruption beyond recovery, you will need to perform the following:

1. Stop SQL Server services. Refer to “Setting SQL Server Agent Service
Properties Through Enterprise Manager” on page 3.14.

2. Stop any applications that are currently using SQL Server software.
3. Back up your database files. See “Backing Up” on page 14.3.
» To uninstall Microsoft SQL Server software:

1. Click Start, select Settings, Control Panel, and then Add/Remove
Programs.

2. Onthe Add/Remove Program Properties page, select Microsoft SQL
Server 2000 (SPSQL).

3. Click Change/remove.
4.  You will receive a Confirm File Deletion popup window asking: Do
you want to completely remove the selected application and all of

its components? Click OK.

5. You are returned to the Add/Remove Programs window. Your system
reboots at this time.

158 Secure Perfect 6.1 Installation Manual



Uninstalling Secure Perfect or Deleting a Database

6. Log on and start Windows Explorer. Navigate to the
Program Files\Microsoft SQL Server folder, select, and delete. If it
exists, select the MSSQL$SPSQL folder and delete.

7. Exit Windows Explorer and click Start, then Run. At the Run window,
enter regedit and click OK.

8. In the Registry Editor window, locate and expand the
HKEY LOCAL MACHINE\Software\Microsoft key.

9. Locate, select, and delete the following keys:

Microsoft SQL Server
MSSQLServer

10. Exit Registry Editor.

11. Reboot the Server computer.

Removing Microsoft SQL Server Desktop Engine
(MSDE) - Secure Perfect 6.1 Professional

Note: Removing Microsoft SOL Server Desktop Engine (MSDE) does not
delete Secure Perfect 6.1 databases; however, the database files are not
accessible because the engine to access and control the database will be
removed.

» Before you remove MSDE:
1. Stop any applications that are currently using SQL Server software.

2. Back up your database files using the Maintenance utility. Click Start,
Programs, Secure Perfect, then SP Maintenance Utility.

Note: Secure Perfect 6.1 Professional databases will need to be restored
after the re-install of MSDE.
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» To remove Microsoft SQL Server Desktop Engine (MSDE) software:

1.

2.

Click Start, Settings, Control Panel, then Add/Remove Programs.

Select Microsoft SQL Server 2000 Desktop Engine (SPSQL) from
the Currently Installed Programs list, verify that you want to delete,
and click Remove.

Result: A progress bar displays during the uninstall.

When the uninstall process completes, exit the Control Panel and start
Windows Explorer. Navigate to your hard drive, typically,
C:\Program Files\Microsoft SQL Server folder, select, and delete. If it
exists, select the Microsoft SQL ServerMSSQL$SPSQL folder and
delete.

Exit Windows Explorer and click Start, then Run. At the Run window,
enter regedit and click OK.

Result: Registry Editor opens.

Using the Registry Editor incorrectly can cause serious problems that
may require you to re-install your operating system. Neither GE nor
Microsoft guarantee that problems resulting from the incorrect use of
Registry Editor can be solved. Use Registry Editor at your own risk!

In the Registry Editor window, locate and expand the
HKEY LOCAL MACHINE\Software\Microsoft key.

Locate, select, and delete the following keys:

Microsoft SQL Server
MSSQLServer

Exit Registry Editor.

Reboot the Server computer.
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Chapter 16: Upgrading Your 6.0 System
to Secure Perfect 6.1

This chapter outlines the steps to convert your database and upgrade
your Version 6.0 system to Secure Perfect 6.1.

In this chapter:
“Upgrading Versions Prior to Secure Perfect 6.0” on page 16.2

“Upgrading Secure Perfect Global Edition Computers” on
page 16.2

“Secure Perfect 6.0 to Secure Perfect 6.1 - PROFESSIONAL
SERVERS ONLY” on page 16.2

“Secure Perfect 6.0 to Secure Perfect 6.1 - ENTERPRISE
SERVERS ONLY” on page 16.21

“Secure Perfect 6.0 to Secure Perfect 6.1 - CUSTOM SPLIT
INSTALLATION" on page 16.44

“Upgrading Client Computers” on page 16.54

“Upgrade Configuration Notes - Ensuring Success” on page
16.56
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Upgrading Versions Prior to Secure Perfect 6.0

Note: Upgrading from previous versions earlier than Secure Perfect 6.0 is
NOT covered in this manual.

+ Ifyou are upgrading from Secure Perfect versions earlier than Version
3.1, GE does not provide you with the media. For a nominal fee, GE
provides a service for converting these earlier versions.

» Ifyou are upgrading from versions 3.1, 4.0, or 5.0, you will require a
copy of Secure Perfect Upgrades: Versions 3.1, 4.0, and 5.0 to Secure
Perfect 6.1 to complete your upgrade process. This document is
provided on the Documentation CD shipped with your Secure Perfect
system.

Upgrading Secure Perfect Global Edition Computers

This chapter does not cover upgrading a Secure Perfect Global Edition
Database Server or Regional Database Server. Refer to the appropriate
section for your upgrade:

+  “Upgrading a Global Edition Global Database Server from SP 6.0 to SP
6.1” on page 8.16

+  “Upgrading a Global Edition Regional Database Server from SP 6.0 to
SP 6.1” on page 8.26

*  “Adding Additional Clients to the Database” on page 8.38

Secure Perfect 6.0 to Secure Perfect 6.1 -
PROFESSIONAL SERVERS ONLY

The SP 6.1 Professional Server computer runs on Windows 2000
Professional or Windows XP Professional Server. Client computers can run
on Windows 2000 Professional or Windows XP Professional, in addition to
Windows 2000 Standard or Advanced and Windows 2003 Standard Edition
Server.

162 Secure Perfect 6.1 Installation Manual



Upgrading Your 6.0 System to Secure Perfect 6.1

After you have upgraded the Server computer, you will need to upgrade your
client computers. This will be discussed following the Server upgrade, in
“Upgrading Client Computers” on page 16.54.

You may follow one of two scenarios when converting to SP 6.1:

Note: If your SP 6.1 Server computer will be the same computer as your
existing Secure Perfect system, refer to Scenario 1. Throughout this chapter,
we refer to the new computer as the SP 6.1 Server computer.

Scenario 1: The existing SP 6.0 computer will become the SP 6.1
Server computer.

Scenario 1 begins on page 16.3.
Note: If you plan on using a new or different computer for your SP 6.1

Server, refer to Scenario 2. Throughout this chapter, we refer to the new
computer as the SP 6.1 Server computer.

Scenario 2: The SP 6.1 Server computer will be a different computer
than the existing SP 6.0 computer.

Scenario 2 begins on page 16.10.

Scenario 1 - Same Computer

If your SP 6.1 Server computer will be the same computer as your existing
SP 6.0 system, then follow the instructions in this section.

» This scenario follows a specific sequence of steps. FOLLOW THESE
STEPS IN THE ORDER PRESENTED BELOW. Each one of these

steps is explained in more detail in the sections that follow. To upgrade
using the same computer:

Note: To perform the upgrade, log on as a user with administrative rights,
such as administrator.

Before You Begin (page 16.4)

1. Note all Secure Perfect Operator Passwords (page 16.4)
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2. Stop Secure Perfect Services on Secure Perfect 6.0 (page 16.4)

3. Back Up Secure Perfect Folder (page 16.5)

4. Back Up Secure Perfect 6.0 Databases (page 16.5)

5. Install Secure Perfect 6.1 and License Your System (page 16.7)

6. Activate Enable Unique & Required Employee Number (page 16.8)
7. Upgrade Client Computers (page 16.10)

8. Put Micros Online and Flash Application Code (page 16.10)

Before You Begin

Before you upgrade Secure Perfect, make sure that:
» All clients are logged off and client services are stopped.

»  All Secure Perfect applications, such as DiagView, are closed.

1. Note all Secure Perfect Operator Passwords

Secure Perfect operator login passwords are case sensitive in SP 6.1. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.

2. Stop Secure Perfect Services
on Secure Perfect 6.0

The Secure Perfect services run regardless of whether anyone is logged into
Windows or SP 6.0 as long as the services are set for automatic startup. In
other words, if the computer is turned on, then the services are running.

» To stop services on the SP 6.0 Server computer and all clients:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.
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2. Locate the three Secure Perfect services:

Secure Perfect Diagnostics
Secure Perfect Manager
Secure Perfect System Manager

You will need to scroll down.

«  If'the Status columns are blank, then the services are not running
and do not need to be stopped.

« Ifthe Status columns display Started, then the services are running
and need to be stopped.

3. Select Secure Perfect Diagnostics service and click Stop. Stopping the
Diagnostic service will stop the Manager and System Manager as well if
Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
4. If the Secure Perfect API service is running, stop that service now.

5. Exit the Services application.

3. Back Up Secure Perfect Folder

Everything in your existing SP 6.0 Secure Perfect folder except the Database
folder should be backed up. This includes the Designs, Images, Graphics,
and Signature folders. Use any backup program you want. You should back
up to an external media device such as a tape, zipdisk, CD, or a network
folder. Back up the Database folder using the Backup and Restore
Maintenance Utility which is explained in the next step. Verify that your
backups work correctly. All designs, graphics, images, signatures, and
videos will need to be restored after SP 6.1 is installed.

4. Back Up Secure Perfect 6.0 Databases

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.
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» To back up your Secure Perfect database:

1.

2.

Create a folder on your system where the backup files will be stored.

Click Start, Programs, Secure Perfect, then Backup & Restore SP
Databases.

If this utility is not found in the Start menu, then go to the Secure
Perfect directory and double-click the file: Maintenance.exe

Result: A Maintenance window displays.

Click Backup.

Result: A Maintenance - [Backup] destination window displays.

Accept the default Login of ‘sa’ and enter the Password for sa. If you
have not already done so, we strongly suggest that you assign a unique
password of your choice.

Navigate to the drive and directory folder on your system where the
backup files will be stored. Double-click to open the Destination folder.

Holding down the left mouse button, drag and drop the destination
folder onto each of the fields:

*  SecurePerfect

*  SecurePerfectArchive

*  SecurePerfectHistory

Result: The .BAK files in each field will be automatically named, to

include the directory path, file name, date, and time.

If you choose not to back up any of the three databases, clear the check
box at the end of that field. If the check box is selected but no
destination is entered in the database field, backup of that database file
will not occur.

Click Backup.

Result: The backup process begins. When the backup is complete, a
dialog box displays a message verifying the successful backup of the
chosen databases.

16.6
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9.

Click OK.

10. Exit the Maintenance window.

5. Install Secure Perfect 6.1 and License Your System

» To install the Secure Perfect 6.1 application and license your system:

1.

You MUST be logged in as the local administrator user. If not, log off
and log back on as a user with these permissions.

Follow the instructions as listed in the appropriate Chapter for the
Secure Perfect Edition you are installing. Some items to note:

If SQL Server 2000 Service Pack 3a is not installed, the service
pack installation will automatically run.

Secure Perfect 6.0 is automatically uninstalled. (See steps below.)

The Ready to Install window does not give you choice of
destination folders.

The ‘Create SP Database’ utility automatically launches.

NOTE DURING DATABASE CONVERSION: During a
conversion, if a database already exists:

a. You must select the Secure Perfect edition that you want to
install.

b. You are prompted for your SOL ‘sa’ password. (If you purchased
your Secure Perfect 6.1 system from GE, a temporary password of
master was assigned for you.

c. A warning message displays stating that this application is
currently operating with an earlier version of Secure Perfect. Click
Yes, you want to convert.

d. A window displays your current Secure Perfect version.
Click Convert Database to accept the required version and begin
the database creation.
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»  The license application automatically launches. Follow the steps as
detailed in Chapter 10 - Licensing the Secure Perfect System.

» If the uninstall does not proceed (hangs), follow the instructions below:
1. Click Ctrl-Alt-Delete.
2. The Windows Security dialog displays.
3. Click Task Manager.

4. At the Task Manager window, Install will display a status of Not
Responding.

5. Select the line Uninstall and click End Task.
6. At the next dialog, click End Task again.

7. Once the steps above are completed, follow the instructions in the
sections of this manual listed below:

*  “Verifying and Cleaning Up after an Uninstall” on page 15.4
*  “Verifying Secure Perfect Uninstalled Cleanly” on page 15.4
*  “Deleting Subkeys from the Registry” on page 15.4

*  “Windows 2000 Registry Permission Validation” on page 15.6 (if
applicable)

6. Activate Enable Unique & Required Employee Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:

1. If the Enable unique & required Employee Number check box is
selected and unavailable, all converted Person records have unique
employee numbers. All future Person records must have a unique
employee number before the record can be saved. Proceed to
7. “Upgrade Client Computers” on page 16.10.
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If the Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR

*  Set a control that requires all Person records to have an entry in the
Employee number field.

If you choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?

Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

Navigate to the Secure Perfect\Logs\DuplicateEmployeeNumbers.txt
file, consult the list of duplicate or blank employee numbers, locate
those Person records, and assign a unique employee number to each.

When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.
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9. If you cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee
number cannot be reversed and all newly added Person records must
have a unique employee number.

7. Upgrade Client Computers

Now that you have upgraded your Server computer, you will need to
upgrade all networked client computers (those that are running as client to
the database Server computer.) Refer to “Upgrading Client Computers” on
page 16.54.

Once you have finished upgrading your client computer, you will need to
identify and flash your micros with application code.

8. Put Micros Online and Flash Application Code

Secure Perfect 6.1 software will communicate with micros flashed with 6.x
firmware. All offline badge and alarm transactions will be uploaded to the
Server after the conversion process and stored in the appropriate history
table. Allow all the offline transactions to be processed before flashing
micros to the 6.1 firmware to minimize data loss. The duration of time that
the upload will take is dependent on the number of transactions stored and
the length of time that the Server was not communicating with the micros.
This might be a few minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.

Scenario 2 - Using Two Computers

If your Server computer will be a different computer than your existing
Secure Perfect computer, then follow the instructions in this section.

This scenario follows a specific sequence of steps. FOLLOW THESE
STEPS IN THE ORDER PRESENTED BELOW. Each one of these
steps is explained in more detail in the sections that follow. To upgrade
using a second computer:

16.10
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Before You Begin (page 16.11)

1. Note all Secure Perfect Operator Passwords (page 16.11)

2. Set Up Secure Perfect 6.1 Server (page 16.12)

3. Stop Secure Perfect Services on Secure Perfect 6.0 Server (page 16.12)
4. Back Up Secure Perfect Folder (page 16.13)

5. Back Up Secure Perfect 6.0 Databases on Secure Perfect 6.0 Server
(page 16.14)

6. Restore Secure Perfect 6.0 Databases on Secure Perfect 6.1 Server
(page 16.15)

7.  Run Create SP Database (page 16.16)
8. License Your Secure Perfect 6.1 System (page 16.17)

9. Restore Designs, Graphics, Images, Signatures, and Videos to Secure
Perfect 6.1 Server (page 16.17)

10. Activate Enable Unique & Required Employee Number (page 16.18)
11. Upgrade Client Computers (page 16.19)
12. Put Micros Online and Flash Application Code (page 16.20)

13. Uninstall SP 6.0 from Original Computer (page 16.20)

Before You Begin

Before you upgrade Secure Perfect, make sure that:
*  All clients are logged off and client services are stopped.

*  All Secure Perfect applications, such as DiagView, are closed.

1. Note all Secure Perfect Operator Passwords

Secure Perfect operator login passwords are case sensitive in SP 6.1. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.
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2. Set Up Secure Perfect 6.1 Server

» To set up your Secure Perfect 6.1 Server computer:

1. Since your new SP 6.1 database Server computer will be a different
computer than your current SP 6.0 computer, you will need to set it up
now. This includes setting up:

*  Hardware (such as the monitor, network board, and Digi board, if
one is used)

e Windows 2000 Professional or Windows XP Professional
operating system

2. Install Secure Perfect 6.1. Follow instructions in the appropriate Chapter
for the Secure Perfect Edition you are installing.

3. Return to this point and continue.

3. Stop Secure Perfect Services on Secure Perfect 6.0
Server

The Secure Perfect services run regardless of whether anyone is logged into
Windows or Secure Perfect as long as services are set to automatic startup.
In other words, if the computer is turned on, then the services are running.

To continue this upgrade, the services must be stopped on any SP 6.0
computers.

» To stop services on the 6.0 Server computer and all clients:
1. Set all micros offline in Secure Perfect.

2. Shut down all client applications to ensure that any work in progress is
saved.

3. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.
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4. Locate the three Secure Perfect services:

Secure Perfect Diagnostics
Secure Perfect Manager
Secure Perfect System Manager

You will need to scroll down.

«  If'the Status columns are blank, then the services are not running
and do not need to be stopped.

« Ifthe Status columns display Started, then the services are running
and need to be stopped.

5. Select Secure Perfect Diagnostics service and click Stop. Stopping the
Diagnostic service will stop the Manager and System Manager as well if
Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
6. Ifthe Secure Perfect API service is running, stop that service now.

7. Exit the Services application.

4. Back Up Secure Perfect Folder

Everything in your existing SP 6.0 Secure Perfect folder except the Database
folder should be backed up. This includes the Designs, Graphics, Images,
and Signature folders. Use any backup program you want. You should back
up to an external media device such as a tape, zipdisk, CD, or a network
folder. Back up the Databases using the Backup and Restore
Maintenance Utility which is explained in the next step. Verify that your
backups work correctly. All designs, graphics, images, signatures, and
videos will need to be restored after SP 6.1 is installed.
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5. Back Up Secure Perfect 6.0 Databases on Secure
Perfect 6.0 Server

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.

» To back up the databases:

1.

2.

Create a folder on your system where the backup files will be stored.

Click Start, Programs, Secure Perfect, then Backup & Restore SP
Databases.

If this utility is not found in the Start menu, then go to the Secure
Perfect directory and double-click the file: Maintenance.exe

Result: A Maintenance window displays.

Click Backup.

Result: A Maintenance - [Backup] destination window displays.

Accept the default Login of sa. Enter the ‘sa’ password, if applicable. If
you have not already done so, we strongly suggest that you assign a
unique password of your choice.

Navigate to the drive and directory folder on your system where the
backup files will be stored. Double-click to open the Destination folder.

Holding down the left mouse button, drag and drop the destination
folder onto each of the fields:

*  SecurePerfect

»  SecurePerfectArchive

*  SecurePerfectHistory

Result: The .BAK files in each field will be automatically named, to

include the directory path, file name, date, and time.

If you choose not to back up any of the three databases, clear the check
box at the end of that field. If the check box is selected but no
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destination is entered in the database field, backup of that database file
will not occur.

8. Click Backup.

Result: The backup process begins. When backup is complete, a dialog
box displays a message verifying the successful backup of the chosen
databases.

9. Click OK.

10. Exit the Maintenance window.

6. Restore Secure Perfect 6.0 Databases on
Secure Perfect 6.1 Server

These restore procedures are guidelines only.

Note: When you are restoring the SP 6.0 database, you will replace the
databases that were created during the SP 6.1 installation.

» To restore a SP 6.0 database backup:
1. Verify that Secure Perfect 6.1 is installed on the destination computer.
2. Stop Secure Perfect 6.1 services.

3. Click Start, Programs, Secure Perfect, and then SP Maintenance
Utility.

Result: A Maintenance window displays.
4. Click Restore.

Result: A Maintenance - [Restore] destination window displays.
5. Enter your ‘sa’ password.

6. Navigate to the drive and directory folder on your system where the
backup files are presently stored. Double-click to open the folder.
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10.

Holding down the left mouse button, drag and drop from the Backup
Source File area onto each of the fields:

*  SecurePerfect

*  SecurePerfectArchive

*  SecurePerfectHistory

If you choose not to restore any of the three databases, clear the check

box at the end of that field. If the check box is checked, but no
destination is entered, the restoration will not occur.

Click Restore.

Result: The message Did you turn off the Secure Perfect Services?
displays.

Click Yes.

Result: The restoration process begins. When restoration is complete, a
dialog box displays a message, verifying the restoration of the chosen
databases.

Note: The restoration message includes text advising that you must license
your Secure Perfect 6.1 system.

I1.

12.

Click OK.

Exit Restore. The database restoration is complete.

7. Run Create SP Database

The database Server computer MUST be the computer on which you run the
database conversion.

The ‘Create SP Database’ utility converts the SP 6.0 database format to SP
6.1 database format. During this process, the Database Integrity Tool also
runs. This tool checks the integrity of your database.

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.
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» To run ‘Create SP Database’ on your SP 6.1 Server computer:
1. Click Programs, Secure Perfect, then Create SP Database.

Result: The Select Secure Perfect Edition window displays.

2. Select Professional Edition and click Next.

Result: The Create/Convert Database window displays.
3. Enter your ‘sa’ password.

4. Click Create/Convert Database.

Result: The popup Do you wish to convert to the current version of
Secure Perfect Database? displays.

5. Click Yes to proceed.
Result: The Convert Database window displays.

6. Click Convert Database.

Result: A status bar displays the progress of the conversion. Upon
completion, the message Secure Perfect Database successfully
converted! displays.

7. Click OK.

8. License Your Secure Perfect 6.1 System

At this time, you must license SP 6.1. Follow the steps as detailed in Chapter
10 - Licensing the Secure Perfect System.

9. Restore Designs, Graphics, Images, Signatures, and
Videos to Secure Perfect 6.1 Server

This step moves the SP 6.0 designs, graphics, images, signatures, and videos
to the Secure Perfect 6.1 Server computer. Move only the contents of folders
and not the folders themselves.
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» To restore designs, graphics, images, signatures, and videos:

1.

Copy the designs from the SP 6.0 computer into the Designs folder on
the SP 6.1 Server computer.

Copy the graphics from the SP 6.0 computer into the Graphics folder on
the SP 6.1 Server computer.

Copy the images from the SP 6.0 computer into the Images folder on the
SP 6.1 Server computer.

Copy the signatures from the SP 6.0 computer into the Signature folder
on the SP 6.1 Server computer.

Copy the videos from the SP 6.0 computer into the Video folder on the
SP 6.1 Server computer.

10. Activate Enable Unique & Required Employee
Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:

1.

If the Enable unique & required Employee Number check box is
selected and unavailable, all converted Person records have unique
employee numbers. All future Person records must have a unique
employee number before the record can be saved.-Proceed to

11. “Upgrade Client Computers” on page 16.19.

If the Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR
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*  Set a control that requires all Person records to have an entry in the
Employee number field.

4. Ifyou choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?

5. Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

6. Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

7. Navigate to the Secure Perfect\Logs\DuplicateEmployeeNumbers.txt
file, consult the list of duplicate or blank employee numbers, locate
those Person records, and assign a unique employee number to each.

8. When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.

9. Ifyou cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee

number cannot be reversed and all newly added Person records must
have a unique employee number.

11. Upgrade Client Computers

Now that you have upgraded your Server computer, you will need to
upgrade all networked client computers (those that are running as client to
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the database Server computer.) Refer to “Upgrading Client Computers” on
page 16.54.

Once you have finished upgrading your client computer, you will need to
identify and flash your micros with application code.

12. Put Micros Online and Flash Application Code

Secure Perfect 6.1 software will communicate with micros flashed with 6.x
firmware. All offline badge and alarm transactions will be uploaded to the
Server after the conversion process and stored in the appropriate history
table. Allow all the offline transactions to be processed before flashing
micros to the 6.1 firmware to minimize data loss. The duration of time that
the upload will take is dependent on the number of transactions stored and
the length of time that the Server was not communicating with the micros.
This might be a few minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.

13. Uninstall SP 6.0 from Original Computer

Once SP 6.1 is installed, configured, and running on the new computer, you
may uninstall SP 6.0 from the original computer.

» To uninstall SP 6.0:

1. Click Start, Settings, Control Panel, then Add/Remove Programs.
2. Click Secure Perfect 6.0. You may need to scroll down.

3. Click Remove.

Result: The message Are you sure you want to remove Secure Perfect
6.0 from your computer? displays.

4. Click Yes.

Result: The Secure Perfect 6.0 application will be removed.
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Secure Perfect 6.0 to Secure Perfect 6.1 - ENTERPRISE
SERVERS ONLY

The Secure Perfect 6.1 Enterprise Server computer runs on Windows 2000
or Windows 2003 Server Standard operating system. Client computers run
on Windows 2000 Professional, Windows XP Professional, Windows 2000
Server or Windows 2003 Server operating systems.

After you have upgraded the Server computer, you will need to upgrade your
client computers. This will be discussed following the Server upgrade, in
“Upgrading Client Computers” on page 16.54.

You may follow one of two scenarios when converting to SP 6.1:

Note: If your SP 6.1 Server computer will be the same computer as your
existing Secure Perfect system, refer to Scenario 1. Throughout this chapter,
we refer to the new computer as the SP 6.1 Server computer.

Scenario 1: The existing SP 6.0 computer will become the SP 6.1
Server computer.

Scenario 1 begins on page 16.21.
Note: If you plan on using a new or different computer for your SP 6.1

Server, refer to Scenario 2. Throughout this chapter, we refer to the new
computer as the SP 6.1 Server computer.

Scenario 2: The SP 6.1 Server computer will be a different computer
than the existing SP 6.0 computer.

Scenario 2 begins on page page 16.31.

Scenario 1 - Same Computer

If your SP 6.1 Enterprise Server computer will be the same computer as your
existing SP 6.0 system, then follow the instructions in this section.

» This scenario follows a specific sequence of steps. FOLLOW THESE
STEPS IN THE ORDER PRESENTED BELOW. Each one of these
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steps is explained in more detail in the sections that follow. To upgrade
using the same computer:

Before You Begin (page 16.22)

1. Note all Secure Perfect Operator Passwords (page 16.22)

2. Stop Secure Perfect Services on Secure Perfect 6.0 Server (page 16.23)
3. Back Up Secure Perfect Folder (page 16.24)

4. Back Up Secure Perfect 6.0 Databases Using Microsoft SQL Server
Enterprise Manager (page 16.24)

5. OPTIONAL: Run Database Maintenance Plan Wizard (page 16.26)
6. Back Up Clean Secure Perfect 6.0 Databases (page 16.27)

7. Install Secure Perfect 6.1 and License Your System (page 16.27)

8. Activate Enable Unique & Required Employee Number (page 16.29)
9. Upgrade Client Computers (page 16.30)

10. Put Micros Online and Flash Micros with Application Code
(page 16.31)

Before You Begin

Before you upgrade Secure Perfect, make sure that:
» All clients are logged off and client services are stopped.

»  All Secure Perfect applications, such as DiagView, are closed.

1. Note all Secure Perfect Operator Passwords

Secure Perfect operator login passwords are case sensitive in SP 6.0. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.
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. Stop Secure Perfect Services on

Secure Perfect 6.0 Server

The Secure Perfect services run regardless of whether anyone is logged into
Windows or SP 6.0 as long as the services are set for automatic startup. In
other words, if the computer is turned on, then the services are running.

To continue this upgrade, the services must be stopped on any SP 6.0
computers.

Shutting down the Secure Perfect services shuts down any clients currently
connected to the Server without saving any work in progress!

» To stop services on the 6.0 Server computer and all clients:

1.

Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.
Locate the three Secure Perfect services:

Secure Perfect Diagnostics
Secure Perfect Manager
Secure Perfect System Manager

You will need to scroll down.

»  Ifthe Status columns are blank, then the services are not running and
do not need to be stopped.

» Ifthe Status columns display Started, then the services are running
and need to be stopped.

Select Secure Perfect Diagnostics service and click Stop. Stopping the

Diagnostic service will stop the Manager and System Manager
services as well, if Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
If the Secure Perfect API service is running, stop that service now.

Exit the Services application.
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3. Back Up Secure Perfect Folder

Everything in your existing SP 6.0 Secure Perfect folder except the Database

folder should be backed up. This includes the Designs, Graphics, Images,

and Signature folders. Use any backup program you want. You should back
up to an external media device such as a tape, zipdisk, CD, or a network

folder. Back up the Database folder using the Backup and Restore

Maintenance Utility or Microsoft Enterprise Manager. Verify that your

backups work correctly. All designs, graphics, images, signatures, and
videos will need to be restored after SP 6.1 is installed.

4. Back Up Secure Perfect 6.0 Databases Using
Microsoft SQL Server Enterprise Manager

Back up the SecurePerfect, SecurePerfectArchive, and SecurePerfectHistory
databases on your SP 6.0 Server computer. These databases will be restored

onto the new SP 6.1 Server computer.

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.

If you are:

Not familiar with Microsoft SQL Enterprise Manager, use the
instructions below.

Familiar with Microsoft SQL Enterprise Manager, back up the three
databases and then continue with 5. “OPTIONAL: Run Database
Maintenance Plan Wizard” on page 16.26.

» To back up your Secure Perfect databases using Microsoft SQL
Enterprise Manager:

1.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Result: The SQL Server Enterprise Manager opens to display the
Microsoft SQL Servers.

Navigate to and open the Databases folder. This procedure may take
several minutes.
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10.

11.

12.

13.

Right-click SecurePerfect.

Result: The SQL Server Enterprise Manager - Secure Perfect
Shortcut menu displays.

Click All Tasks, then Backup Database.

Result: The SQL Server Backup dialog box displays.
In the Name field, you can keep the default or choose a different name.
Select the Database - complete option button.

Under the Destination, you can choose either a file name or a device,
such as a tape. (The first time you perform this function, you will be
required to create the device by clicking Add.) We recommend that you
select the device or a file on a network.

Double-click the file name displayed in the Backup to: list box.

Result: The database name displays in the Edit Backup Destination file
name window.

Edit the file path name as appropriate for the folder that you have
created to receive the database. Do not change the database name. Click
OK.

You may select either Overwrite existing media or Append to media.
The latter option is useful when using a tape that can hold a large
quantity of data.

You can schedule the backup by selecting the Schedule check box. The
button with the three dots is now enabled, which allows you to edit the
schedule. We recommend that you refer to the SQL Online Help for
more information.

Click OK to start the backup.

Result: A Backup Progress dialog box will display.

When the Backup operation has been completed successfully
window displays, click OK.
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14. Repeat steps 3 through 11 for the other two databases:
SecurePerfectHistory and SecurePerfectArchive.

15. Exit the SQL Server Enterprise Manager.

5. OPTIONAL: Run Database Maintenance Plan Wizard

On your SP 6.0 Server computer, if the integrity of your database becomes
questionable, you can run the Database Maintenance Plan Wizard, which
will attempt to correct the suspect data and shrink the size of your database.

» To run the Database Maintenance Plan Wizard:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

2. Click Microsoft SQL Servers.

3. Click SQL Server Group.

4. Click the name of your server.

5. Click Databases.

6. Navigate to each Secure Perfect database folder.
7. Select a database, then right-click.

8. Select All Tasks on the shortcut menu, then Maintenance Plan.

Result: The Database Maintenance Plan Wizard displays.
9. Click Next.

10. Select specific databases from the list on the Select databases for
which to create the maintenance plan. Click Next.

11. Select Update Data Optimization Information options. Click Next.

12. Select Check database integrity options choices. Click Next.
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13.

14.

15.

16.

17.

18.

19.

Select the where and when options on the Specify the Database
Backup Plan window. Click Next.

Select the where and when options on the Specify Backup Disk
Directory. Click Next.

Select the where and when options on the Specify the Transaction Log
Backup Plan window. Click Next.

Select the where and when options on the Reports to Generate
window. Click Next.

Specify how you want to store the maintenance plan records on the
Maintenance Plan History window. Click Next.

When Completing the Database Maintenance Plan Wizard window
displays, review your selections by scrolling through the list. Click

Finish if you are satisfied with the selections you have made.

Exit the application.

6. Back Up Clean Secure Perfect 6.0 Databases

If you elected to run the database maintenance plan wizard, a backup of the
cleaned database files would be appropriate at this time. Refer to instructions
in step 4. “Back Up Secure Perfect 6.0 Databases Using Microsoft SQL
Server Enterprise Manager” on page 16.24.

7. Install Secure Perfect 6.1 and License Your System

» To install the Secure Perfect 6.1 application:

1.

You MUST be logged in as the local administrator user. If not, log off
and log back on as a user with these permissions.

Follow the instructions as listed in the Chapter that is appropriate for
your operating system and Secure Perfect Edition.

Some items to note:
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» If SQL Server 2000 Service Pack 3a is not installed, the service
pack installation will automatically run.

»  Secure Perfect 6.0 is automatically uninstalled. (See steps below.)
* The ‘Create SP Database’ utility automatically launches. Note the

following exceptions.

NOTE DURING DATABASE CONVERSION: During a
conversion, if a database already exists:

a. You must select the Secure Perfect edition that you want to
install.

b. You are prompted for your SOL ‘sa’ password. (If you purchased
your Secure Perfect 6.1 system from GE, a temporary password of
master was assigned for you.

c. A warning message displays stating that this application is
currently operating with an earlier version of Secure Perfect. Click
Yes, you want to convert.

d. A window displays your current Secure Perfect version.

Click Convert Database to accept the required version and begin
the database creation.

»  The license application automatically launches. Follow the steps as
detailed in Chapter 10 - Licensing the Secure Perfect System.

>» If the uninstall does not proceed (hangs), follow the instructions below:
1. Click Ctrl-Alt-Delete.
2. The Windows Security dialog displays.
3. Click Task Manager.

4. At the Task Manager window, Install will display a status of Not
Responding.

5. Select the line Uninstall and click End Task.

6. At the next dialog, click End Task again.
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7. Once the steps above are completed, follow the instructions in the
sections of this manual listed below:

e “Verifying and Cleaning Up after an Uninstall” on page 15.4
e “Verifying Secure Perfect Uninstalled Cleanly” on page 15.4
*  “Deleting Subkeys from the Registry” on page 15.4

*  “Windows 2000 Registry Permission Validation” on page 15.6
(if applicable)

8. Activate Enable Unique & Required Employee Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:

1. Ifthe Enable unique & required Employee Number check box is
selected and unavailable, all converted Person records have unique
employee numbers. All future Person records must have a unique
employee number before the record can be saved. Proceed to
9. “Upgrade Client Computers” on page 16.30.

2. Ifthe Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

3. At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR

*  Set a control that requires all Person records to have an entry in the
Employee number field.
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4. Ifyou choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?

5. Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

6. Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

7. Navigate to the Secure Perfect\Logs\DuplicateEmployeeNumbers.txt
file, consult the list of duplicate or blank employee numbers, locate
those Person records, and assign a unique employee number to each.

8. When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.

9. If you cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee
number cannot be reversed and all newly added Person records must
have a unique employee number.

9. Upgrade Client Computers

Now that you have upgraded your Server computer, you will need to
upgrade all networked client computers (those that are running as client to
the database Server computer.) Refer to “Upgrading Client Computers” on
page 16.54.
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Once you have finished upgrading your client computer, you will need to
identify and flash your micros with application code.

10. Put Micros Online and Flash Micros with Application
Code

SP 6.1 software will communicate with micros flashed with 6.x firmware.
All offline badge and alarm transactions will be uploaded to the Server after
the conversion process and stored in the appropriate history table. Allow all
the offline transactions to be processed before flashing micros to the 6.1
firmware to minimize data loss. The duration of time that the upload will
take is dependent on the number of transactions stored and the length of time
that the Server was not communicating with the micros. This might be a few
minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.

Scenario 2 - Using Two Computers

If your Server computer will be a different computer than your existing
Secure Perfect computer, then follow the instructions in this section.

» This scenario follows a specific sequence of steps. FOLLOW THESE
STEPS IN THE ORDER PRESENTED BELOW. Each one of these
steps is explained in more detail in the sections that follow. To upgrade
using a second computer:

Before You Begin (page 16.32)

1. Note all Secure Perfect Operator Passwords (page 16.32)

2. Set Up Secure Perfect 6.1 Server (page 16.32)

3. Stop Secure Perfect Services on Secure Perfect 6.0 Server (page 16.33)
4. Back Up Secure Perfect Folder (page 16.34)

5. Back Up Secure Perfect 6.0 Databases Using Microsoft SQL Server
Enterprise Manager (page 16.34)

Secure Perfect 6.1 Installation Manual 16.31



Secure Perfect 6.0 to Secure Perfect 6.1 - ENTERPRISE SERVERS ONLY

6. Restore Secure Perfect 6.0 Database to Secure Perfect 6.1 Server
(page 16.36)

7.  Run Create SP Database (page 16.40)
8. License Your Secure Perfect 6.1 System (page 16.41)

9. Restore Designs, Graphics, Images, Signatures, and Videos to Secure
Perfect 6.1 Server (page 16.41)

10. Activate Enable Unique & Required Employee Number (page 16.41)
11. Upgrade Client Computers (page 16.43)
12. Put Micros Online and Flash Application Code (page 16.43)

13. Uninstall Secure Perfect 6.0 from Original Computer (page 16.43)

Before You Begin

Before you upgrade Secure Perfect, make sure that:
»  All clients are logged off and client services are stopped.

»  All Secure Perfect applications, such as DiagView, are closed.

1. Note all Secure Perfect Operator Passwords

Secure Perfect operator login passwords are case sensitive in SP 6.1. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.

2. Set Up Secure Perfect 6.1 Server

» To set up your SP 6.1 Server computer:

1. Since your new SP 6.1 database Server computer will be a different
computer than your current SP 6.0 computer, you will need to set it up
now. This includes setting up:

*  Hardware (such as the monitor, network board, and Digi board, if
one is used)

*  Software
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- Windows 2000 or Windows 2003 Server operating system
- SQL Server 2000 with appropriate Service Pack (At this time,

Service Pack 3a is required and auto installs with SP 6.1.)

2. Install Secure Perfect 6.1. Follow instructions in the appropriate Chapter
for the Secure Perfect Edition you are installing.

Note: Exception during the installation process: DO NOT license at this
time (as instructed in the sequence). You will license your system after
the database is converted.

3. Return to this point and continue.

3. Stop Secure Perfect Services on Secure Perfect 6.0
Server

The Secure Perfect services run regardless of whether anyone is logged into
Windows or Secure Perfect as long as services are set to automatic startup.
In other words, if the computer is turned on, then the services are running.

To continue this upgrade, the services must be stopped on any SP 6.0
computers.

» To stop services on the 6.0 Server computer and all clients:
1. Set all micros offline in Secure Perfect.

2. Shut down all client applications to ensure that any work in progress is
saved.

3. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.
4. Locate the three Secure Perfect services:
Secure Perfect Diagnostics

Secure Perfect Manager
Secure Perfect System Manager
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You will need to scroll down.

e Ifthe Status columns are blank, then the services are not running and
do not need to be stopped.

e Ifthe Status columns display Started, then the services are running
and need to be stopped.

5. Select Secure Perfect Diagnostics service and click Stop. Stopping the

Diagnostic service will stop the Manager and System Manager
services as well, if Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
6. Ifthe Secure Perfect API service is running, stop that service now.

7. Exit the Services application.

4. Back Up Secure Perfect Folder

Everything in your existing SP 6.0 Secure Perfect folder except the Database
folder should be backed up. This includes the Designs, Graphics, Images,
and Signature folders. Use any backup program you want. You should back
up to an external media device such as a tape, zipdisk, CD, or a network
folder. Back up the Database folder using the Backup and Restore
Maintenance Utility or Microsoft Enterprise Manager. Verify that your
backups work correctly. All designs, graphics, images, signatures, and
videos will need to be restored after Secure Perfect 6.1 is installed.

5. Back Up Secure Perfect 6.0 Databases Using
Microsoft SQL Server Enterprise Manager

Note: This scenario uses SOL Server Enterprise Manager to perform a
backup. You can also perform a backup using the Secure Perfect
Maintenance Utility.

Back up the SecurePerfect, SecurePerfectArchive, and SecurePerfectHistory
databases on your SP 6.0 Server computer. These databases will be restored
onto the new SP 6.1 Server computer.
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Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.

If you are:

*  Not familiar with Microsoft SQL Enterprise Manager, use the
instructions below.

*  Familiar with Microsoft SQL Enterprise Manager, back up the three
databases and then continue with 6. “Restore Secure Perfect 6.0
Database to Secure Perfect 6.1 Server” on page 16.36.

To back up your Secure Perfect databases using Microsoft SQL
Enterprise Manager:

1. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Result: The SQL Server Enterprise Manager opens to display the
Microsoft SQL Servers.

2. Navigate to and open the Databases folder. This procedure may take
several minutes.

3. Right-click SecurePerfect.

Result: The SQL Server Enterprise Manager - Secure Perfect
Shortcut menu displays.

4. Click All Tasks, then Backup Database.
Result: The SQL Server Backup dialog box displays.
5. Inthe Name field, you can keep the default or choose a different name.
6. Select the Database - complete option button.
7. Under the Destination, you can choose either a file name or a device,
such as a tape. (The first time you perform this function, you will be

required to create the device by clicking Add.) We recommend that you
select the device or a file on a network.
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10.

11.

12.

13

You may select either Overwrite existing media or Append to media.
The latter option is useful when using a tape that can hold a large
quantity of data.

You can schedule the backup by selecting the Schedule check box. The
button with the three dots is now enabled, which allows you to edit the
schedule. We recommend that you refer to the SQL Online Help for
more information.

Click OK to start the backup.

Result: A Backup Progress dialog box will display.

When the Backup operation has been completed successfully
window displays, click OK.

Repeat steps 3 through 11 for the other two databases:
SecurePerfectHistory and SecurePerfectArchive.

. Exit the Microsoft SQL Server Enterprise Manager application.

6. Restore Secure Perfect 6.0 Database to Secure
Perfect 6.1 Server

These restore procedures are guidelines only.

Note: When you are restoring the SP 6.0 database, you will replace the
databases that were created during the SP 6.1 installation.

If you are:

NOT familiar with Microsoft SQL Enterprise Manager, use the
instructions below.

FAMILIAR with Microsoft SQL Enterprise Manager, restore the three
databases and then proceed with 7. “Run Create SP Database” on
page 16.40.

16.36
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» To restore the SP 6.0 databases backup:

1. Verify that all SP 6.1 network clients other than the Enterprise Server
computer have logged off and that the SP 6.1 services are shut down.

2. Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

3. Navigate to <Server Name>SPSQL where <Server Name> is the name
of the server computer.

4. Open the Databases folder for your Secure Perfect server.

The database was backed up using one of two options: disk or tape. Refer to
the list below for the appropriate restore procedures.

»  From disk, see page 16.37.
*  From tape, see page 16.38.

Restoring from Disk
If the databases were backed up onto disk, follow the procedures below.

If the databases were backed up onto tape, refer to page 16.38.
» To restore the SP 6.0 database backup from disk:
1. Click SecurePerfect.

2. From the Tools menu, select Restore Database.

Result: The Restore database window displays.
3. Inthe Restore as database field, verify that SecurePerfect displays.
4. In the Restore category, select From device.

5. On the Parameters pane, verify that Restore backup set and Database
- complete are selected.

6. Click Select Devices.

Result: The Choose Restore Devices window displays.
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7.

10.

11.

12.

13.

14.

15.

16.

17.

In the Restore from area, select Disk and click Add.

Result: The Choose Restore Destination window displays.

Select File name, click Browse, and navigate to where the backup file
is stored. When the path and file name display in the File name field,
click OK in the Backup Device Location window.

Click OK to close the Choose Restore Destination window.

Click OK to close the Choose Restore Devices window.

Click Options.

Check Force restore over existing databases.

In the Move to physical file name field, confirm that the desired
location for the database files is displayed. If the correct location does
not display, enter the correct path by typing over the existing path.
Click OK.

Click OK to begin the restore process.

Result: The Restore Progress dialog displays. Upon completion, you
should receive a message stating that the restore was successful.
Depending on the size of your database, this can take from a few
minutes to a few hours.

Repeat steps 1 through 15 for the SecurePerfectArchive and
SecurePerfectHistory databases.

Exit the Microsoft SQL Server Enterprise Manager application.

At this time, go to 7. “Run Create SP Database” on page 16.40 to continue
with the upgrade.

Restoring from Tape

If the databases were backed up onto tape, follow the procedures below.
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» To restore the SP 6.0 database from tape:
1. Click SecurePerfect.

2. From the Tools menu, select Restore Database.

Result: The Restore database window displays.
3. Inthe Restore as database field, verify that SecurePerfect displays.
4. At the Restore: category, select the From device option button.

5. Inthe Parameters Devices area, verify that Restore backup set and
Database - complete are selected.

6. Click Select Devices.

7. In the window that displays, select Tape, then click Add.

Result: The tape drive displays as the default in the Choose Restore
Destination dialog box.

8. Click OK two times.

Note: If you get an error message or if you have multiple files to restore,
click View Contents. A list of files will display with the contents of the
tape. Select which file or files you want to restore from the list.

Result: An SQL Server Enterprise Manager window will display
stating, Restore of database, ‘Secure Perfect’ completed
successfully. Depending on the size of your database, this can take from
a few minutes to a few hours.

9. Repeat steps 1 through 8 for the SecurePerfectArchive and
SecurePerfectHistory databases.

10. Exit the Microsoft SQL Server Enterprise Manager application.
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7. Run Create SP Database

The database Server computer MUST be the computer on which you run the
database conversion.

The ‘Create SP Database’ utility converts the SP 6.0 database format to SP
6.1 database format. During this process, the Database Integrity Tool also
runs. This tool checks the integrity of your database.

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.

To run ‘Create SP Database’ on your Secure Perfect 6.1 Server
computer:

1. Click Programs, Secure Perfect, then Create SP Database.

Result: The Select Secure Perfect Edition window displays.

2. Seclect Enterprise Edition and click Next.

Result: The Create/Convert Database window displays.
3. Enter your sa password.

4. Click Create/Convert Database.

Result: The message Do you wish to convert to the current version of
Secure Perfect Database? displays.

5. Click Yes to proceed.
Result: The Convert Database window displays.

6. Click Convert Database.

Result: A status bar displays the progress of the conversion. Upon
completion, the message Secure Perfect Database successfully
converted! displays.

7. Click OK.
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8. License Your Secure Perfect 6.1 System

At this time, you must license SP 6.1. Follow the steps as detailed in Chapter
10 - Licensing the Secure Perfect System.

9. Restore Designs, Graphics, Images, Signatures, and
Videos to Secure Perfect 6.1 Server

This step moves the SP 6.0 designs, graphics, images, signatures, and videos
to the SP 6.1 Server computer.

» To restore designs, graphics, images, signatures, and videos:

1. Copy the designs from the SP 6.0 computer into the Designs folder on
the SP 6.1 Server computer.

2. Copy the graphics from the SP 6.0 computer into the Graphics folder on
the SP 6.1 Server computer.

3.  Copy the images from the SP 6.0 computer into the Images folder on the
SP 6.1 Server computer.

4. Copy the signatures from the SP 6.0 computer into the Signature folder
on the SP 6.1 Server computer.

5. Copy the videos from the SP 6.0 computer into the Video folder on the
SP 6.1 Server computer.

10. Activate Enable Unique & Required Employee
Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:

1. Ifthe Enable unique & required Employee Number check box is
selected and unavailable, all converted Person records have unique
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employee numbers. All future Person records must have a unique
employee number before the record can be saved. Proceed to
11. “Upgrade Client Computers” on page 16.43.

If the Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR

»  Set a control that requires all Person records to have an entry in the
Employee number field.

If you choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?

Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

Navigate to the

Secure Perfect\Logs\DuplicateEmployeeNumbers.txt file, consult the
list of duplicate or blank employee numbers, locate those Person
records, and assign a unique employee number to each.
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8. When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.

9. Ifyou cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee
number cannot be reversed and all newly added Person records must
have a unique employee number.

11. Upgrade Client Computers

Now that you have upgraded your Server computer, you will need to
upgrade all networked client computers (those that are running as client to
the database Server computer.) Refer to “Upgrading Client Computers” on
page 16.54.

Once you have finished upgrading your client computer, you will need to
identify and flash your micros with application code.

12. Put Micros Online and Flash Application Code

SP 6.1 software will communicate with micros flashed with 6.x firmware.
All offline badge and alarm transactions will be uploaded to the Server after
the conversion process and stored in the appropriate history table. Allow all
the offline transactions to be processed before flashing micros to the 6.1
firmware to minimize data loss. The duration of time that the upload will
take is dependent on the number of transactions stored and the length of time
that the Server was not communicating with the micros. This might be a few
minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.

13. Uninstall Secure Perfect 6.0 from Original Computer

Once SP 6.1 is installed, configured, and running on the new computer, you
may uninstall SP 6.0 from the original computer.

Secure Perfect 6.1 Installation Manual 16.43



Secure Perfect 6.0 to Secure Perfect 6.1 - CUSTOM SPLIT INSTALLATION

» To uninstall SP 6.0:

1. Click Start, Settings, Control Panel, then Add/Remove
Programs.

2. Click Secure Perfect 6.0. You may need to scroll down.

3. Click Remove.

Result: The message Are you sure you want to remove Secure
Perfect 6.0 from your computer? displays.

4. Click Yes.

Result: The SP 6.0 application will be removed.

Secure Perfect 6.0 to Secure Perfect 6.1 - CUSTOM
SPLIT INSTALLATION

The Secure Perfect 6.1 Enterprise Server computer runs on Windows
2000 or Windows 2003 Server Standard operating system. Client
computers run on Windows 2000 Professional, Windows XP
Professional, Windows 2000 Server or Windows 2003 Server operating
systems.

Since the split installation option allows you to install the three Secure
Perfect components (Database Server, File Server, and Application)
separately, the upgrade will need to proceed in the same order in which
they were installed.

Note: The steps below assume each application is on a separate
computer. If you used only two, simply go to the computer where that
component is located.

After you have upgraded the Server computer, you will need to upgrade
your client computers. This will be discussed following the Server
upgrade, in “Upgrading Client Computers” on page 16.54.
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FOLLOW THESE STEPS IN THE ORDER PRESENTED BELOW.
Each one of these steps is explained in more detail in the sections that
follow. To upgrade a custom split installation:

On the Secure Perfect Application:

Before You Begin (page 16.46)

1. Note all Secure Perfect Operator Passwords on the Application
Computer (page 16.46)

2. Stop Secure Perfect Services on Secure Perfect 6.0 Server on the
Application Computer (page 16.46)

On the File Server:

3. Back Up Secure Perfect Folder on the File Server Computer
(page 16.47)

On the Database Server:

4. Back Up Secure Perfect 6.0 Databases Using Microsoft SQL Server
Enterprise Manager (page 16.47)

5. OPTIONAL: Run Database Maintenance Plan Wizard (page 16.49)
On All Computers:

6. Install Secure Perfect 6.1 and License Your System (page 16.51)

On the Secure Perfect Application:

7. Activate Enable Unique & Required Employee Number (page 16.52)
On Completion of the Upgrade:

8. Upgrade Client Computers (page 16.54)

9. Put Micros Online and Flash Micros with Application Code
(page 16.54)
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Before You Begin

Before you upgrade Secure Perfect, make sure that:
»  All clients are logged off and client services are stopped.

»  All Secure Perfect applications, such as DiagView, are closed.

1. Note all Secure Perfect Operator Passwords on the
Application Computer

Secure Perfect operator login passwords are case sensitive in SP 6.1. Before
you upgrade, note the exact case used in all of your Secure Perfect operator
login passwords.

2. Stop Secure Perfect Services on Secure Perfect 6.0
Server on the Application Computer

The Secure Perfect services run regardless of whether anyone is logged into
Windows or SP 6.0 as long as the services are set for automatic startup. In
other words, if the computer is turned on, then the services are running.

To continue this upgrade, the services must be stopped on any SP 6.0
computers.

Shutting down the Secure Perfect services shuts down any clients currently
connected to the Server without saving any work in progress!

» To stop services on the 6.0 Application computer and all clients:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.

2. Locate the three Secure Perfect services:
Secure Perfect Diagnostics
Secure Perfect Manager

Secure Perfect System Manager

You will need to scroll down.
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»  Ifthe Status columns are blank, then the services are not running and
do not need to be stopped.

»  Ifthe Status columns display Started, then the services are running
and need to be stopped.

3. Select Secure Perfect Diagnostics service and click Stop. Stopping the
Diagnostic service will stop the Manager and System Manager
services as well, if Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
4. If the Secure Perfect API service is running, stop that service now.

5. Exit the Services application.

3. Back Up Secure Perfect Folder on the File Server
Computer

Everything in your existing SP 6.0 Secure Perfect folder except the Database
folder should be backed up. This includes the Designs, Graphics, Images,
and Signature folders. Use any backup program you want. You should back
up to an external media device such as a tape, zipdisk, CD, or a network
folder. Verify that your backups work correctly. All designs, graphics,
images, signatures, and videos will need to be restored after SP 6.1 is
installed.

4. Back Up Secure Perfect 6.0 Databases Using
Microsoft SQL Server Enterprise Manager

Note: This scenario uses SOL Server Enterprise Manager to perform a
backup. You can also perform a backup using the Secure Perfect
Maintenance Utility.

Back up the SecurePerfect, SecurePerfectArchive, and SecurePerfectHistory
databases on your SP 6.0 Database Server computer. These databases will be
restored onto the new SP 6.1 Database Server computer.

Note: Custom stored procedures or triggers added to the Secure Perfect
databases need to be removed. You can re-create custom procedures or
triggers after the conversion is complete.
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If you are:

Not familiar with Microsoft SQL Enterprise Manager, use the
instructions below.

Familiar with Microsoft SQL Enterprise Manager, back up the three
databases and then continue with 5. “OPTIONAL: Run Database
Maintenance Plan Wizard” on page 16.49.

» To back up your Secure Perfect databases using Microsoft SQL
Enterprise Manager:

1.

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Result: The SQL Server Enterprise Manager opens to display the
Microsoft SQL Servers.

Navigate to and open the Databases folder. This procedure may take
several minutes.

Right-click SecurePerfect.

Result: The SQL Server Enterprise Manager - Secure Perfect Shortcut
menu displays.

Click All Tasks, then Backup Database.

Result: The SQL Server Backup dialog box displays.

In the Name field, you can keep the default or choose a different name.
Select the Database - complete option button.

Under the Destination, you can choose either a file name or a device,
such as a tape. (The first time you perform this function, you will be
required to create the device by clicking Add.) We recommend that you
select the device or a file on a network.

You may select either Overwrite existing media or Append to media.
The latter option is useful when using a tape that can hold a large
quantity of data.
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10.

I1.

12.

13

You can schedule the backup by selecting the Schedule check box. The
button with the three dots is now enabled, which allows you to edit the
schedule. We recommend that you refer to the SQL Online Help for
more information.

Click OK to start the backup.

Result: A Backup Progress dialog box will display.

When the Backup operation has been completed successfully
window displays, click OK.

Repeat steps 3 through 11 for the other two databases:
SecurePerfectHistory and SecurePerfectArchive.

Exit the SQL Server Enterprise Manager.

5. OPTIONAL: Run Database Maintenance Plan Wizard

On your SP 6.0 Database Server computer, if the integrity of your database
becomes questionable, you can run the Database Maintenance Plan
Wizard, which will attempt to correct the suspect data and shrink the size of
your database.

» To run the Database Maintenance Plan Wizard:

Click Start, Programs, Microsoft SQL Server, then Enterprise
Manager.

Click Microsoft SQL Servers.

Click SQL Server Group.

Click the name of your server.

Click Databases.

Navigate to each Secure Perfect database folder.

Select a database, then right-click.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Select All Tasks on the shortcut menu, then Maintenance Plan.
Result: The Database Maintenance Plan Wizard displays.

Click Next.

Select specific databases from the list on the Select databases for
which to create the maintenance plan. Click Next.

Select Update Data Optimization Information options. Click Next.
Select Check database integrity options choices. Click Next.

Select the where and when options on the Specify the Database
Backup Plan window. Click Next.

Select the where and when options on the Specify Backup Disk
Directory. Click Next.

Select the where and when options on the Specify the Transaction Log
Backup Plan window. Click Next.

Select the where and when options on the Reports to Generate
window. Click Next.

Specify how you want to store the maintenance plan records on the
Maintenance Plan History window. Click Next.

When Completing the Database Maintenance Plan Wizard window
displays, review your selections by scrolling through the list. Click
Finish if you are satisfied with the selections you have made.

Exit the application.

If you elected to run the database maintenance plan wizard, a backup of
the cleaned database files would be appropriate at this time. Refer to
instructions in step 4. “Back Up Secure Perfect 6.0 Databases Using
Microsoft SQL Server Enterprise Manager” on page 16.47.
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6. Install Secure Perfect 6.1 and License Your System

» To install the Secure Perfect 6.1 application:

1.

You MUST be logged in as the local administrator user. If not, log off
and log back on as a user with these permissions.

Follow the instructions as listed in the appropriate Chapter for the
Secure Perfect Edition that you are installing. Install in this order:

«  Database Server
«  File Server
*  Application
Some items to note:

e If SQL Server 2000 Service Pack 3a is not installed, the service
pack installation will automatically run.

*  Secure Perfect 6.0 is automatically uninstalled. (See steps below.)

*  The ‘Create SP Database’ utility automatically launches.

NOTE DURING DATABASE CONVERSION: During a
conversion, if a database already exists:

a. You must select the Secure Perfect edition that you want to
install.

b. You are prompted for your SOL ‘sa’ password. (If you purchased
your Secure Perfect 6.1 system from GE, a temporary password of
master was assigned for you..)

c. A warning message displays stating that this application is
currently operating with an earlier version of Secure Perfect. Click
Yes, you want to convert.

d. A window displays your current Secure Perfect version.
Click Convert Database to accept the required version and begin
the database creation.

¢ The license application automatically launches. Follow the steps as
detailed in Chapter 10 - Licensing the Secure Perfect System.
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Note: If the Application resides on the same computer as either the
Database Server or File Server, DO NOT license the application
until both the Database Server and File Server are installed and the
database has been converted.

>» If the uninstall does not proceed (hangs), follow the instructions below:
1. Click Ctrl-Alt-Delete.
2. The Windows Security dialog displays.
3. Click Task Manager.

4. At the Task Manager window, Install will display a status of Not
Responding.

5. Select the line Uninstall and click End Task.
6. At the next dialog, click End Task again.

7. Once the steps above are completed, follow the instructions in the
sections of this manual listed below:

*  “Verifying and Cleaning Up after an Uninstall” on page 15.4
*  “Verifying Secure Perfect Uninstalled Cleanly” on page 15.4
*  “Deleting Subkeys from the Registry” on page 15.4

*  “Windows 2000 Registry Permission Validation” on page 15.6
(if applicable)

7. Activate Enable Unique & Required Employee Number

During the process of converting a database, the system checks for possible
blank or duplicate employee numbers in the database.

» Log on and open the Parameter Form to display the Settings tab:
1. If the Enable unique & required Employee Number check box is

selected and unavailable, all converted Person records have unique
employee numbers. All future Person records must have a unique
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employee number before the record can be saved.-Proceed to
8. “Upgrade Client Computers” on page 16.54.

If the Enable unique & required Employee Number check box is
NOT selected, this is an indication that duplicate or blank employee
number records exist in the database.

At this time, you have the option to choose one of two preferences:

* Do nothing and continue to allow blank or duplicate employee
numbers in Person records (the Enable unique & required
Employee Number check box remains clear).

OR

*  Set a control that requires all Person records to have an entry in the
Employee number field.

If you choose to require all Person records to have a unique employee
number, select Enable unique & required Employee Number and
click Save.

Result: A message displays informing you: The Employee number
field on the Person Form will be required and unique. Once this is
enabled, it cannot be changed back. Do you want to continue with
this change?

Click Yes.

Result: A second message displays: Could not enable unique and
required Employee number. Duplicates already exist or field is
empty in the database. Refer to the Diagnostic Logfile.

Navigate to the logfile. The message in the logfile informs you that
Secure Perfect generated a text file and placed the file in the Logs folder
of the Secure Perfect Server computer.

Navigate to the Secure Perfect\Logs\DuplicateEmployeeNumbers.txt
file, consult the list of duplicate or blank employee numbers, locate
those Person records, and assign a unique employee number to each.
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8. When all records on the .TXT file list have a unique employee number,
return to the Parameter Form, select the Enable unique & required
Employee Number check box, and Save.

9. If you cannot save and again receive additional messages, you must
repeat the process, steps 5 through 8.

10. The selection to require all Person records to have a unique employee
number cannot be reversed and all newly added Person records must
have a unique employee number.

8. Upgrade Client Computers

Now that you have upgraded your Server computer, you will need to
upgrade all networked client computers (those that are running as client to
the database Server computer.) Refer to “Upgrading Client Computers” .

Once you have finished upgrading your client computer, you will need to
identify and flash your micros with application code.

9. Put Micros Online and Flash Micros with Application
Code

SP 6.1 software will communicate with micros flashed with 5.x firmware.
All offline badge and alarm transactions will be uploaded to the Server after
the conversion process and stored in the appropriate history table. Allow all
the offline transactions to be processed before flashing micros to the 6.1
firmware to minimize data loss. The duration of time that the upload will
take is dependent on the number of transactions stored and the length of time
that the Server was not communicating with the micros. This might be a few
minutes or several hours.

Refer to the Secure Perfect Online Help, Micro Utility Toolbar for
instructions to flash your micros with eFlash.

Upgrading Client Computers

If you have networked computers running as Secure Perfect 6.0 clients, you
will need to upgrade the client computers now. Secure Perfect 6.1 supports
client computers running Windows 2000 Professional, Windows XP
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Professional, Windows 2000 Server or Windows 2003 Server. You may
want to review your Secure Perfect 6.1 architecture for the options available.

You MUST have the Secure Perfect 6.1 Database Server computer set up
and running before you attempt to install Secure Perfect 6.1 on the client
computers!

The process of upgrading client computers observes a specific sequence of
steps. Each step is detailed in the sections that follow.

1. “Stop Services on Secure Perfect 6.0 Client Computer”

2. Install Secure Perfect 6.1 Software (page 16.56)

1. Stop Services on Secure Perfect 6.0 Client Computer
Before proceeding, the Secure Perfect services must be stopped.
» To stop services on the SP 6.0 client computer:

1. Click Start, Settings, Control Panel, Administrative Tools, then
Services.

Result: The Services window displays.
2. Locate the three Secure Perfect services:

Secure Perfect Diagnostics
Secure Perfect Manager
Secure Perfect System Manager

You will need to scroll down.

+  Ifthe Status columns are blank, then the services are not running
and do not need to be stopped.

+ Ifthe Status columns display Started, then the services are running
and need to be stopped.
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3. Select Secure Perfect Diagnostics service and click Stop. Stopping the
Diagnostic service will stop the Manager and System Manager as
well if Yes is clicked on the Stop Other Services Window.

Result: The Status columns should now be blank.
4. If the Secure Perfect API service is running, stop that service now.

5. Exit the Services application.

2. Install Secure Perfect 6.1 Software

» To install Secure Perfect 6.1 software:

1. You MUST be logged in as the local administrator user. If not, log off
and log back on as a user with these permissions.

2. Insert the Secure Perfect 6.1 CD into the CD-ROM drive.

3. Ifusing the typical installation procedure, review Chapter 4 - Installing
Secure Perfect 6.1 eZ or Professional Edition Server Software and
Chapter 9 - Installing Secure Perfect 6.1 Software on Additional Clients.
Then follow the instructions in the order as listed.

If taking advantage of the SP 6.1 features, review your selection of
options for installing the Secure Perfect components.

4. Open and log on to the Secure Perfect 6.1 client program.

Upgrade Configuration Notes - Ensuring Success

Here are a few pointers for a most efficient transition to Secure Perfect 6.1:

(1 When your Secure Perfect 6.1 system is fully converted and upgraded,
log on to the Secure Perfect application as one of your previously
defined operators.

[ If you need to change the host for each micro, you will need to change
this assignment by taking the micros offline and selecting Micro from
the Device menu, then completing the change on the Micro Form,

16.56
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Micro Definition tab. Select a Host Computer from the drop-down

list.

If you are changing a Micro/5-PX to a Micro/5-PXN, follow these steps:

1.

Select Devices, then Micro. The Micro Form opens with the
Micro Definition tab displayed.

Click Search for a list of previously defined micros.

From the list of records, select the micro that you are replacing with
a Micro/5-PXN.

Select the Micro Type as Micro/SPXN.

Select Connection type from the drop-down list as either Network
or Network + Dial-up.

Change the PC Name, if applicable.

On the Port Settings tab, enter the IP Address of your network
micro.

Save the micro record.

Repeat steps 2 through 8 for all micros that will be replaced by a
Micro/5-PXN CPU.

Downstream micros do not require reconfiguration since they will
automatically inherit the connection type and port settings from the
head-of-line micro.

If you need to reconfigure the layout of your system where you are
breaking a line of micros and creating multiple head-of-line
Micro/5-PXN micros, you must do the following:

1.

2.

Change the Micro Type to Micro/SPXN and back to Micro/5PX
so the Head of Line option becomes enabled.

In the Head of Line, select Yes, then Micro Type as Micro/SPXN.
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3. Select Connection type from the drop-down list as either Network
or Network + Dial-up.

Save the micro record, then repeat steps 1 through 3 for each micro that
requires a change in configuration.
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This chapter provides a list of installation requirements necessary for a
UL-listed Secure Perfect system.

In this appendix:
AR - |
Z= “UL Specifications and Requirements” on page A.2

Al



UL Specifications and Requirements

UL Specifications and Requirements

Secure Perfect 6.1 is a UL-listed Grade A system (UL 1076 Grade A
Proprietary Burglary Requirements/UL 294 Access Control Requirements).
You must adhere to the following requirements in a UL-listed installation:

1.

The computer and monitor shall be completely duplicated. Provision for
switchover within 6 minutes is required (30 seconds for manual transfer
of cables and 5 minutes 30 seconds for the system boot sequence).

Compatibility has been verified only with a Micro/5 protected premise-
control unit using the Micro/5-PXN CPU board and the Micro/PXN-
2000 using the Micro/5-PXN board.

The system shall be connected to a listed surge suppressor with a
maximum marked rating of 330 volts.

The installation instructions shall specify signal line transient protection
complying with the Standard for Protectors for Data Communications
and Fire Alarm Circuits, UL 479B, with a maximum marked rating of
50 volts.

The equipment shall be installed in a temperature-controlled
environment. Twenty-four hours of backup power shall be provided to
the HVAC system. The HVAC system shall be capable of maintaining a
temperature between 55° and 95° F.

The installation instructions shall specify that, in addition to the main
power supply and secondary power supply that are required to be
provided at the central supervisory station, the system shall be provided
with an uninterruptable power supply (UPS) with sufficient capacity to
operate the computer equipment for a minimum of 15 minutes. If more
than 15 minutes is required for the secondary power supply to supply
the UPS input power, the UPS shall be capable of providing input power
for at least that amount of time. The UPS shall comply with the
Standard for Uninterruptable Power Supply Equipment, UL 1778, or the
Standard for Fire Protective Signaling Devices, UL 1481.

A UL-listed printer shall be provided.

Signal prioritization shall be set up as follows (from highest to lowest):
Alarm, Trouble, Supplementary (such as access control).

A2

Secure Perfect 6.1 Installation Manual



UL Certification Requirements

10.

11.

12.

13.

Polling of a receiving unit must not exceed 200 seconds.

Exit and Entry delay must not exceed 60 seconds.

Communication between Host and Protected Premise Units must consist
of an independent, dedicated, and direct Ethernet line. Communication

over LAN and WAN has not been investigated by UL.

Any communication failure shall be treated as a compromise of the
Grade A proprietary burglar alarm system.

Elevator Control, DVR, CCTV, Camera functions, and Keypad Alarm
Response have not been evaluated by UL.
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Despite rigorous product testing, some problems cannot be detected in advance. Please let us know if you discover any defects in

our software. We value your feedback and want to ensure that our software meets your expectations.
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